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Keep up with Ransomware 
   

LockBit is back, unfinished ransomware attacks
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File name Description 

Chocolatey Command line-based package manager for Windows software 

Rclone An external storage management and upload/download program 

WinSCP A Windows program that can transfer or manage files between a computer and a server 

PsExec A tool that can run random processes on the local/remote system. 

StealBit A self-developed information theft automation tool 

Mimikatz 
A tool to extract sensitive information such as passwords and credentials from the 

memory of the Windows system 
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Argument Description 

-path {path} Encrypt only the specified path 

-pass {32Bytes key} Enter the key necessary for executing the ransomware 

-safe Encrypt files after booting in safe mode 

-wall Change desktop and print the ransom note 

-gspd Modify group policies and propagate them internally 

-psex Use managed sharing for internal propagation 

-gdel Delete group policy changes 

-del Self-delete after execution 
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CVE Description Affected version Patch version 

CVE-2018-13379 

When using SSL VPN29 in Fortinet's secure OS FortiOS, 

vulnerability in exploring the file path where system files 

can be downloaded 

5.4.6 ~ 5.4.12 

5.6.3 ~ 5.6.7 

6.0.0 ~ 6.0.4 

5.6.8 and higher 

6.0.5 and higher 

CVE-2020-0796 
Remote code execution vulnerability that occurs in SMB 

3.1.1, a resource sharing protocol used by Windows 

Windows 10 & 

Server 2016 

(build 1903, 1909) 

KB4551762 

update 

CVE-2021-44228 
Remote code execution vulnerability discovered in 

Log4j, a JAVA-based open source logging library 

2.0-beta9 ~ 2.15.0 

(excluding 2.12.2, 

2.12.3, and 2.3.1) 

2.12.2, 2.12.3, 2.3.1, 

2.16.0 and higher 

CVE-2021-22986 

Remote code execution vulnerability occurring on BIG-IP 

and BIG-IQ, what are F5's application distribution 

network equipment 

16.0.*, 15.1.*, 

14.1.*, 13.1.*, and 

12.1.* before the 

patch version 

16.0.1.1 and higher 

15.1.2.1 and higher 

14.1.4 and higher 

13.1.3.6 and higher 

12.1.5.3 and higher 

CVE-2021-26855 

CVE-2021-26857 

CVE-2021-26858 

CVE-2021-27065 

Remote code execution vulnerability occurring in 

Exchange Server, MS's email server 

Exchange Server 

2013, 2016, 2019 
KB5000871 update 

CVE-2021-36942 

Vulnerability in Windows Server that can allow an 

unauthenticated attacker to be authenticated for 

another server through the domain controller 

2008 r2 sp1, 2016, 

2008 sp2, 2012, 

2012 r2, 2020 h2, 

2004, and 2019 

KB5005076 or 

KB5005106 update 

CVE-2022-3653 
Heap buffer overflow vulnerability occurring in the 

Vulkan graphics engine of the Chrome browser 

Lower than 

107.0.5304.62 

107.0.5304.62 

and higher 

CVE-2022-36537 

Vulnerability that occurs in the open source JAVA 

framework Zk Framework, which allows access to 

sensitive information by manipulating POST requests 

9.6.1, 9.6.0.1, 

9.0.1.2, and 8.6.4.1 
9.6.2 and higher 

CVE-2023-0669 
Vulnerability that allows remote code execution in 

Forta's security management file transfer software 

GoAnywhere MFT 

7.1.1 and lower 7.1.2 and higher 

CVE-2023-20269 

Vulnerability that can obtain credentials due to the 

remote access VPN vulnerability of the Integrated 

security platform Cisco ASA and next-generation threat 

defense platform Cisco FTD software 

9.19.1.18 and 

lower 
9.20 and higher 

CVE-2023-27350 

CVE-2023-27351 

Vulnerability that allows remote code execution after 

accessing the server as an administrator by bypassing 

user credentials in the print management software 

PaperCut 

15.0.0 ~ 20.1.7, 

21.0.0 ~ 21.2.11, 

22.0.0 ~ 22.0.9 

20.1.7 and higher 

21.2.11 and higher 

22.0.9 and higher 

CVE-2023-4966 
Information leak vulnerability occurring in networking 

products, i.e. NetScaler ADC and NetScaler Gateway 

14.1*, 13.1*, 13.0* 

before the patch 

version 

14.1-8.50 and higher 

13.1-49.15 and higher 

13.0-92.19 and higher 

CVE-2024-1709 

Vulnerability of ScreenConnect, i.e. an authentication 

bypass vulnerability, that can create a system 

administrator account on a remote desktop 

23.9.7 or lower 23.9.8 and higher 
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임서은.docx 

sed.exe 

저작권 침해관련 안내(제작자입니다).eml 

입사지원서_220822(경력사항도 같이 기재하였으니 확인부탁드립니다).exe 

이미지 원본(제가 제작한 이미지)과 사용하고 있으신 이미지 정리한 내용.exe 

5c9b94f7aed569bb91c77cb0bf8a4f0c13145f8ac35bccc961c973720e46cc62 

a4219b77de0ee4c2e17011b95acc69432bcb1a8dc4eb761027b9c997144a76dd 

cafaaadd3747dfec3df88a34fea56695a0b5b03b27091b770075a72b03d2d105 

917e115cc403e29b4388e0d175cbfac3e7e40ca1742299fbdb353847db2de7c2 

535e0dbd97cb9ea66f375400b550dd3bcad0788a89fb46996a651053a2df07c3 

4ade4f6ed21b33f627fcc704db4cbfb3dd807516c1e6fc52ae6edb8a66bc80a5 

1f0617725b2a0b0c3bb1067f0b77da049da0545710d9743813969b3bbcc563f4 
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