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[Infringement incident statistics by type in the first half of 2023] 

 

 



 

EQST insight | 8 

 

 

 



 

EQST insight | 9 

[Attack event statistics in the first half of 2022 and 2023] 
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CVE name CVSS Attack type Target 

CVE-2017-9841, (PHPUnit) 9.8 
Code 

Execution 
PHPUnit 

CVE-2020-14644, (Oracle WebLogic) 9.8 RCE Oracle WebLogic Server 

CVE-2020-17530, (Apache Struts2) 9.8 RCE Apache Struts 2 

CVE-2021-26855, (ProxyLogOn) 9.8 RCE Exchange Server 

CVE-2021-22005, (VMware vCenter) 9.8 File Upload VMware vCenter 

CVE-2022-22954,  

(VMware Workspace ONE Access) 
9.8 RCE VMware Workspace 

CVE-2022-22947, (Spring Cloud Gateway) 10.0 RCE Spring Cloud Gateway 

CVE-2022-22965, (Spring Core) 9.8 RCE Spring 
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