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Step 2. PoC HIZE
HAEES 93 PoC7F A% github URLS thg-3F 7t}

URL : https://github.com/pOdalirius/CVE-2022-21907-http.sys
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https://github.com/p0dalirius/CVE-2022-21907-http.sys

Step 1. B3 &4
BSOD oA Al A

A A3E v A7 A e~ HTTP 2252 28 (http.sys)©|™ UlFreeUnkn
ownCodingList &9 LIST_ENTRY FZA|o] &74do] dojdt 3S & 5 Qdrh

A9 crash dump®E Windows$ Tl¥ 7 T WinDbg® #2418 &3},

PROCESS_NAME: System

ERROR_CODE: (NTSTATUS) 0xc@@08409 - The system detected an overrun of a stack-based buffi

SYMBOL_NAME: HTTP!UlFreeUnknownCodinglist+63
MODULE_NAME: HTTP
IMAGE NAME: HTTP.sys

FAILURE_BUCKET ID: ©x139 3 CORRUPT LIST ENTRY HTTPlUlFreeUnknownCodinglList

[LIST_ENTRY &%4]

LIST_ENTRY +ZA7} F W A=A 7] wf&Eo] £4o] doju}, 12 ¢ls) BSOD7} A st

63O O F sk 2=
s A = Aok
KERNEL_SECURITY_ CHECK_FAILURE (139)
A kernel component has corrupted a critical data structure. The corruption
could potentially allow a malicious user to gain control of this machine.
Arguments:

Argl: 0000000PPOVEVRO3, A LIST ENTRY has been corrupted (i.e. double remove).

Arg2: ffffa1e287993480, Address of the trap frame for the exception that caused the bugcheck

Arg3: ff{fa1e2879933d8, Address of the exception record for the exception that caused the bugcheck
Argd: 0000000000000008, Reserved

[KERNEL_SECURITY_CHECK_FAILURE(139)"]
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Step 2. Accept—Encoding

HTTP £3<& v Ane Zux J4° AL

2 =&l S 42 AAM, UlAcceptEncodingHeaderHandler
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UlAcceptEncodingdeaderHandler
UlpParseAcceptEncoding
Fag wES a2
Accept-Encoding 3 Accept-Encoding
UlpParseContentCoding UlFreeUnknownCodingList

LIST_ENTRY

[Accept—-Encoding 7% £4]

ok
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Step 3. PoC #4]

ol £33 A4S 93] A}&EH+E LIST_ENTRY FXAE ARy, olF £33 A4S 93
2] ~E Q] o)A FJE(Blink)Z} thS - (Flink)d tat RS 7Fx 2 9t} Blink ¢ Flink
y-&o] vl AY, o]d % v & vt FrIt fle A FE2A ddE 7kl

Blink;

Y, PRLIST_ENTRY;

CVE-2022-21907 9] HIFHS el ol Aol gho] yduar, npxale] 3k )9
1l gk sk sfe] Fuo] AdEn) kA A o] LIST_ENTRY F-2A& ghol Hlof glod
TFx2A sYE ielZiEd, dlo]R=elA 7 Ui Fel "ol Q7] wiEel e FIHE

7H71A Aok a2 A FEo] doju, BSOD 7 wASHAl "),

if _ name == '_ main__

options = parsefrgs()
if options.target.startswith( http://") options.target.startswith( htt
target = "http://" + options.target

target = options.target

[PoC =ZE]
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URL : https://msrc.microsoft.com/update—guide/vulnerability/CVE-2022-21907
URL : https://github.com/nullsecurlty/Windows10Exploits/tree/master/2022/CVE-
2022-21907

URL : https://github.com/pOdalirius/CVE-2022-21907-http.sys

URL : https://developer.mozilla.org/ko/docs/Web/HTTP

URL : https://www.zerodayinitiative.com/blog/2021/5/17/cve-2021-31166-a-
wormable-code—execution—-bug—-in—httpsys
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