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Revisions of the Cloud Security Assurance Program (CSAP) 
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Classification Security assurance type 

IaaS 

certification 
Certification of services that provide servers, storage devices and networks 

SaaS 

certification 
Certification of services that provide software like application programs 

PaaS 

certification 

Certification of services that provide the environment for development, distribution, operation 

and management of software like application programs 

Other Certification of services that combines two or more of the above three services certification 
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Level System level classification Evaluation criteria 

Low 

Disclosed public data 

operation systems that do 

not include personal 

information 

· Improvement: physical network separation → logical network separation 

- Relieving existing physical separation requirements between private and 

public sectors to allow SaaS (domestic software as a service) providers to 

enter the public market 

- However, the physical location of the cloud system and data is limited to 

Korea. 

Medium 

Systems that include or 

operate confidential 

business data 

· Maintaining the current level 

- Allowing secure network access 

· Rational simplification 

- Integrating and abolishing existing types (IaaS, SaaS standard, SaaS 

simple) and deleting unnecessary items 

- Relaxing table separation criteria by institution 

Depending on the 

importance, administrative 

internal work systems can 

also be included. 

High 

Administrative internal 

work operation systems 

that include sensitive 

information 

· Reinforcing security 

 

Year Total  2016 2017 2018 2019 2020 2021 2022 2023 

Current 

status 
82 

 
1 3 2 8 8 23 26 11 

 

 

  

https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=InstructionGuide_main&nttId=18590&pageIndex=1
https://isms.kisa.or.kr/main/csap/issue/


 

EQST insight | 6 

 

Classification Control item No of evaulation items 
No of low grade 

applied 

Administrative 

Information protection policies and 

organizations 
5 2 

Human security 11 2 

Asset management 10 3 

Service supply chain management 4 2 

Incident management 7 6 

Service continuity management 7 5 

Compliance 4 2 

Subtotal 48 22 

Physical 

Physical protective zone 5 2 

Protection of information processing facilities 

and equipment 
6 - 

Subtotal 11 2 

Technical 

Security of virtualization 10 6 

Access control 9 9 

Network security 6 5 

Data protection and encryption 10 3 

System development and  

introduction security 
12 6 

Subtotal 47 29 

Total of 14 areas 106 53 
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Classification Control item No of evaulation items No of low grade applied 

Public institutions’ security 

requirements 

Administrative safeguards 4 4 

Physical safeguards 2 2 

Technical safeguards 5 5 

Subtotal 11 11 

 



 

EQST insight | 8 

 



 

EQST insight | 9 

 



 

EQST insight | 10 


