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Seven access privilege control strategies to respond to 

cyber security threats in the WFA era 
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Zero Trust is a cyber security model based on the premise that ‘nothing is trusted’. It performs thorough 

verification when a user or device requests access, and grants only minimum privileges during the 

verification process before allowing access
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1. Protection of privileged accounts

Automate search and protection of all privileged accounts 

Store and manage all privileged credentials 

Enforce adaptive access controls 

Continuous monitor all sessions related to privileged accounts and privileged activities 

Apply multi-factor authentication (MFA) 

Remove shared accounts 

Remove/delete built-in passwords 

2. Secure remote access

Broker all connections through a single access path 

Proxy access for all access paths and other important software 

Network zoning and segmentation 

Minimum privilege access control 

Automatically control management credentials 

Implement BYOD management 

Application-level micro-segmentation 

Monitor, manage and audit all sessions started from remote 

3. Apply endpoint privilege management

Apply minimum privilege in all environments 

Control specific Unix and Linux commands 

Separate duties and privileges 

Apply advanced application control and minimum privilege application management 

Strengthen security by blocking S/W execution and installation 

 

 

https://www.paloaltonetworks.com/resources/techbriefs/cybersecurity-survival-guide
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4. Vulnerability management and hardening

Strengthen the IT environment 

Strengthen and protect BIOS 

Implement continuous vulnerability management 

5. Tamper-proofing mobile and remote endpoints

Implement disk encryption 

Use built-in hard disks 

Seal devices 

Require distribution and use of computer security cables 

Tamper-proof BIOS 

6. Strengthen service desk security and privilege management

Powerful privileged access control for all remote support sessions 

Client segmentation 

Implement credential security best practices 

Enable independent support for platforms 

Simplify workflows and integrated them with other service desk tools 

Distribute endpoint privilege management together with the remote support tool 

7. Remote user penetration (mock hacking) test

Private and home-based network 

Devices owned by other companies 

Individuals and IoT devices 

Personal e-mail addresses that may exist in the same BYOD asset 

Cell phone numbers 

Non-business social media accounts 
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The Zero Trust architecture is a corporate cyber security plan using the concept of Zero Trust, and 

includes relationships between components, workflow design, and access policy. In addition, Zero Trust 

enterprise means the network infrastructure (physical and virtual) and policy that exist in the enterprise 

by implementing this Zero Trust architecture. 
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https://csrc.nist.gov/publications/detail/sp/800-207/final
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