
 

EQST insight | 1 

EQST insight 
  

 

Zero Trust Era – Never Trust, Always Verify 
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Prepare 

Before introducing Zero Trust, it is necessary to evaluate the company's current security 

target/level** focusing on key elements* 

* Identifiers, devices, networks, systems, applications and workloads, data 

** Identify access entities, assets/devices, business processes/workflows and evaluate maturity 

Plan 
Review introduction design and budget to secure a higher level of security by harmonizing with 

the existing security system based on the maturity model 

Implement 

Review and implement a solution suitable for the company's ecosystem in consideration of the 

location of major resources, protocols*, and various services 

* (Resource location) On-Premise, Cloud, (protocol) web, SSH, IPv4, IPv6, etc. 

Operate 

Set/manage it to ensure that the core principles** operate appropriately based on the basic 

philosophy* in the implemented Zero Trust architecture 

*Do not trust any type of access. 

*Consistent and centralized policy management and access control decision/implementation are 

required. 

*User, device management and strong authentication 

*Elaborate access control through resource classification and management (granting minimum 

privileges) 

*Create logical boundaries, allow access on a per-session basis, and apply communication 

protection technology 

*Continuously verify/control reliability through monitoring and log recording of all conditions 

**Strengthen the authentication system: Establish a reliability-based authentication policy 

**Micro segmentation: Deploy individual resource groups through security gateway 

**Software-defined boundary: Create channels for accessing resources after dynamic configuration 

of networks according to policy engine decision, and securing user trust 

Feedback/ 

Improvement 

Enhance the level through repetitive management of each stage, e.g. comparison and 

monitoring of completion level based on Zero Trust maturity, and derivation of improvement 

measures 
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Classification Traditional Advanced Optimal 

User/Identity 

* Password or multi-factor 

authentication (MFA) 

* Limited risk assessment 

* MFA 

* Partial ID combination with 

cloud and on-premise systems 

* Continuous verification 

* Real-time machine learning 

analysis 

Device 

* Limited visibility of 

compliance 

* Simple inventory 

* Compliance enforcement 

* Data access differs 

depending on device status at 

first access 

* Continuous device security 

monitoring and verification 

* Data access differs 

depending on real-time risk 

analysis. 

Network 

* Large-scale macro 

segmentation 

* Minimal encryption of 

internal or external traffic 

* Defined by 

incoming/outgoing micro 

boundaries 

* Basic analysis 

* Fully distributed 

terminating/originating micro-

boundary 

* Machine learning-based 

defense against threats 

* Encrypt all traffic 

Application 

* Access based on local 

authentication 

* Minimal integration with 

workflows 

* Some cloud accessibility 

* Access based on centralized 

authentication 

* Basic integration with the 

application workflow 

* Access is approved 

continuously. 

* Strong integration of 

application workflows. 

Data 

* Inadequate inventory (Not 

Well) 

* Static control 

* Not encrypted 

* Minimal privilege control 

* Minimize data stored on the 

cloud or in a remote 

environment in idle state 

* Dynamic support 

* All data is encrypted.  
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