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infosec

_’ New ransomware variant

STOP : wvoo, .wwmm, .hhoo, .hhee, Blacklist : .KTBR
.hhmm, .ioqa, .iowd, .iotr, Phobos : SHTORM
o BlackCat(Alphv) ’ -qoqa, .qowd, .gotr LokiLocker : .DATA
Chaos : Adrianov, Baal, BRUH, Terkey, Babuk : .alice

Garsomware, GonaCry, .clown, Dharma : jron

Xorist : MortalKombat, .tuslamon, .saw Royal : target linux

VoidCrypt : .pay, tMNo, .sunjin, .lilmoon Paradise : .honkai

. Thanos : .auto, tils, zteqqd
Bianlian
New ransomware & group
DarkBit, Medusa, ESXiArgs, Nevada, DoDo, Kangaroo, 726,
Exfiltrator-22
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B3 How to Restore Your File X | =

(@] "How to Restore Your Files.html
How to Restore Your Files

Security Alertlll

We hacked your company success

- Attentionl|!
Send money within 3 days, otherwise we wil expose some data and raise the price

DON't try 10 decrypt important files, it may damage your files

Don't trust who can decrypt, they are liars, no one can decrypt without key file

S$5H is turned on

Firewall is disabled

How to Restore Your Files.html

CVE-2021-21974, CVE-2022-31699, CVE-2020-3992 &

()L@ Ak A AR ESXi Server

7.x prior to ESXi70U1¢-17325551
6.7.x prior to ESXi670-202102401-SG
6.5.x prior to ESXi650-202102101-SG
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EQST insight | 7



ESXiArgs

of=3f

=3t 7|

o= g

golo/E

encrypt.sh (ELF encryrptor loader)

----- call-----> encrypt (ELF encryptor)

: encrypt <public_key> <file_to_encrypt> [<enc_step>] [<enc_size>] [<file_size>]");

enc_step - number of MB to skip while encryption");
" enc_size - number of MB in encryption block™);
" file_size - file size in bytes (for sparse files)\n");

Soscmanuk 2 E & ¢S 35 A28 ol

" N
12 Yzt Fa)
File

Encrypted File

=]

AS%} S RSA BEI|E ESsi Y

2
g
4
M

32bit
il stream ¥4

Sosemanuk

RSA %zst E_.

Encrypted Key

J RSA

Public Key

m vimem J .nvram

o 370 ot = sHE M elshe BE20| F715H0 CISAMIA 0| & 0| 8% 47 ot
=1

ARt E 0| ol

= =

MB2t skip SLES HH 0| E

ize_kb=$(du -k $file_e | awk '{print $1}')
if $size kb -eq © then

size kb
fi

size_step=1

Sosemanuk

¥nE

US| EHS
(RSA)

20

=7t

=X o

21,340 A4S oY,
W, AAEY, HEMD

vmtools.py
ool A32E
W of

ESXi F2FH

EQST insight | 8



ESXiArgs $Ad o] A=k

infosec
Initial Access VMware ESXi A{H
FHerH o8
CVE-2021-21974,
Execution = CVE-2022-31699,
= CVE-2020-3992...
Shell script 4% = . /
S
Defense Evasion
ol === ojatojE| AL
. A REEEB ] X Al
Discovery HEEEEE 21 % 33 2 oA
H HEHEBEB KE7F AR
ClA3 AIH allo
ass o sag Ast 20 - HE . o
ommand and Control
\i o “.,"EO" Aoll.ko-l
Impact
=
El"lzl giil’ wllelle E
O] mel AH| 1 1
Clolg HA

Ba ESXi AM % Flofet AulE digos 3AS Awsd,
g %

2 AHo tio] ¥4 FE A &2
_% =)

s
fol
ok
kD
&
ML
fo
QL
rir
o)
i)
filo
>
ofo
ol
38,
£

o, ok

e

X0 ox JH
rr o o

w
=
[

Q.
=

AN
)
lo
HU 3
Hr
ok,
_0|£
=
x0
o

EQST insight | 9



ESXiArgs 491017t WAE AHlolA Python 02 24 )
5t

—

A5% Wy olE £P5H7 L Reverse shell®2 A35t] 2]H
ARYE = Zlo] oty e oS} Agjo] Sy 211w,
A AASt] FAE 2|nstr] g Heke ARgRth

1—

ell
L
D)

R & ESXiArgs Aol oA ARIEE 29
ID AZste] dAgsie® ohflste Qo

FEshe 4

=

lo

doy ofy o M

R

il

o|-gsto] FAE A== THE VMware

s 227} Wasit

S Egle] 4l AElE fAskE FAAE BRleR H&ets )
o ghlg 45slE AYste w4l

o]

ESXi

MBIAE ARESHA] s A-gsfjof

AHE Agatn goka #a
gtk obee 9lie] wEwA

EQST insight | 10



H loC

| Indicator Of Compromise

®

ESXiArgs : SHA256

5A9448964178A7AD3EBAC509C06762E418280C864C1D3C2C4230422DF2C66722
EOA34A4BF92FBA4E075CC6488B8ES40B87CD163118BDEF789149C60F7D5370F5
10C3B6B0O3A9BF105D264A8E7F30DCABOAGCS59A414529B0OAFOA6BDIOF1D2984459
11B1B2375D9D840912CFD1FOD0OD04DS3EDOCDDBOAE4DDB550A5B62CD044D6B66
773D147A031D8BEFO6EEBEC20B614A4FD9733668EFEB2BOSAAO3E36BAAF082878
AE4B7284A9538C66432F02097C3DE14E2253D16B6602C4694753468BC14D7D28
C13A5BFB4BDDFB1B7CE2FASE6AE4745566490B50B58E3FF1E57C1D1C2F696760
EE1F73140605BC1475792E4B26102CAA2B2EF838590F9F73A1E4A39FEDAT2634
DA208729C4560E5A166A5D50690C47D38998CA9IDACB797E79774A134806FBFIC
E1D2D6CBA7DCCOD87884E9CFDF1A5141DD7649CB8958133FB9BD0659B377EDGE

File Name

encrypt : ELF file encryptor

encrypt.sh : ELF file encryptor loader
vmware.py, vmtools.py : python script backdcor
public.pem : RSA public key

motd, index.html| : ransomnote
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URL: https://www.cisa.gov/uscert/ncas/alerts/aa23-039a

URL: https://www.vmware.com/security/advisories/ VMSA-2021-0002.html
URL: https://www.vmware.com/security/advisories/ VMSA-2022-0030.html
URL: https://www.vmware.com/security/advisories/ VMSA-2020-0023.html

URL: https://www.bleepingcomputer.com/news/security/massive—esxiargs—ransomware—attack—targets—

vmware—esxi—servers—worldwide/

URL: https://www.bleepingcomputer.com/news/security/new—esxiargs—ransomware—version—prevents—

vmware—esxi—recovery/

URL: https://www.sentinelone.com/labs/cl0p—ransomware—targets—linux—systems—with—flawed -

encryption—decryptor—available/

URL: https://www.bleepingcomputer.com/news/security/clop—ransomware—claims—it—breached—130-orgs—

using—goanywhere-zero—day/

URL: https://www.bleepingcomputer.com/news/security/new—mortalkombat—ransomware—targets—

systems—in—the—us/
URL: https://therecord.media/tonga—is—the—latest—pacific—island—nation—hit-with—ransomware/

URL: https://www.bleepingcomputer.com/news/security/north—korean—ransomware—attacks—on—

healthcare—fund—-govt—operations/

URL: https://www.bleepingcomputer.com/news/security/us—and—uk—sanction—trickbot—and—conti-

ransomware—operation—members/

URL: https://www.bleepingcomputer.com/news/security/linux—version—of-royal-ransomware—targets—

vmware—esxi—servers/

URL: https://www.bleepingcomputer.com/news/security/new—nevada—-ransomware—targets—windows—and—

vmware—esxi—systems/

URL: https://www.bleepingcomputer.com/news/security/new—exfiltrator—22—post—exploitation—kit—

linked—to—lockbit-ransomware/

URL: https://www.bleepingcomputer.com/news/security/new—mortalkombat—ransomware—decryptor—

recovers—your—files—for—free/
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