Keep up with Ransomware

ZUTIER| & "o NoEscape #9019

m 2

2023 @ 8 4 MYl FACR IRt Tl AR T A= AE487 ) W] 17.6%
401 oz Yepgdt. ol& Clop #ddel &2 s Al A4l A7 170 oA 5

ZolE 9Fo| Ak Clop Aol 1FL A 6 YHE MOVE FAPEE

T3 Clop Aol I8 %t tafl (& AolE9]
R EsteE oy, Al 54 3

L
o
I

o

o

off Y o\
offt It |o P

J
ol o
o

=ty
19
b o KUk

2
Fol WMiEsh] oYk ol TheRE ERES EAER ST EAEE WE S 7]
[ e}

GEg §F AelENt w2, 2 doldE BEsHl wEg 4
WeabEel A 34 Ao e et omz melth oldd Wl
doleg fEsH ST chstsha qlow], 1 Mgk E5 o] WAL gtk

LockBit off ©Jgk s Abel ¥ A4 A9 7)ol ojul 148.9% 2718 122 AL 71S3et.
Jeiu, A LockBie WAL 29He) SR dhgk ol ol47h WSk gtk o A%
Aol BAS A5HE 2495 AL, dold A W 435 dold AL AW 2@
MEe 29 A2 U8 LockBir AGAEe] olgsk: exee Hyow, 17 8E
dolesl etox] Bat mgo] Ao BII gtk olefsh @S LockBit 1Fol We
WeAE gEete el AXE B 1R FWAT Auebt gyHos GAA Ratol
a9 Zos FZAth ANZZ WS AHel AHA FlM LockBie 1ol olefd
O45E AFetA BH A A&Hom LPHNW REvl olt Hive 1EAY o4 Hom

b S 9l

DEAE: Qe Aol 2Asts e ofe 270 kol AgAE ol A2 4 Fhat

fr
H
U
tr
g
A

rr
[H

EQST insight | 1



Conti 9 F249 AAFIEE AT 1159 Monti -] 152 2 29 FH71E 711 2
= HES 71x]7 Bolgdtt 7]& Monti @AYol Conti
Aol FEH FZE} 99%2] 542 Holw Conti HFHAE TB5] A oL}, o

Linux B2l ¥ g dol= Conti o ZESF FAMEF 29% E3l Hroll A ¢kot Conti Z=5

Cuba 4 9lol+= Veeam Backup & Replication?] FeFd<Ql CVE-2023-27532°%5& o}-&5}9]
=9 o Qlmet A el opErte] IT AAE ¥
Hajzte] A S-S 8ot RDP(Remote Desktop Protocol) * & &3l o]Fo]zl Aoz
glgiet. AT st & Cuba sHAYC] I&Eo] A4 A&t BugHatch t2=HE 59l

JhL

o, 27 YRS FR

DLL o9& the2Sd 5 C&C AMeld A4sie Q9o Bols 4PN7Tm, Hue
cnEdelet AW DEAAE FEsE U= B Cuba BEAl IEL
Clop #4890l T80t LockBit 4¥ e AW BAE 1§ ohyAdh, PEG BFL
Hol1 gl Tgolr] MR 1 3PS e S glnk.

BlackCat(Alphv) 152 Adao] olo] ofl Wol= 773 242 +4stn glor], Jr
29 AA AZ A9 SEKO oA AT Helee MEL T/ g FHol A5
adoletn FA. HEel 97 ARH Y YA North East BIC & F2] M99
A deld, eARsZ, 28 E, vMzUs B /D dold 5 & 317GB 4T HoleE
SHAGE olorlet WA BAT dole MBS tEY 85 Aol AAG JFEL
A= Het.

2 Veeam Backup & Replication : 714 M419] glolg]& W], E9l HA|slr] 9]t ALEY 0]

3 CVE-2023-27532 : Backup & Replication 9] 14 dlo]ejHjo] 2o AAE 7 2% &2 S3 w¢] e} SAE] A
7VsetA st FHokA

“ RDP: AFEE 9o 2848 5 A HhFE ZRES

EQST insight | 2



Cyclops ©ll4 Knight 2 2B 3t Knight I&2 #+ TripAdvisor 2 $%ste] 7h%
2 Redirection® sH= HTML H{ ntd-s mA] ojdz2 FEZst ok Redirection
= BMARE A7Iske AE B HolA 2, HES ZE5H Excel ool R EE
A1, explorerexe A~ o FEE A4St iAot A= Felolrh olzjt
AL Adstr] lsiAl= Excel oA 37 A 85 5-85HA
+ Zo] viEgAsit. g IFe BB Ma’r 23, spray-and-
pray® Qs 9%t At M7kA] dHolH S E?joﬂ/ﬂ HAIHor AGAE 2AHsHE
=g Ho|1 QIth. ofA7pA]= 2 HHY of szt AIX = A kARt

thiEoz A3 $AYL ol wE B 7 Fmast g,

T}
=
E

—|—l
~,
or o
o
)
Mo
Kl
I
olt
el
rlr
=
L
T
N
]I
1—4

Y
oll
et
it}
il
e
nﬁ
E
r{g
rf

FYAAe = 719S Ele® S HakunaMatata @A Eel7F FEEIT 9o,
HakunaMatata Aol whd FasHETh ofyzt msf A|ARSl SHHEE HUE S
Vgt A3 Fa7t BAESIE A 3AR A3 F4E v ClipBanker 7% 7HAXL
U= Zol EAoltt. HakunaMatata sHA9o19] maiE & AAFES RDP 7F 8435 0]
AR Qo] LEEol Qlithe EAM 2IQle] A Ago] TS Ak Heb
HEZE o] ¥ 7|55 H-& &5 RDP B4l Brute Force Attack” o] o]Fojxl Aow =%
g ok Bt A 25 9 vERA A s2 Fol U weirt IAE 4 lo] RDP
Fole HZASoF stal HkE HAYE A F4E5 Bl 27 ARE

['

FAR AAX7

1's

r]r

3 Redirection : 9 AlO]E FA

i

=

i

6 spray-and-pray : t&Fe] o] sl FAEHoR FAL Axsle] WS fEsks M

7 Brute Force Attack : ¢¥58 £7] 93 /M5 BE LS vt 79

EQST insight | 3



olfl Hofut md 43t W oI & AIECA Ul7ld F

A7 AT NoEscape 152 =Wl IT 719& s430H, offl dof HAH A IF<
MetaEncryptor & =€) ot A= AAE SAZh NoEscape 152 Ad 6 ol 'TAH v
A4 AFdele ok, AdE 17 19 g 71¢] HolHE thagd f5 AfelEd AAR H
olfl Folle 21 719 HolHE AAetH &Ed &5 Holil Qlrh. NoEscape HHAfol=
2021 defl E53} 715 F7iska 4t Aol 1E<Q) Avaddon 9] 2lHAGE IFo=, CIS°
=7t sfgste HojAolAle HLs =E FEE AEStal ok o9 J# 87He

Ak o Ak g oAto g Ags] o SZolrh FHT FY IT 7|®at opuat
S0 Tuql Pel=e TASY 15GB 9 HolgE gddcn Fgstn k. 19t §g
T2 A AraLe] E7171 gikal gr

©

Eg o]fl Dol Cyclops o] 2|HMFS) Knight 15-& BE= ohgadt Al+f 49
SAE T Qi Inc I8 590 sH7 dgg=e] A% B ¢

AN &5 A& om, MetaEncryptor 152 =H9] gF A%

hn's
i—lﬂ

200,000 S2(ZH} oF 2 9 8468 W YHE Q7= AHZE AT
A Cloak 152 58 24 7 7199 dlolelE &3 vt UahH HZo

37 HolHE st g WAIAE AASH = A

oo,

i
)

N
ol
o,
2
nich
offi
o
>
12
el
=
53]
=
=
)
o
w
S
=
(q]
Q.
I
ot
rlo
=
A
1o
Jo ©
of, ot
™o
ofo
o
N
)

e fE ol 2 e e

i 2 1o o 1o 2

n)
o
i

il

HU ol g

il

ol

el

&

k-1

o]@Jo| & CryBaby, TrashPanda, Harward o] theFst .
CryBaby sHAfol= WAHXEES 471 WannaCry s4ddllelel F4s] fAeid= &
7EA1aL Qlew, Aol T Al WAStE BY H 9A] WannaCry & |
WannaCry € 2Hol= Aol Eol &F A=t ol= IA WannaCry 9] mpF=o] A3l
O fFB8AE B0l sEAS 26t wofabE dEfstalat sk 9%l Ao

ATt

re
o
)
e
x
O
N oX m

4 = ot e

oj
i=!
)
it}

5CIS: 4319 AR SR F7HES] TAIT Aol B, WebRs, 26|, A5 Aw

EQST insight | 4



infosec

Q LockBit 3.0 HE &, 2R ¢2ty He ol 23 :

DE
fob
ot
0r
- ;
.
[
T
In o
afn f
mo
o
O Q
o
2
=
H N

f=]

ygion] BaRte HY =5 wH

'_1 OF 400RHEO| 0|E, AMZ|EEHS AEME HUI|E 59

=
oy
o
T
Jo
i

(") Monti, 27427t S QICI7}ESXi 7|Ete] 5 SASIH 45

(") OIF HiT2| Monti= Conti #E90{2| REE 2

u EHEL A2 CH2 AFSX} ZH0] P2P 2HAlQ| x-|_+_2 )\|.Q_o}|:|i x4 _|53|.7| _| E|'3.=. '|TE )\I-OIEEI:} e

) -> NoEscape 18, £F £HQl 2|2 32 5%

i
=
El
i

bt

ry
=2
E S

12

n

el

I

Ee)
I=]

Y
i
I'IJ|I11
e
Y
Eal
s
b
|0
!
s
E
rr
i
o
rm
2

EQST insight | 5



infosec

] -> BlackCat(Alphv) 11&, Sphynx HZ0| alld =+ WHE

BIackCat(AIphv) E| Sphynx BIE £A|

(__j Z0| M= BlackCat(Alphv) #E 07 O =115 &t SZI22 HAUL

2 -> Cuba 18, 22 =75 ti=3ln 0|20 Fa ol=ale} 2}l otml2|7} ITHX 2

@)
o
e
.
lim
=
Mt
ofn
o
re
(]
=
o
[+1)
rr
rx
1%}
Fl
ri
é
i
it
<
it
>t
i
_|
=2
_Fl
r
0k
J}i

)| -> BlackCat(Alphv) 18, 20| S3 A|A|3]AQl SEIKOE ZZFCD 5%

() SEKO Z2 Hojs RE0| ntR ooy = Be S

.......................................................................................................... BESAM

.i] Rhysida& Vice Society@t SASHA 11§ 9l 2|2 H2& HE S Z 50, Vice Society2| 2&0| SoiE F&

Sahn
o
oo

] -> Nokoyawa 1&, HTML SmugglingS Soll M9 32

() HTML T8 S8 o4 TH0| CHREE 5|11 Lj$o| HO|ZE7 AHE

() HIEQIIE A 5| wrsl A|ASS0] DH9IUE S8 Nokoyawa Hi=

* HTML Smuggling - 292 EE FYHE & THAEE Tty B A~BE 220k 3H 718

b

r
iz

) | -> Knight Y0, TripadvisorE 7}7510] AFEXIE 2/ H0|X] § =
(_) Knight E0{&= Cyclops| Z|2¥E 22 X2 TripadvisorS AHESIY AFEXLE 2Hd If0[A| 2 =T 5
 HEYAE HiZSI SHE 5

() Heielst HIZS 9J8) 22 HEO| MHY oS SAIBIH M=ol EiE S

) -> Yashma #A9I0{, WannaCryS 2430 &5

_] Yashma P20 = Chaos HHY 0] ABZE 2712|101 S=, HIEEE EHI2E 420 WannaCry £
AL EQ} HAL|= HIEFSIHE QDukEt

EQST insight | 6



m M0} 9

infosec
o LockBit ’ New ransomware variant
Stop : .popn, .yyza, yytw, tasa MedusaLocker : .alock, steloj
taoy, tagw, jaqw, jasa Phobos : .top, .kmrox
40 wzqw, wztt, wzoq, .wzer Xorist : .PrOtoN
nztt, .nzqw Dharma : .GPT
Snhatch : pzcqyq, .bspojzo
ONDD
OIIEDD
New ransomware & group
CryBaby, TrashPanda, Harward, Retch, AllahuAkbar,
24 Inc, MetaEncryptor, Ransomed, Cloak
-1
jad b
T
e
OIS ;- O
49 23

ODIEDD oImED»
OIZZIDD OIIED>

31 14

M=z A9

INC RANSOM Leak

Search...

é Leaks I l: -.:-:.-.;F::: lvl:Il-.l.l:w\:I:-
et AR VAR
T

Country: Germany Country: Burkina Faso

Visws: 0 Visws: 30
VIEW MORE VIEW MORE VIEW MORE
4 van - aom o en : dom xpirea

Country: Mexico

Views: 0

January 20, 2022

Metaencryptor Team

We are a group of young people who identify themselves as specialists in the field of network security with at
least 15 years of experience. This blog and this work are ONLY commercial use, besides not the main one. We
have nothing to do with politics, intelligence agencies and the NSB. If you are a hunter of other people's data,
then download any files and (or) wait until the time expires for others and the files will be available here. If

RansomedVC

you have any personal suggestions, we are ready to consider them. Contact us on the "contacts” page.
Subscribe to RSS, add to favorites, visit us more often.
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WHAT HAPPEMD?
Your network has been hacked and infected by NoEscape BAGDICBEED
All your s documents, and other important files have been encrypted
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ﬂ Indicator Of Compromise }—l

Noescape : SHA256

68e5caa3f0fd4adc595b1163bf0dd30cab21c5d7a6ad0a20dfa1968346daa3c8
2cd1ca52a5d404176f0ec7debeceb4ba3c95b139061f86ac971195b02d854b0c
68ff9855262b7a9c27e349c5e3bf68b2fc9f9ca32a9d2b844f2265dccd2bc0d 8
07c70968c66c93b6d6c9a90255e1c81a3b385632c83f53f69534b3f55212ced 9
9d346518330eeefbf288aeca7b2b6243bc158415c7fee3f2c19694f0e5f7d51 ¢

File Name

1ce30fbd_dll.dll
06b91eda_exe.exe
23cd1f01_exe.exe
bd83e75f dllrelinj.dll
cal3ec998 xp.exe
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URL : https://www.bleepingcomputer.com/news/security/clop—ransomware—now—uses—torrents—to—leak -

data—and—evade—takedowns/

URL : https://www.bleepingcomputer.com/news/security/spain—warns—of—lockbit—locker—ransomware—

phishing—attacks/
URL : https://securityaffairs.com/149941/hacking/lockbit—3-leaked—code—usage.html?web_view=true

URL : https://www.bleepingcomputer.com/news/security/cuba-ransomware—uses—veeam—exploit—against—

critical—us—organizations/

URL : https://www.bleepingcomputer.com/news/security/japanese—watchmaker—seiko—breached—by—

blackcat-ransomware-gang/

URL : https://www.bleepingcomputer.com/news/security/knight-ransomware—distributed—in—fake-

tripadvisor—complaint—emails/

URL : https://www.cybertecwiz.com/noescape—ransomwares—alleged—data—breach—shakes—australias—
online—-stability/?utm_source=rss&utm_medium=rss&utm_campaign=noescape—ransomwares—alleged—data-

breach—shakes—australias—online—stability
URL : https://securereading.com/blackcats—sphynx—ransomware—embeds—impacket—remcom/
URL : https://socradar.io/anonfiles—forced—to—shut—down-due—to—surge—of—malicious—utilization/

URL : https://www.bleepingcomputer.com/news/security/linux—version—of—akira—ransomware—targets—

vmware—esxi—servers/

URL : https://cyberint.com/blog/other/cloak—ransomware—whos—behind—the—cloak/
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