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o LockBit ’ New ransomware variant
Stop : . .rzkd, .rzml, rzew, .hgml Phobos : .s4b, .6y8dghklp, .deep
‘hgkd, -hgfu, .hgew, .ooza Snatch : .Igepjhgjczo
53 -0opl, .oohu, wwpl, wwty Dharma : .DOOK

.wwza, azhi, .azop, .azqt Medusa : .medusa24

-mzgt Xorist : B-Panther, Got
o BlackCat(Alphv) ’ Chaos : .subftofcrpyt(_)fncw

.anontsugumi
.spotifyxbiden, .eldritch
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New ransomware & group

33 . LostTrust, CryptBB, 3AM, CiphBit, Magaskosh, Rival, Elibe
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post date, Sep 16, 2023

ThrEEAM LEAKED DATA CONTACTS
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YOUR DATA IS NOT SAFE.

Below is a list of companies that either have considere
financia to be above the interests of their pa

individ who have entrusted their data to them or have

chosen to conceal the fact that they have been compromised.
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January 20, 2022
LostTrust Team

We are a group of young people wha identify themselves as specialists in the field of netwark security with at least 15 years of experience. This blog and this wark are ONLY commercial use, besides not the main
one. We have nothing to do with politics, intelligence agencies and the NSB. If you are a hunter of other peaple’s data, then download any files and (or] wait until the time expires for others and the files will be
available here. If you have any personal suggestions, we are ready to consider them. Contact us on the "contacts” page. There are a lot of other data, for various reasens, not posted here and we can discuss their

sale or transfer under certain conditions. Also, every incident is notified to all pessible press in the region and data not intended for sale is transmitted to breached and similar forums. Subscribe to RSS, add to
favorites, visit us more often.

January 20, 2022
Metaencryptor Team
‘Wa are a group of young people who identify themselves as specialists in the field of network security with at least 15 years of experience. This blog and this work are ONLY commercial use, besides not the main

one. We have nothing to do with politics, intelligence agencies and the NSE. If you are a hunter of other people's dats, then download any files and (or) wait until the time expires for others and the files will be
available here. If you have any personal suggestions, we are ready to consider them. Contact us on the "contacts” page. Subscribe to RSS, add to favorites, visit us more often
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Knight Lite

When you enter this site,
please make sure you have
paid! We don't accept any
negotiation, please don't try
to contact us for negotiation,
we won't respond, for
payment please make sure
the BTC wallet address is in
the text, please send the
Transactions HASH as well as
the ID to the

, you will get a response
soon!
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Knight Ransomware

r —_ P - - [
AES-2562 2 I} AS3IE 3oty siTt 7|12 ChaCha202 2 Y55}

File " File
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AES-256 & ChaCha20 Anti-VM & MH| A~
2 . _
px=X=1 Anti-Sandbox || T2 A =&
.
.
7 How to Restore Your Files bt - Motepad - o *
Eile Edit Eormat View Help
All your documents, company files, images, etc {and there are a lot of company data) have been encrypted
and the extension has been changed to knight_1 .
The recavery is only possible with our help.
US $5000 in Bitcoin is the price for restoring all of your data This is the average monthly wage for 1
employee in your company. so don't even think about negotiating. That would only be a waste of time and
you will be ignored.
Send the Bitcoin to this wallst (This is your only payment address,
Eﬂ,{fi E plezse don't pay BTC to othar than this or you won't be able to get it decryptad!)
Oo-L—=
( )—0 Aftar completing the Bitcoin transaction, send an email at
[Download and install TOR Browser thttpsy/fwww. torprojectorg/) [If you don't know how to
use it, do a Google Search!]) You will get an answer as soon as possible.
| expect 2 message from you with the transfer of BTC Confirmation (TXID). So we can move forward to
decrypt all your data. TXID is very important because it will help us identify your payment and connect it
2 your encrypted data Do not use that | am here to waste mine or your time.
How to buy the BTC?
https:/ fwww binance com/en/how-to-buy/bitcein
Ln1, Col1 100%  Windows (CRLF) UTF-8
. How To Restore Your Files.txt
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Indicator Of Compromise

&

Knight : SHA256
S5ACE35ADEB360B9E165E7C55065D12F192A3ECOCA601DD73B332BD8CD68D51FE
75E227A3A41DC1C2D4384E877D88F9A06437A49F2C71F8EFATE2CC60BAB6CCAA
4F1E46AC9OE46F019D3BE3173F0541F5EDO7BDE6389180CD7E8255D35B49F812E
DCD45491DD78122EFEDE7AE460A4D3EOB20AEB13965A8EBT14EEF862FBCE66366
262618E0D48DB5B244759E07787DDE11736555AC0BD3C64FEE2556DA50DEAQ2

9123E42CDD3421E8F276AC711988FB8A8929172FA76674ECADE230E6D528D09%A

File Name

TripAdvisor Complaint - Possible Suspension.exe
TC4ShellHost.64.exe
TripAdvisor_Complaint-Possible-Suspension.xll
TripAdvisor-Complaint-Avywfp.PDF.htm
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URL : https://cert—agid.gov.it/news/il-ransomware—knight—distribuito—in—italia—tramite—falsa—fattura/
URL : https://gridinsoft.com/blogs/qakbot—hacked—removed—from-700k—machines/

URL : https://www.mirror.co.uk/news/uk—news/russia—linked—hackers—hit—uk—-30850139

URL : https://thecyberexpress.com/cactus—ransomware—group—major—corporations/

URL : https://www.bleepingcomputer.com/news/security/cisco-warns—of-vpn-zero—day—exploited—by—

ransomware—gangs/

URL : https://www.bleepingcomputer.com/news/security/us—and—uk—sanction—11-trickbot—and—conti—

cybercrime—gang—members/

URL : https://www.scmagazine.com/brief/save—the—children—suspected—to—be—-compromised—by—bianlian—-

ransomware

URL : https://www.bleepingcomputer.com/news/security/hackers—use—new—-3am-ransomware—to—save—
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