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@RestController
@RequestMapping("/")
public class MainController {

private static final Logger logger = LogManager.getlLogger("EQST Lab");
public String index(@RequestHeader("X-Api-Version") String apiVersion) {

logger.info("TEST Log4Shell EQST Lab " + apiVersion);
return "EQST Lab";

[F 23t logdj AHE &&FE]

step 2) FAX} - INDI IAEE o] &3] AA LDAP AHE doj & Izt M gh=
INDI H3aE MAsic}

(% -C &4 ¢ oM Ze sedol AT ¥Rl

G -A A - FAAe] AH TP

‘~/Insight/CVE-2021-44228
-Injection-Exploit-1.08-SNAPSHOT-all.j
192.168.226.141
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
[ADDRESS] >> 192.168.226.141
[COMMAND] >>
JNDI Links

Target environment(Build in whose trustURLCodebase is true):
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Target environment(Build 1in whose trustURLCodebase is false and have Tomcat 8+
or SpringBoot 1.2.x+ in classpath):
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&% !'nolLookups) {
i = offset; i < workingBuilder.length() - 1; i++) {
(workingBuilder.charAt(i) == '$" && workingBuilder. Lharhfll +1) == "{") {
ng value = workingBuilder.substring(offset, workingBuilder.length());
wurklngEullder setlLength(offset);
workingBuilder.append(config.getStrSubstitutor().replace{event, wvalue));

if (doRender) {

textRenderer.render(workingBuilder, toAppendTo);
}
return;
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se{uri.getScheme())) {

Attribute classNameAttr = attributeMap.get(CL
if (attributeMap.get ALIZED DATA) !=
if (classNameAttr != Yy {

String className = classNameAttr.get().toString();
", className);
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EQST insight | 9



B Log4Shell 27 diH
1. FF3 WA d3H 9y

olgle] WIS =3 A A}E =9 Logd] WA
MAe ARgetn gl A9 Fokol EAdTh HA wde
A t-g Eeks A8sfoF dht

S 3ol 4= dom, 2.0-betad~2.17.0
2 dagolr mE= ol A

N,
¥

.

TE HY 4d
Linux find / -name ‘log4j’
Windows Window explorerOf A log4j 44

pom.xml| =0l
build.gradle 2¢!

Spring Maven

Spring Gradle

2. 343 &8 HAAF 99y
2021 129 15¥99) &3 Logdj €4 ~aHEE

~AYEE A2E 208 B4E 24 R SEE

%31 URL
. https://infosec.adtcaps.co.kr/newsRoom/eventNotice/notice View.do?boardSeq=1393

EQST insight | 10


https://infosec.adtcaps.co.kr/newsRoom/eventNotice/noticeView.do?boardSeq=1393

m o ot

O -

2021 12¢¥ 59 CVE-2021-44228 o3 wob wjx7} wE ). Bot wx7F g8%
2.15.0 WAl INDI lookup 7]5olA ZzES s 7=, LDAP A s A=,
Zejzol digt A5 F 37HA HFol FUHEHAT SHAIRE olFo k. logdjoll Al AlLFEA
FH o] WAL logdis HAF 2.17.1 MA7A ool =salof Fho}.

infosec

CVE-2021-44228 2 F= M3 FOFY 2.0-beta9 ~ 2.14.1
CVE-2021-45046 247 FC M8 F{oy 2.0-betad ~ 2.15.0
CVE-2021-45105 A 34 FAHE 2.0-betad ~ 2.16.0
CVE-2021-44832 247 FE Ma F|oy 2.0-betad ~ 2.17.0
CVE-2022-23302 7 AE M3 FH 1.x HH2| JMSSink
CVE-2022-23305 SQL Injection F <A 1.x H&2| DBCAppender
CVE-2022-23307 27 IC M3 For b

Apache Chainsaw 2.1.0 0|2t HH

2.17.1 HH o g FA gagoel=d Age] A= A5, b9 i3 Weks A &afoF s
 org/apache/logging/log4j/core/lookup/JndiLookup.class A A

« formatMsgNoLookups << LOG4J_FORMAT_MSG_NO_LookupsZ true® A3

» KISAGIA Algste aie &4 44 48

SREE

: https://rules.emergingthreatspro.com/open/suricata—5.0/rules/emerging—-exploit.rules

« JMSSink &2 3 AHA(CVE-2022-23302)

- zip —q —d log4j—*.jar org/apache/log4j/net/JMSSink.class
« Logdj AA 1A A JDBCAppender 24l (CVE-2022-23305)

- zip —q —d log4j—*.jar org/apache/log4;j/jdbc/JDBCAppender.class
* Chiansaws &l 243t & =235 ¢1# ¥=F A Ox XMLSocketReceiver® A 7}5)
(CVE-2022-23307)

W AlAED Sl mep Al AE 2
s, s/hE A QAL $-3] T

EQST insight | 11


https://rules.emergingthreatspro.com/open/suricata-5.0/rules/emerging-exploit.rules

s BEsk S AL okl

« URL : https://cve.mitre.org/cgi—bin/cvename.cgi?name=CVE-2021-44228
e URL : https://github.com/welk1n/JNDI-Injection-Exploit
« URL : https://github.com/christophetd/log4shell-vulnerable—app

« URL : https://www.microsoft.com/security/blog/2021/12/11/guidance—for-preventing—
detecting—and-hunting—for-cve-2021-44228-log4j-2-exploitation/

« URL : https://www.imperva.com/blog/log4shell-log4j-remote-code-execution—the-
covid-of-the-internet/

e URL : https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=

36389&fbclid=IwAROoew-
W3_om906EU7kap6VcecbVEIxeLZ89urO9631E9Ngkyix.LM3brny XY

« URL :
https://infosec.adtcaps.co.kr/newsRoom/eventNotice/noticeView.do?boardSeq=1393

EQST insight | 12


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://github.com/welk1n/JNDI-Injection-Exploit
https://github.com/christophetd/log4shell-vulnerable-app
https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-exploitation/
https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-exploitation/
https://www.imperva.com/blog/log4shell-log4j-remote-code-execution-the-covid-of-the-internet/
https://www.imperva.com/blog/log4shell-log4j-remote-code-execution-the-covid-of-the-internet/
https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=36389&fbclid=IwAR0oew-W3_om9o6EU7kap6VcbVEIxeLZ89ur09631E9NqkyixLM3brnyXY
https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=36389&fbclid=IwAR0oew-W3_om9o6EU7kap6VcbVEIxeLZ89ur09631E9NqkyixLM3brnyXY
https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=36389&fbclid=IwAR0oew-W3_om9o6EU7kap6VcbVEIxeLZ89ur09631E9NqkyixLM3brnyXY
https://infosec.adtcaps.co.kr/newsRoom/eventNotice/noticeView.do?boardSeq=1393

