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Step 1. PoC HIZE
HAEE 93 PoC7F A% github URLS t}S-3F 7).

URL : https://github.com/aeifkz/CVE-2022-22978
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step D) § Bebe-AE S AddE f Aol Bl A =

®» Please sign in

C @ localhost

Please sign in

Username

Password

step 2) %S stA &l URLs a3 #HA #Ho]A(/admin/index) = < A, 403

[e)
Forbidden ol 2]& ¥kshslt}
- o

@ localhost49154/admin/index

% O @ nanes

< C @ localhost

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Sun Aug 14 01:19:10 KST 2022
|There was an unexpected error (type=Forbidden, status=403).|
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step 3) URLYl 78 EAZS 371519
A Fslo] Faz) Fo) x| AL AL s & i),

@ localhost49154/admin/index3

& C (O localhost

This is manage page

[#2A} solA] A2 4F]
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Step 1. PoC ¥4
CVE-2022-229782] PoCE &3l AAS A Alo]EE g3 o] 1A F o] At

1) pom.xml <

T2AE We Mol AAH pomxml B} el A CVE-2022-22978 FHFH o)

EA3= WA Spring SecurityS AFE 9 AL E ¢ Ut}

<description>CVE-20822-22978</description>
<properties>
<java.version>1l.8</java.version>
[<spring-security.version>5.6.2</spring-security.version>

</properties>

[# & Spring Security HA ]

2) Spring Controller A4

A ALolE AgA7E #EAF @dkvke]l Add 4 e A 29 Yadmin/x' ©.® <t Al, 'This is
manage page' #= F5 WSS AL ggeld 4 ).

import org.springframework.stereotype.Controller;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RestController;

/*@RestController*/

@Controller

public class Demo {

@GetMapping("/admin/*")

public String Manage(){
/*return "Manage page";*
return "This is manage page";

[Spring Controller Y]
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Spring Security & ¢I7} AHEE 93] AF&A7F A 4 A= Hax
Aggiot, A AAS F3l Hazel g HE 3HE AFE AAHse
Axdd so2 ARZE AT 4+ Qrvh. CVE-2022-22978 ¢ A%

vkt FHekd o g URL e thsh - #HekS A3k HitpSecurity o W&

package cc.saferoad.config;

import org.springframework.context.annotation.Configuration;

import org.springframework.security.config.annotation.web.builders.HttpSecurity;

import org.springframework.security.config.annotation.web.configuration.EnablelebSecurit
import org.springframework.security.config.annotation.web.configuration.WebSecurityConfi

@Configuration
@EnableWebSecurity
public class SpringSecurityConfig extends WebSecurityConfigurerAdapter {

@override
protected void configure(HttpSecurity httpSecurity) throws Exception{
httpSecurity.authorizeRequests().regexMatchers("/admin/.*").authenticated();

[Spring Security 273 94]

@ httpSecurity.authorizeRequests( ): Q15S =3+ URL H<- dA3g #|o]
@ regexMatchers("/admin/.*"): AfFE A o= A3 4= (/admin/.*)
@ authenticated(): AVFS T3+ H Ao
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Step 2. FAFH &7 FH

Spring Security = & 71¢] Filter & &3 05 2 QI7FE &gty CVE-2022-22978 9]
A, AFFEAAS o]&3 Filter ol A A3 FHefdolw 2 A4S ofS-3 o)

step 1) RegexRequestMatcher.java

A2 S 283 RegexRequestMatcher #1249 3A4o] DEFAULT Rz X AH
AL B 4 vk, DEFAULT REE Agxdas 28 A, 3 x5 £3s1x etk
upebx] URL o 718 £AE 9= Al si'oA] A &€t

public RegexRequestMatcher(String pattern, String httpMethod, boolean caseInsensitive) {
this.pattern = Pattern.compile(pattern, caseInsensitive ?[Pattern.CASE_INSENSITIVE : DEFAULT);
this.httpMethod = StringUtils.hasText(httpMethod) ? HttpMethod.valueOf(httpMethod) : null;

[RegexRequestMatcher Sa&~ AR (1)]

w3, AFEA2HE] 9JE ke URLS pattern.matcher(url) S £3) H81S AZ3 ),

public boolean matches(HttpServletRequest request) {
if (this.httpMethod != null && request.getMethod() != null
8& this.httpMethod != HttpMethod.resolve(request.getMethod())) {
return false;
}
[String url = request.getServletPath();|
String pathInfo = request.getPathInfo();
String query = request.getQueryString();
if (pathInfo != null || query != null) {
StringBuilder sb = new StringBuilder(url);
if (pathInfo != null) {
sb.append(pathInfo);

¥
if (query != null) {
sb.append('?"').append(query);

}

url = sb.toString();
}
logger.debug(LogMessage.format("Checking match of request : '%s'; against '%s'", url, this.pattern));
|return this.pattern.matcher(url).matches()4

[RegexRequestMatcher 32 2A(2)]
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public class SpringSecurityConfig extends WebSecurityConfigurerAdapter {

@override
protected void configure(HttpSecurity httpSecurity) throws Exception{
httpSecurity.authorizeRequests().[regexMatchers("/admin/.*")|.authenticated();

}

ishell> import

ishell> import

em.out.println{pattern.

em.out.println{pattern.

em.out.println{pattern.

3

* Wr ¢ URL 939 < %0d o)t}
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step 3) HF3F Ao wE A7} Ay

Spring Security °lA AEAAS T3] URL H ASS o3t oA a9
FilterChainProxy % URL &A% %Jﬂr/\]%} Filter Chain(Z¥ /)<
FilterSecuritylnterceptor & %3] URL 8o B A okALe A8 oAHE AA3Ic}
RegexRequestMatcher 2o AF RS T3 AFS gy, ojw CVE-2022-
22978 Fekdol EAT A5, ArxAAF URL #el 4XT A5 true & WHEshal
AR EHA| & 49 false & WH3heit)

infosec

FilterChainProxy
FilterSecuritylnterceptor

matcher.RegexRequestMatcher

failed to
authorize filter
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1) URLY] #ko]l AFxdA 7 X 49(True)

rity.web.FilterChainProxy : Securing GET /admin/index

SecurityContextPersistenceFilter : Set SecurityContextHolder to empty SecurityContext

a.AnonymousAuthenticationFilter : Set SecurityContextHolder to anconymous SecurityContext

session.SessionManagementFilter : Request requested invalid session id FF8F80B791DD1D34558B05EB3D141D67
u.matcher.RegexRequestMatcher : |Checking match of reguest : '/admin/index'; against '/admin/.*'
a.i.FilterSecurityInterceptor : [Failed to authorize filter invocation [GET /admin/index] with attributes [authenticated]
s.HttpSessionRequestCache : Saved request http://localhost:49154/admin/index to session

legatingAuthenticationEntryPoint : Trying to match using And [Not [RequestHeaderRequestMatcher [expectedHeaderName=X-Requestd
HeaderValue=XMLHttpRequest]], MediaTypeRequestMatcher
[NegotiationStrategy=org.springframework.web.accept.ContentNegotiationManager@6184ee74, matchingMediaTypes=[application/xhtml
1, text/plain], useEquals=false, ignoredMediaTypes=[*/*]]]

legatingAuthenticationEntryPoint : Match found! Executing
ngframework.security.web.authentication.LoginUrlAuthenticationEntryPoint@4chbd03e7

b.DefaultRedirectStrategy : |Redirecting to http://localhost:49154 10qin|

SessionSecurityContextRepository : Did not store empty SecurityContext

SessionSecurityContextRepository : Did not store empty SecurityContext

SecurityContextPersistenceFilter : Cleared SecurityContextHolder to complete request

rity.web.FilterChainProxy : Securing GET /login

[Zto] Tured il

S /admin/index

Failed to authorize filter invocation [GET /admin/index] with attributes [authenticated]

RegexRequestMatcher & &3t A A3 AyE3 23} vlwsle] eSS URL o thsh
AELS A3t} /admin/index o WaE AFL LT E AS E

/admin/index o gk F+ Agko] glo] 22l FlojAE grholHES = A

2) URL ¢ gkeo] At A2 dx|sh# &S 4 5-(False)

o.s.security.web.FilterChainProxy
s.s.w.c.SecurityContextPersistenceFilter
0.3.35.W.a.AnonymousBAuthenticationFilter
0.5.5.W.5es535ion.5essionManagementFilter
'; against '/admin/.*'

1

Securing GET /admin/index

Set SecurityContextHolder to empty SecurityContext

Set SecurityContextHolder teo anonymous SecurityContext

Request requested invalid session id FF8F80B7381DD1D34558B0O5SEB3D141D67

Secured GET /admin/index
Did not store anonymous SecurityContext
Did not store anonymous SecurityContext
Cleared SecurityContextHolder to complete request

[3ko] Falsed W]

.s.security.web.FilterChainProxy

w.c.HttpSessionSecurityContextRepository
w.c.HttpSessionSecurityContextRepository
s.s.w.c.SecurityContextPersistenceFilter

/admin/index%0d
Secured GET /admin/index
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T
/admin/index & HE3sl= A& g1Ed 4 Qi)

olx}el F kst W9 Spring Security 7} RegexRequestMatcher & %3] Az d2o=w
Aks Fosta, AFxAde] V'E AFEsta JS o i Xl didk ZEEHE

e
o ols #g $37F 7hssiv,

EQST insight | 11



Step 3. A X

- - =] O [e) ] % (@) o 3 E o = =
CVE-2022-22978 4ol A W2 va3 2o Agdss dvs Sd29
= 2= O B 5k 2=
RegexRequestMatcher @220 3t Z=7F 48 AS A = Q).
43 43 %/
a4 a4 public final class RegexRequestMatcher implements RequestMatcher {
415 45
46 = private static final int DEFAULT = @;
46+ private static final int DEFAULT = Pattern.DOTALL;
47 4
48  + private static final int CASE_INSENSITIVE = DEFAULT | Pattern.CASE_INSENSITIVE;
47 49
43 5@ private static final Log logger = LogFactory.getlog(RegexReguestMatcher.class);
19 51
: @@ -68,7 +70,7 @@ public RegexRequestMatcher(String pattern, String httpMethod) {
68 70 * f@link Pattern#CASE_INSENSITIVE} flag set.
69 71 « /
70 72 public RegexRequestMatcher(String pattern, String httpMethod, boolean caselnsensitive) {
71 - this.pattern = Pattern.compile(pattern, caselnsensitive ? Pattern.CASE_INSENSITIVE : DEFAULT);
73+ this.pattern = Pattern.compile(pattern, caselnsensitive ? CASE_INSENSITIVE : DEFAULT);
72 74 this.httpMethod = StringUtils.hasText{httpMethod) ? HttpMethod.valueOf(httpMethod) : null;
73 75 }
74 76

[HeFd HAA]

710l 46WA =S KW, AFEINS Adse ZFEls 349l DEFAULTEZONA
Pattern.DOTALL REZ WA H AL 2 4 ok
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Spring Security 5.5.7
e URL: https://github.com/spring—projects/spring-security/releases/tag/5.5.7
Spring Security 5.6.4
e URL: https://github.com/spring—projects/spring-security/releases/tag/5.6.4

Spring Security W% fHolE
A BH, AH = oy & Hidste 3S &5 5

@ localhost49154/admin/index%0  x

“« G (@ localhost

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Sun Aug 14 05:25:42 KST 2022
|There was an unexpected error (type=Internal Server Error, status=500).|

[HHoIE o|F T4 A}]

m 30 AIO|E

« URL: https://tanzu.vmware.com/security/cve—-2022-22978
« URL: https://github.com/spring—projects/spring—
security/commit/70863952aeb9733499027714d38821db05654856
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