Special Report

d Fefga ofg AHLIS #1 AR

m 2

9 FHeAy s wiAYS olgte FAR AMFA A FS= Special Reporti= & ) FHoF
A2l SQL Injection, A= 2~ Alo]E 2T HY 3 2= 5 FHoFgo] WA st et o
23k FHeFdo Ut 34 Wy 2 48 Wojd 5

oA AT = 3= FAx 2
3l EQST Insight 7-5A& %JJ okl it olsol I FkH =A Wets & o Sk

o] 3¥3 Special Reportoll e ] a7 H

2] Star el M AL
5= 71 &0l A9, He] T2 8, 4 i

| AHEEE £ B e Gotumg det,

EQST insight | 1



B ¥(World Wide Web, WWW)2} HTTP(HyperText Transfer Protocol)
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mHTTP 233 25

HTTP= AB/2eeldE Bd<
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1) HTTP &% 3y +4

;] _9a=6A1.3.306907063.1646632323; _gid=6A1.3.]

Cache- Control max-— age-@

Sec-Ch-Ua: "(Not(A:Brand";v="8", “Chromium";v="98"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: “Windows"

5 Upgrade-Insecure-Requests: |

9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64) AppleWebKit/537.36 (KHTML, like Gecko) Chr
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,1mage/avit,1mage/webp,1image/apng,*
| Sec-Fetch-51ite. cross-sitie

12 Sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

Sec-Fetch-Dest: document

IReferer: https://www.google.com/

Accept-Encoding: gzip, detlate

Accept-Language: ko-KR,ko,;q=0.9,en-US;q=0.8,en,;q=0.7

18 Connection: close
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- GET /business/expert/eqst.do HTTP/1.1 : &% URL AX % HTTP A

- Cookie : EE}o|AE FHo| AHH AR} AE AE

=

- User—Agent : AR&2Fe] 1 B4 F57F
- Accept : &% do|y B

- Referer : 84S ®ul #o]#]¢ URL

2) HTTP 874 HW4A=

HTTP 2% 39 &+ &3 WA=E &3 SgoldET ) AdolA 839 543 T/7E &
A}, F2 GET, POST WAooz z9& 933t TRACE, PUT, DELETES 22 HWAEE
ARSI S MU AE o] gst wl HQastH] @] wlEe] AAE s Ae HFHe HU=

3k,
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GET e Zof| XHd 3
POST M= xp
HEAD HTTP#ic| F2et =4
TRACE HHZ| HHol| ST EAE
PUT HEE X B
DELETE SHEE X 47
OPTIONS SH M HTTPOIAE R E
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EQST insight | 4



HTTP €%
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1 [HTTP/1.1 266 0K

2 - r 2022 05:54:44 GMT
3 |Server: Apache

4 Tast-Modified: Mon, 14 Sep 2020 00:06:26 GMT
5 ETag: "745-5af3ace338480"

A -
T|(ontent-Length: 186ﬂ

3 pragma: no-cache
9 x-frame-options: SAMEORIGIN

10 x-xss—-protection: 1; mode=block
| cache-control: private,no-cache, no-store, must-revalidate, pre-check=0, post-check=¢

’3|Content-Type: text/csﬂ

[HTTP &% 3ld]
- HTTP/1.1 200 OK : HTTP A3} ¢ 3=
- Server : 9 AW HH
- Content-Length : % ¥ Zl¢e] o]

- Content-Type : MIME E}¢}*

4 MIME(Multipurpose Internet Mail Extensions)Et2l MY EstS £ oz SHste XA
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2) HTTP % ZZ=(H ZX)
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Ixx: 32

282

3xx: 2|ctojy M

4xx: S2O|HERT

Sxx: M 28

200
201
301
302
400
401
403
404
500
502
503
504

Continue
OK
Created
Moved Permanently
Found
Bad Request
Unauthorized
Forbidden
Not Found
Internal Server Error
Bad Gateway
Service Unavailable

Gateway Timeout
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WX X~ EQ Proxy 72 3 #t}.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

Intercept HTTP history WebSockets history Options l

L1 2) © (4]

Intercept is off ctic Open Browser

Ld|

Mintercept : A& 724 Wzl @S Rl X

@HTTP history : o2 Fuwe fo]gEo] Aol o7 EA 22 BA 715

®WebSockets history : 9 2#AL 3] Fue dog 7} %<

@Options : ¢ T2 7]%5& &17] &) A HAS &= X

Proxy > Intercept > Intercept is on = &3 ¥ AHZ QHE= RS T A &9l

lom xzto] 7k st

ot
N

Forward Drop Intercept is on Action Open Browser

etty JREWE Hex \n =

GET / HTTP/1.1

Host : www.google.com
Cache-Control : max-age=0
Upgrade-Insecure-Requests : 1

Lo o —

Chrome/98.0.4758.82 Safari/537.36
6 Accept :

on/signed-exchange;v=b3;¢=0.9

Accept-Encoding : gzip, deflate

Accept-Language : ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7
9 Connection : close

00 =~

User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

text/hitml,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,image/apng,*/*;q=0.8, applicati

[Proxy - Intercept is on]
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a

= al | Elements I Console  Sources  Network  Performance  Memory  Application  Security Lightho
<html lang="ko">
» <head>..</head>
-+ ¥<body class="page load" style="overflow: visible;"> == $0
<l-- =gudigiAold -->
»<ul id="skip-navi </ul>
<!-- div class="slider_pop”>
<span class="ribbon"><img src="/resources/img/common/ribbon.png” alt="" /></span>
<a href="https://wuw.adtcaps.co.kr/main.asp” target="_blank” title="M Z Za">
<div class="s_table">
<div class="s_tc"><img src="/resources/img/common/character.png” alt="" /></div>
<div class="s_tc s_tc2">
<strong>ADTR A ot QIZ M (. .skAZ4)0| 8 JtF0l ELICH.</strong>
<p>O S FaE 22 MUl29 JtAIZ DM G2 HOPIASLICH.</p>
</div>
</div>

</a>

<div class="not_today">
<span class="input">
<input type="checkbox"
<label for="notToday">CtAl & Al
</span>

name="notToday" id="notToday" />

#&LICk/1abel>

<a href="javascript:couponClose();" id="slider_pop_close">
<span>E2l</span>
</a>
</div>
</div-->
<!-- 211026 [MHHA F0F =& -->

[/2 =G - Elements]
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[x ﬂ Elements Console Sources le vork I Performance Memory Application Security Lighthouse Recorder & B1 Q
® © ¥ Q  (Orreservelog | (J Disablecache Nothrotting v a4 ¥

Filter [ Invert (J Hide data URLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies [ Blocked Requests

[ 3rd-party requests

100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms. 900 ms. 1000 ms 1100 ms 1200 ms 1300 ms 1400 ms 1500 ms

Name Status Type Initiator Size Time Waterfall
Jjquery.bxslider.min.js?ver=20220127_0930 200 script eqstdo 24.7 kB 452 ms == al]
tabulous.js 200 script egstdo 4.5 kB 431 ms —
contents.js?ver=20220127_0930 200 script egstdo 4.1 kB 435 ms —
jsrender.min js 200 script egst.do 263 kB 479 ms ===
Js?id=UA-88162638-1 200 script egst.do {memory cache) 0ms |

[7] css?family=Maven+Pro 200 stylesheet font.css?ver=20220127 0930 (memory cache) 0ms |

[7] css?family=Open+Sans 200 stylesheet font.css! 0220127 0930 (memory cache) 0ms |

7] font.css 200 stylesheet common.css?ver=20220127 ... 23kB 42 ms L]
sk_shieldus.png 200 png egstdo 3.1k8 99 ms =]

= eqst_1jpg 200 Jjpeg egstdo 47.8 kB 111 ms L
logo_first.png 200 png egst.do 3.1kB 72ms =)

[7N&A} = — Network]
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+ Console #, @7 ﬁﬂ

Application & & ©st 7

[w ﬂ Elements Console Sources MNetworlk Performance Memory Application
] ® topy @ | Filter
> |

(/1= =7 - Console]

[w ﬂ Elements Console Sources Metwork Performance Memory | Application I Security Lighthouse

Application C Filter = O Only show cookies W
B Manifest Name Value Dom... | Path Expir...
L Service Workers _gid GA1.3.855708149.1647305013 adte.. / 2022...
= Storage JSESSIONID TF4C46CD2AEES02C2E910AC444D2CFID  infos... [/ Sessi...

_ga GA1.3.2060319813.1643739322 adte.. |/ 2024...

Storage

» =5 Local Storage
» S Session Storage
= IndexedDB
= Web S0OL
v @& Cookies
@ https://infosec.adtcaps.c
= Trust Tokens

(«

Cache

= Cache Storage

Back/forward cache

[k} = - Application]
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