Ut AR 7l=e EHO ME Het A s S

EQST/SI E2MAIRY IE/EQST B 8AIYE FHEH =4

1936 &, YH F2(Alan Turing)2 12| =& "On Computable Numbers, with an Application to

the Entscheldungsproblem"oﬂA‘i o HAS 205t =5t ZHE 7[AXeE siaY = Us

2otS MAIMCH O|2F 22 ARH nfeto| 7| X7t &= 0|2 ZE S 7|He 2 X0 HE TX4
ZFE ENIAC(Electronic Numerical Integrator and Computer)?t 1945 H0j| EHHZHCE =K 7|9
S-S AHEeH Ol= o =X A LS WEA sl 5= A/ACL

Ol 1947 Ao 22 A7, 2 FEY 22, 52 WHEe FES 71T EUX|AHIL LHEH
S&= ASHA SHCh ERXAHZE HHD 20102 7|=7F 2|HM HARHO| 480 2479
S EIQUN, 2520 AFH Hs YT O|=FICH

42 Years of Microprocessor Trend Data

107 | ! ' ' ! ] |
Al Transistors
10° | ) ,:A:}; * | (thousands)
| | MM
R S o Maasl o |'single-Thread
N 3 A}t:“‘ o 9005, *® | Performance .
10* - % N .,“3: * | (SpecINT x 10%)

as .5 %" ||*.“‘ ga | Frequency (MHz)

103 _ ......................... A.A...AA..G'.“ ...................................... 4

i A Y ar | * Typical Power
102 | o - 3‘. v j 'Vv';; 1224 1 ;v'V f} '0: 1 (Watts)
; u® Yy oY ‘ .
1 “ - " R }vv vy ‘.::.'i Number of
10 _AA.I o v' vy YT R "":"3[" | Logical Cores
A v v v vv :
10° —‘: s ‘ R e mmm::m e
! ! ! !
1970 1980 1990 2000 2010 2020

Year

Original data up to the year 2010 collected and plotted by M. Horowitz, F. Labonte, O. Shacham, K. Olukotun, L. Hammond, and C. Batten
New plot and data collected for 2010-2017 by K. Rupp

EA: https://www.karlrupp.net/wp-content/uploads/2018/02/42-years-processor-trend.png

& 1. 42 Years of Microprocessor Trend Data
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StEQofe Mo &Y, X2 REZE Cloud @ Deep Learning 2 7|HIC 2 St Al £ 7
=3O 7t 2 il Z 0| &1 UL SHXT X F2| AFHE EMXAHO YHE Hs52| oHA o
EEStD A0 O/M SHOML 7|=H Mo, T aH|et 2E X, H- N2|o oA & ChEet
Zled o 2 EHE) ULt IR= O] 2HE 35 U8 T StLE 'EX ARH HE0l2t= E
CHE ACOiot d4lol 2 240l M RUCE

2024 4 12 ¥ 102 2 #EE Al(Goole Quantum Al) A7AE AXF & 22 2(Quantum Chip
Willow)E& 2715, HESH= 7t 2 FHAFEEZ 10 XHF)'H0| Z2[+= RCS(Random Circuit

Sampling) #IX[O0r2 A4S 222 (Willow)= 5 & O|L{Of| =0Tl EEIYCE.

Sk ® IELRl0
Random Circuit i 0)5 .O‘O_
Sampling (RCS)

Mins

Classical Supercomputer

10,00/0/00/0,000,00/0,00/0/000,00/0 000

or a timescale way longer
than the age of the universe.

ZEX: https://www.youtube.com/watch?v=W7ppd_RY-UE&ab_channel=GoogleQuantumAl

a3 2. willow Chip's RCS benchmark

Ot% 2ATo| &&=l &At ARrEH= WA BERUAX|T 25 B2 THES 0|F AL} H=0f
SA HARE HEZ Qo 42 2o Aol Chiet o5+ 7t 22 T MANH2Z tiF52 QUL

110A25,109| 25 &

ojo
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EPSE=E
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a
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(Double-slit experiment)"0f|A{ 2t

AlS
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Ct.

* Z£X: https://m.blog.naver.com/iotsensor/222929618559, wikimedia

13 3. Double-slit experiment
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https://m.blog.naver.com/iotsensor/222929618559

HAE 0|F 30| FARA2 oLty A, =5 o s AENY 72 €% AUz F7H2
o
°

L)
N
>
N
o
o
ot
+
20
rir
ru}d
B J

tct SHREE BES BX Lo

olgt Ze ZIF Ltek M Yol BHO MENY A & 23S SA0| SIUCHs

olojo|a, stLtel FAZE & X0 SAl0 EXetttes £O| Elbh ZEXHSZ oiLie| Hite
SEHOZ ENY + A= Z& X0 SAI0| Att= 0| ElCh 0| A 0| LAt S O|LH.

%X} 248l (quantum entanglement)

SYEX E2(EA Y JH) 7 A Sz | BO{M US W, oF YRS LA HEHIt
=730| =f JEf7t ZEET CHE AR JEi ot SAI0 20| &= dds Totth & YAt
SA Al JEfof UACHH ofFZ] H O AZ|of ULt StEHZME, oF YAte| AT (Spin) SEHZE

1%
[
'8

© 2 FoX|H CHE LAIS| 2 (Spin)SEl= B2 (Down) 22 ZA7E0| E Lt AANME 75
M
o

of Ol SA0 dd5= 497t A=, 7 it HE 420 28-+H2 =2 ME LHE

AT SEHO| UCEH = WH0| +EO|AL =2 SH HHo| A= F A= 5 S &
(]

Zxtol BT wgo| 4+

2 YOlIX|T, CH2 A= O SA| B3 @3k0| £X 02 HejTict
Measuring a Pair of Entangled Photons

if 1 is then 2 must
be blue

iflis then2 must

\ blue be red

ZX: https://quantumatlas.umd.edu/entry/entanglement/

PHES e 82 WA(OE F Stueld|, M7 E0| S0 HA Li7ts nhSOoltt of If HY|H ntsof Usdds H=
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22k OtAI(Alain Aspect), & 222X (John Clauser), 2t& Xt &7 (Anton Zeilinger)E PNy
O

12 QRIS ATHE OlET B HS YW, 20221 U S2NS Y

oot
rot

>
mjo
oY
ol

ot

NOBELPRISET | FYSIK 2022 g
THE NOBEL PRIZE IN PHYSICS 2022 \&£/ AK DEMIEI}I

THE Y OF SCI

5
]
H
g
£

Photo: Royel Society.
Photo: Pator Lyons

Alain Aspect John F. Clauser Anton Zeilinger

_Université Paris-Saclay & J.F. Clauser & Assoc., University of Vienna,
Ecole Polytechnique, France USA Austria

“fér experiment med sammanfiétade fotoner som pévisat brott mot Bell-olikheter och
banat vag for kvantinformationsvetenskap™

“for experiments with entangled photons, establishing the violation of Bell inequalities and

i ioneering guantum information science”
#nobelprize P 29

EA: https://www.nobelprize.org/prizes/physics/2022/prize-announcement/

33 5. Alain Aspect (21%), John F. Clauser (7I-2Ell), and Anton Zeilinger (2£%)

& = t HI E(Qubit)= 02} 10| SA|0| ZX5t= E o
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ZHEE0|AMQ| =2 HO|E(AND, OR, NOT)X{ & X} H]
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Mot dN2|5S AFESHE XX o MEtl|HE WaEH XS
15l B2 CilOJEf MEZE XM2[3OF 3llOF St=0l, PAL EE
) 2

1

N

0| 2|0l = CNN(Convolutional neural network) Zt

ct. 2
clai %xow JE 01 EX'E a4 AIMZ PN B2 Kalg 4 U0, G Yo B s

=
o
—
= =
= = =

B Xt W 2SS PQC(Post-Quantum Cryptography)

DAl dng|FoAM= 22 2610 K| A|ZHO| AL E[X| Tt 1994E I|E £:0{(Peter Shor)&=
UX SHI FX E2|0f| HBHQuantum Fourier Transform)S 2838l A0l 28|E Ctet A7t
(polynomial time) Lol SHZ2S = U&= LAt LI2|FS 7HLUCE ERM LK} ’7:1%51 SHE0|M=
71E9| 3717| 2==tvt si=E f”o| A=, oo i85t MER 3707 Y=2E AL LHd
2t PQC(Post-Quantum Cryptography)2til StCt,
Ldng|E Ay S5
- o n Kyber
Lattice-based Alaorith - 4%} 78t Ao AKX} O| E(Lattice Theory)2 7|RIC 2 =3HH NTRU
attice-base orithms
9 ~ AR FEOIM L2 B E s st nelE o
AKXt 7|8 Y DEE . . Dilithium
- ¥Xf PQC ZE0|A THE B0l ALE
FALCON
- 22 ¥ I E(Error-correcting codes)E 7|HO 2 3t %53} 7|&
LE FY AL WS T EHsts LFEE =HY| st =2
Code-based Cryptograph McEliece
YPRIEPY | otnaizo =, of YalE essio) M8 HOES Hsts A eeee
IE 7|8 225t N Niederreiter
- 0] 7|&2 2Qtd2 ZE 0|20 7|XstH, EHMCOZ ZHIEX|
%2 HAIX| 5229 o222 7|Hte =z &
o , - Ot lef Ciatal2 of2] 74l ¥==0i| CHs{ O|Xt & (quadratic
Multivariate Quadratic s . N ]
, terms)Zt M St(linear term)0| ZEHEl ChetAl Rainbow
Polynomials _olg} ZS Ci#Z Ox} WHAlo| SHE &= 2X|(Multivariate SFLASH
[l-E_J'\_ 0|X|- [:foI-AI o} 3‘3_§|_ .EI_ .|_ fo—;-‘- = XT ™
Quadratic Equations)E 0|89t 2=t d12|F
- SjA| £ 0|85l Ao Z £ o] ME CHE DAIX|7} Y
Hash-based Signatures otofiA|Zr 2 7IE SE2 2 B2 &= X d(collision resistance) XMSS
SiAl 718 M ZTE|E | 2 28% LduEE SPHINCS+
- YR AFECQ| ™o Cis tNTE MEE MBS
- Isogeny= EHY =M Ato|Q] &2, ot EfY SMo| MEZ CHE
Isogeny-based
) Etel Mo MO [IQAI7|& WA SIDH
Cryptogra
yprography - &M(Orden7t 22 £ ELATH AfO[of ZRsH= Ofo|AH| L SIKE
0|ﬁ2X‘I| L| %"29_'— =L O o © = L Of =
(Isogeny)E Tot= X2 o0 7|EE F= Y102[F
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F A= LAt AFEHTE SESH| Mol SR LY 253t A|AHS Y
LHZ 7|20|1 QICt 20164 2 NISTHA= & M|
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SIAFSOA SR AREHS 340 Mad = U= P2 AEHE A= E FYA, X|
L

oj
mjo
OH

D ogrorn 20223 S5O 4710 EER EnEE S EE LEY

WE 71201272 &

— A

CRYSTALS Team
Peter Schwabe, MPI-SP & Radboud University . N
CRYSTALS-KYBER Xt 7|8t S/M7| = ot7|met
°l 10%
https://pg-crystals.org/
CRYSTALS Team
Vadim Lyubashevsky, IBM Research Zurich
CRYSTALS-Dilithium / 4 ARt 7| HMAME
Q7%
https://pg-crystals.org/

Th P PQShield 2| 9
FALCON omas Prest, PQShield 2| 9% 2zt 7wt MR Y
https://falcon-sign.info/
SPHINCS+ Team
Andreas Hulsing, Eindhoven University of
SPHINCS+ 9 4 SHA| 2]t HAME
Technology & SandboxAQ 2| 178

https://sphincs.org/

H 2.2022 4 NIST M pQCc €12

3707] ¥=3 PKE(Public-Key Encryption)?t 7|mst 212[F KEMs(Key Encapsulation
Mechanisms)2 2 CRYSTALS-KYBERE MEMLD, XA H(digital signatures) YIZ[EL=E
CRYSTALS-Dilithium& MY Lt =7t= CIX|E M © Z FALCON 1t SPHINCS+E HEFE
otE Al=lolLCt,

ox

0
k-
AL
of

TLHOME LAt L ==zt AT 7R SOl or2ff 4712 Z12|F0| W ZE 2017H0f NIST
S0 MZZC 0 & HimQRf Lizard Z112|E2 St ESU7|2E2(TTA)S| EEEAME S5
L
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i, N 7|2 718t 2 8k

EMBLEM and R.EMBLEM Ini=iink-igmi AKX} 7|4t 37| Y=zt
pasigRM SR E 22 ATLE kpgc AL 7|8t AN Y
HimQ 7ttt A A ChH4= O X} Chatal XA E
Mechstm
Lizard 1&che 2%} 7|t 7| @
KISA(BH= QI E{ S RIS &)

3. I 7HR SX 8 EnEFE

YA LY Y2et= Y237t AFRE[= 20F §3 3717| €237t AHE K= 2010 25 X E0|
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O &, F UM L0 w2t CHE7| 29 7| EE AlS HEE AOo|o.
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OSol7 st A2 pQC 7|0t M2 o

H 4. TLS PQC Mgt
VPN(Virtual Private Network)
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=z 8&Hal/22t2 E(Cloud) &3

DHY F8AY, 22RE 2tZo| 4% AA T TLS, VPN, 0| A L& 25 =5t QU
Ch AHZ[0| =7t2 AEX}F 91, A MHO| SR SIC;

2HY 38 AMH[A9 AR, HellE StALE ALK} 2150| HRSICHH FXF B2 = 382F A,
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dolo| E/ufx] 228 HS

BOIOf, AIAE AHOIE, AN 523 IUSS 1 BX /RS 2ols}y|

Of ALE 7HeI7|2 MU0 MBO| =1, SIH7 |2 S S H22M FEFS &olotth LA HRH
ZFANEEE, SH7|2FE 7127 S 2Ot YH0|E MU0 g2 ES A1 CHA| M85}

= =
OR AN AZS 23|& 4 QIC} M2t PQC7t MEE X MEHS AFRS|OF STt %
& ZZA(Supply Chain Attack)® Atll7t 51 e CHE ¢
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o o O
X2 QUL mZof E=Xe =z pQC HE0| Rt ZOkC,

fO ok of dH
i 1>

ot
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B SX AREC
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1

&

YA BHFEHZE SOpLE HHGHOF I AtESH= Y2 310f| ol Ete S717| E2otE LA AR
B SZ0| 7tsste{™ =842 FH|E7 2R5ICHD SHCt
SM7| E=3 2NE|F

RSA-1024 ok 2,0007Y

RSA-2048 of 4,000~5,0007}

RSA-3072 ok 7,0007f O A

ECC-256 ok 2,000 ~ 2,5007H

ECC-512 ok 4,0007Y

* ZX: "Quantum Computing for Computer Scientists" (Noson S. Yanofsky and Mirco A. Mannucci

25 I S717| &= AL A0 2Lt FHE

LR AFE JHLO| ZHY A L7bE 7|2 IBMIt GoogleZ2 FHIE =7t 1007 =L},

e | 7|t 7l% | FHEZ% 7|t
IBM Quantum 27 = (Superconducting) 127 (Eagle) https://www.ibm.com/quantum
GoogleQuantumAl 27 = (Superconducting) 105 (willow) https://quantumai.google
lonQ O|2E#(lon Trap) 35 https://iong.com
Microsoft EEZ2X FHE ~ .
. . R https://quantum.microsoft.com
Azure Quantum (Topological Qubit)
%%} 022
D-Wave ) 50008 https://www.dwavesys.com
(Quantum Annealing)
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A E 7 LA A= BAHOME 2030H0| 2| H LA AFEZF S| P23t A[L”0 2 EH
ol ol & Aoz of4sta ALt

HEE 2022 580 PQCE H2tst

I

o2

=
ygo

| AfO|H{ EOF MEKNSM-10)E 2 EIUCT.

OCTOBER 2021

PREPARING ror

of Public Key

POST-QUANTUM
CRYPTOGRAPHY

2021-2023
Inventory and prioritize
systems

2024-2030

ion of systems to

NIST post: i
NIST post-quantum
or

cryptography standard
published

Cryptographically relevant
quantum computer
tiall bi

* ZX: 0|7 37+t 2 %3] 2| (National Security Council, NSC)

a8 7. 0| Aot H ot FH2f NSM-10

1 = 9g€0= 7722 = (NSA National Security Agency | Cybersecurity Advisory)O| 20253 0f &

TE0f, HYO LOFRE YN LY

2 M
= T1 o

ot7| AIEfel 2033 E77HK| MH, EEtRE S 2E

200 2K 2t=25= Et 2+l “CNSA (Commercial National Security Algorithm Suite) 2.0"2 &

ZWRACE.
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CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 [EIEN) 2031 2032 EIEE)

Software/firmware signing NN 1]

Web browsers/servers and cloud services
Traditional networking equipment
Operating systems

Niche equipment

Custom application and legacy equipment

s CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year

* ZX|: NSA National Security Agency

12! 8. NSA CNSA 2.0 Efztel
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