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ISMS item Services provided within AWS 

2.1 Policy, organization and asset management 

N/A 
2.2 Personnel security 

2.3 Outsider security 

2.4 Physical security 

2.5 Certification and authorization management IAM 

2.6 Access control VPC 

2.7 Application of encryption Key Management Service 

2.8 Introduction of data system and development security N/A 

2.9 System and service operation management 
CloudTrail, CloudWatch 

AWS System Manager 

2.10. System and service security management AWS WAF, AWS Firewall 

2.11. Incident prevention and response 
N/A 

2.12 Disaster recovery 
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Policy name Description 

AdministratorAccess 

Provides full access to AWS services and resources 

※ Minimum permissions should be granted to only those accounts which you will 

grant permissions to as chief administrator instead of the root account. 

FullAccess 

Provides full access to each service (EC2, RDS, S3, etc.) 

※ Since resource creation/deletion/modification is possible for each service, 

minimum permissions should be granted only to those accounts which perform 

relevant jobs. 
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