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Recently, when building IT infrastructure, an increasing number of companies are switching from an
on—premise environment to a cloud environment or taking a hybrid approach. According to a market
research company IDC, the size of the global cloud market last year was KRWS850 trillion, up by 20%
over the previous year, and is expected to grow at an average annual rate of 19.4% over the next five
years, reaching KRW 1,733 trillion by 2027.
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The cloud environment helps effectively store large amounts of data generated through digital
transformation. Through this cloud environment, companies can secure business competitiveness by
increasing availability and scalability, reducing costs and improving efficiency. In particular, when
using cloud services, flexible response is possible even in unexpected emergency situations. So it is

used more widely now.

It is necessary for companies to establish and manage security policies to meet the requirements for
protection measures in a cloud environment. However, compared to the security policy and service
provided by the cloud service provider (CSP), the terminology and components are different. So

security managers are experiencing many difficulties.

Therefore, in this Insight, in order to provide help to managers preparing for ISMS (Information
Security Management System) certification in a cloud environment, we would like to suggest an
implementation method for major ISMS certification items in the Amazon web service (AWS) cloud

environment, which has the most users worldwide.
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B Matching technical certification items of ISMS requirements for protection measures and
services provided within AWS

ISMS certification is Korea's most authoritative information protection and management system
certification jointly announced by the Ministry of Science and ICT and the Personal Information
Protection Committee. To receive ISMS certification, a total of 80 certification criteria — establishment
and operation of the management system (16 items) and requirements for protection measures (64
items) — must be met, as well as the adequacy of 234 detailed inspection items. Companies that have
acquired ISMS certification are evaluated as companies capable of responding quickly to hacking and
personal information leaks.

First, technical certification items of ISMS requirements for protection measures and services provided
within AWS are as follows:

ISMS item Services provided within AWS

2.1 Policy, organization and asset management

2.2 Personnel security

N/A
2.3 Outsider security
2.4 Physical security
2.5 Certification and authorization management IAM
2.6 Access control VPC
2.7 Application of encryption Key Management Service
2.8 Introduction of data system and development security N/A

CloudTrail, CloudWatch

2.9 System and service operation management
AWS System Manager

2.10. System and service security management AWS WAF, AWS Firewall

2.11. Incident prevention and response

N/A

2.12 Disaster recovery

Source: Guide to ISMS—P certification criteria reprocessed

Table 1. Matching ISMS requirements for protection measures and services provided within AWS
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B How to implement major certification items

1. ISMS certification items — 2.5 Certification and authorization management

1) 2.5.1 User account management / 2.5.2 User identification / 2.5.6 Review access permissions
Accounts used in AWS services include the root user account and the IAM user account.

® AWS root account: As it is a superuser account that can access all AWS services and resources,
it is not recommended to use it when operating the service.

® AWS IAM (Identity and Access Management): Account management service, e.g.,
authentication (login) and authorization to create an account that accesses AWS services

% Service—specific (EC2, RDS) accounts are managed by each service.

Basically, account creation/management is performed through IAM. Account permissions can be
granted by user and group, and AWS provides pre—defined permissions for the top manager/each
administrator/user for each service through the ‘managed policy’. Also, you can create your own
policy and grant desired permissions.

Policies (1

A policy is an object in AWS that defines permissions.
Filter by Type
All types
Type v Used as

AWS managed None Allow Access Analyzer to analyze resou

AWS managed - job function Permissions policy (2) Provides full access to AWS services an..

AWS managed None Grants account administrative permiss.

Source: AWS console website

Figure 1. Managed policy provided by AWS
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% Key Point

When using a small number of accounts, you can manage them by granting permissions to each
account. However, if you are creating multiple accounts, it is easier to create groups for each job and

then grant permissions during management/review of permissions.

Set permissions Create user group
per

Name the group

Permissions options
User group name

® Add user to group Copy permissions

Add users to the group - Optional (>

1 entity that you create in AWS to represent i

User name [3

User groups (1 Create group

Group name [

Attach permissions poli (¢

You can attach up to is group will have permissions that are defined in the selected

Source: AWS console website

Figure 2. Creating a user group Figure 3. Authorizing by designating a group
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2) 2.5.3 User authentication

Accounts accessing personal information and important information must apply secure authentication
procedures. AWS provides three types of MFA (Multi Factor Authentication).

® Mobile OTP authentication: OTP generation and authentication with the Google
Authenticator APP

® FIDO secure key authentication: Authentication using security keys that support FIDO
standards

® Hardware OTP authentication: Authentication using the hardware—based OTP generator

% Key Point

If MFA is not set after a user account is created, the IAM policy can be applied by force to prevent
access to AWS services. You can refer to the AWS document below to create a forced MFA
authentication policy and then apply the policy directly to the group policy or user.

% Reference link: https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/tutorial_users—self—
manage—mfa—and—creds.html

Specify permissions

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor Visual |:] Actions ¥ o)

Edit statement

Select a statement

Select an existing statement in the policy or
add a new statement.

+ Add new statement

Source: AWS console website

Figure 4. IAM Creating the forced MFA authentication policy through the JSON editor when creating the IAM policy

Resources EC2 Global view [2 @ C EC2 Free Tier o
Offers for all AWS Regions.

You are using the following Amazon EC2 resources in the Asia Pacific (Seoul) Region:

0 EC2 free tier offers in use

Source: AWS console website

Figure 5. When the forced MFA authentication policy is applied, use of AWS services is restricted until MFA is enabled
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3) 2.5.4 Password management

The default password management rules in AWS are as follows:
® Minimum password length: eight characters
® At least three of upper/lowercase letters, numbers, and special characters must be included.
® Use of the same characters as the AWS account name or e—mail address is prohibited.

® [ ogin is limited for five seconds when the password fails ten times.

Rules other than the default values must be set manually as follows:
® Password expiration period setting: 90 days or less
® Allowing users to change their own password: Enable Allow

® Limiting password reuse: Reuse of the same password is limited, and it is recommended to

memorize four Or more.
Edi prosword poticy Other requirements

Password policy

& Turn on password expiration

® IAM default

Expire password in | 90 day(s)

Password expiration requires administrator reset

& Allow users to change their own password
& Prevent password reuse

Remember| 4| password(s)

nd 24

Source: AWS console website

Figure 6. Default password policy Figure 7. Additionally provided password policy

% Key Point

& Users must create a new password at next sign-in - Recommended

automatically get the IAMUserChangePassword [} policy to allow them to chan

Source: AWS console website

Figure 8. Initial user password forced change option

When initially granting an account to an IAM user or initializing a password, the administrator must
directly check the above option to change the initial password by force.
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4) 2.5.5 Special account and authorization management

Among the policies that can be set in AWS IAM, special permissions (administrator permissions) are
as follows:

Policy name Description

Provides full access to AWS services and resources
AdministratorAccess X Minimum permissions should be granted to only those accounts which you will

grant permissions to as chief administrator instead of the root account.

Provides full access to each service (EC2, RDS, S3, etc.)

X Since resource creation/deletion/modification is possible for each service,

FullAccess o . ;
minimum permissions should be granted only to those accounts which perform
relevant jobs.
Source: AWS guide website reprocessed
Table 2. AWS IAM administrator permissions policy
% Key Point

If you have AdministratorAccess or Ec2FullAccess permissions, you can directly access the EC2
instance using the EC2 instance direct access function without using SSH. To restrict bypass access
other than SSH, you must remove the ec2—instance—connect package within the EC2 instance by
referring to the link below.

% Reference link: https://docs.aws.amazon.com/ko_kr/AWSEC2/latest/UserGuide/ec2—instance—
connect—uninstall.html

EC2 1stance 0f8a6112a39f2067f Connect to instance

Connect to instance i«

Connect to your instance i-0f8a6112a39f2067f (SGYTEST) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

7 (SGYTEST)

® Connect using EC2 Instance Connect Connect using EC2 Instance Connect Endpoint

b g 1
2ct browser-based Co tance Co

Source: AWS console website

Figure 9. Direct connection to the EC2 instance provided in AWS

[ec2-user ~]% sudo yum remove ec2-instance-connect

Source: AWS guide website

Figure 10. Removal of ec2—instance—connect from the EC2 instance
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2. ISMS certification items — 2.6 Access control

1) 2.6.1 Network access / 2.6.7 Internet access control

In AWS, an independent network called VPC (Virtual Private Cloud) is configured.
In VPC, the network area is divided into public and private.

® Public: The network area that can communicate with an external network through an Internet
gateway

® Private: The network area allocated as a private IP and capable of communicating only over the
internal network

Instances operated for external services such as WEB service are allocated as public, and instances
exclusively for internal networks that do not require external communication are allocated as private.

AWS Cloud
Virtual private cloud (VPC)

m Public subnet i}
@ —D | securtygroups |
Instance

Internet gateway ~ Router

3 Private subnet {:}
=y

Inst;
NAT gateway Router _ nstance

External

@ork N\

Figure 11. AWS network diagram

% Key Point

If you set public access when creating EC2, RDS, or S3 in AWS, instances/buckets will be able to
communicate directly with an external network regardless of routing and can be accessed directly. So
it is not recommended to enable public access for instances/buckets.

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn mor A

~ Block all public access

Source: AWS console website

Figure 12. S3 bucket public access blocking settings
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2) 2.6.2 Accessing the information system

AWS VPC provides a security group that acts as a firewall to control access to each instance. The
security group works as ALL DENY if no policy is added, and is operated by registering [P/PORT
policies that require permission.

$g-02b7143dde08237a9 - launch-wizard-4

sg-02b7143dde082372a9 - launch-wizard-4 Actions v

Details

e ame J y p L escr
launch-wizard-4 $9-02b7143dde08237a9 launch-wizard-4 created 2024-02-
06T713:04:54.124Z

422560411110 1 Permission entry 1 Permission entry

Outbound rules Tags

Inbound rules (1) Edit inbound rules

Q

Security group rule... ¥ v >rotocol v v Source

sgr-Oec4e606c32fd890a 0.0.0.0/0

Source: AWS console website

Figure 13. AWS security group

Edit inbound rules

Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.
Inbound rules i

Security group rule ID Protocol Portrange | Source Description - optional nf

sgr-Oec4e606¢32fd890a Custom v Q Delete

0.0.00/0 X

Add rule

Source: AWS console website

Figure 14. Editing the AWS security group policy
% Key Point

When a security group is first created, the SSH allow policy is set for inbound rules, and the allow all
traffic policy is set for outbound rules by default. Therefore, after adding the IP/PORT policy that
requires access, the default policy must be removed.

EQST insight | 10



3. ISMS certification items — 2.7 Applying encryption
1) 2.7.1 Applying password policy / 2.7.2 Managing encryption key

You can set encryption for services where data is stored, e.g., EC2 storage, RDS, and S3. For EC2 and
RDS, you can set whether to encrypt when creating an instance, and for S3 buckets, encryption using
an S3 managed key will be automatically applied as the default value starting January 5, 2023.

Storage type  Info Device name - required Info Snapshot Info
EBS /dev/xvda snap-06fb016ecfd389a8a

Size (GiB) Info Volume type Info IOPS Info

8 gp3 3000

Delete on termination Info Encrypted Info KMS key Info

Yes Encrypted arn:aws:kms:ap-northeast-...

v

Source: AWS console website

Figure 15. EC2 storage encryption settings

Encryption

& Enable encryption

AWS KMS key info

(default) aws/rds

Source: AWS console website

Figure 16. Encryption settings when RDS is created
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Default encryption info

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
® Server-side encryption with Amazon S3 managed keys (SSE-S3)

Server-side encryption with AWS Key Management Service keys (SSE-KMS)

Source: AWS console website

Figure 17. S3 bucket encryption settings (default encryption is applied)

% Key Point

To allow only specific users to access important data, you must create a key in Key Management
Service, designate an account to use the key, and apply encryption.

Create key

Define key administrative permissions

Key administrators (1/18)

Choose the IAM users and roles who can administer this key through the KMS API. You may need to add additional permissions for the users
)

or roles to administer this key from this console. Learn more A

Q

Define key administrative

permissions
Name

user02

Source: AWS console website

Figure 18. User designation screen when creating a key in KMS
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4. ISMS certification items — 2.9 System and service operation management
1) 2.9.4 Log and access record management

All activity logs in your AWS account are automatically recorded in CloudTrail. Event logs are stored
for up to 90 days, and in order to store them for more than 90 days, you must create a trail and store
it in an S3 bucket.

Event history

Event history (50+) wf Download events ¥ Create Athena table

Event history shows you the last 90 days of management events.

Lookup attributes

Read-only

Event time User name Event source

February 26, 2024, 14:24:01 (UTC*... StateManagerService ssm.amazonaws.com ap-northe.. ASIAWEYUQFXTKYGR.. ssm.amazonaws.com 73540e53-5ebd-41ec
February 25, 2024, 14:24:19 (UTC+... StateManagerService SSM.aMazonaws.com ap-northe... ASIAWEYUQFXTM3PFI... SSM.aMazonaws.com 89022198-a1b1-4dd
February 24, 2024, 14:24:00 (UTC+.. StateManagerService ssm.amazonaws.com ap-northe... ASIAWEYUQFXTOYFL... ssm.amazonaws.com b6fd204-6623-462d
February 23, 2024, 14:24:15 (UTC+... StateManagerService SM.amaz ap-northe... ASIAWEYUQFXTERVR.. $sm.amazonaws.com 204795b5-b1d1-4fb:
February 22, 2024, 14:24:18 (UTC#.. StateManagerService ap-northe ASIAWEYUQFXTOZYO ssm.amazonaws.com 4868cf2a-ecab-47bs

February 21, 2024, 14:24:04 (UTC+ StateManagerService SSi ZONAws.con ap-northe ASIAWEYUQFXTF2IMX $SM.amazonaws.com 68fb8f59-c284-43a9

Source: AWS console website

Figure 19. AWS CloudTrail event records

You can create a trail and save CloudTrail event logs in an S3 bucket, and if you set SSE-KMS
encryption, the logs will be encrypted and stored.

Create trail

Choose trail attributes

Choose trail attributes

General details

A trail created in the console is a multi-region trail. L

Trail name

Storage location Info

® Create new S3 bucket ) Use existing S3 bucket

Trail log bucket and folder

aws-cloudtrail-logs-422560411110-649719b4

tra

Log file SSE-KMS encryption  Info
¥ Enabled

® New

Existing

AWS KMS alias

Source: AWS console website

Figure 20. Creating an AWS CloudTrail trail
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% Key Point

If CloudTrail logs are stored only in an S3 bucket, real-time viewing is not possible. If you need to
check it frequently, you can check the log by linking it with CloudWatch.

CloudWatch Logs - optional

Configure CloudWatch Logs to monitor your trail logs and notify you when specific activity occurs. Standard CloudWatch and CloudWatch
Logs charges apply. Learn A

CloudWatch Logs Info
& Enabled

& New
Existing
Log group name

aws-cloudtrail-logs-422560411110-0a60f1b8

Source: AWS console website

Figure 21. CloudWatch link settings

Once the link setting is completed, it is added to the CloudWatch log group, and you can set and view
the log retention period.

422560411110_CloudTrail_ap-northeast-2

Log events Actions ¥ Start tailing

You can use the filter bar below to search for and match terms, phrases, or values in your log events.

Custom Local timezone ¥ Display ¥ ®

No older events at this mom

jenti

entity": {~

"1.09", "userTdentity": ("type": "Root, "principalld 60411110", "arn": "arn: aws: iam 1110:root™, "accountId™: "422560411110", "acc ~ASTAWEYUQFXTMDB7XG45.-

Source: AWS console website

Figure 22. Viewing the AWS CloudWatch log events
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M Closing

So far, we have looked at AWS settings for implementing major ISMS safeguards. For automated risk
assessment of cloud assets, you can consider using AWS Conlfig service and AWS Inspector service.

SK Shieldus, Korea's No. 1 security consulting company, provides Information Security Management
System (ISMS) certification consulting services for systematic security management of cloud
environments based on 20 years of consulting know—how. We have the largest number of professional
consultants in the industry and provide optimal improvement plans for each company based on its
abundant consulting experience.

SK Shieldus is also leading the way in sharing information security information for public interest.
Based on the know—how accumulated by carrying out cloud security projects in 2019, it published a
cloud security guide in 2021, and published the second revised edition last year. Through the 2023
Cloud Security Guide’, corporate security officials can check how to effectively respond to threats in
management areas and meet the standards for changed management areas and compliance. Through
this, security managers can apply their own safe security settings and check whether it is possible to
respond in advance to threats that may occur in the future.

We hope that you can effectively and systematically respond to ISMS certification in a cloud

environment through this security guide and SK Shieldus consulting. More detailed information can

be found on the official blog of SK Shieldus.
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https://blog.naver.com/sk_shieldus/223246949799

