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New ransomware variant New ransomware variant
w -defi1328 | .FIOI Mr.Dark101 NK m MAGA | .kix -aliciphered70 | .luck_06 | .bbuild w -black
.spider1 | .root4 | .destray30 | .gonzofortuna | .BabylockerKZ .crynox | locklocklock .GURAM -novalock
.247_haroldsquarepants w Ztax Heda ‘MRJOKERPALFINGER1934 m -held
New ransomware & group New ransomware & group
irogen Jsarcom | trtoc | sshe | lysoy [ ragon [Funkoe | ot Loaodoaa
Oct. Nov. Dec.
New ransomware variant
(makor NN Frovos O s
New ransomware & group
[nrgonut | Ko hor sty et v
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108 S¥e Sarcoma= 128X & 56712| 7|¥E A% HIOIEHE EFUSS SHYUCL 0IS2 DI=, it =F
AHQl SO I7of AKE JIYUES SAMUSH CI0JE EHF o 43T 7|PSS ez Hetdo| W2 gAiEts merHel
=72t &M DLSO| MECIOEHE 3HYH, HYS S| 42 22 HIOIEE CI3Y Hofsk= olF ZF LAS
AFEUCY.
* InterLock
108 9 ME ZAE Aol IFLZ, 12NX| &S| SSoH SHS =ista ALt 0|2 TY HAOIES
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Putty, RDP 59| FAMol =72 ofgs) LR WEYIZ sHBICh LR ot & Interlock ARIOIS Astsind,
Al2R9| mASO0| AT Linterlock EAZL FIHEICE O] = DLSO| Tlsh 7|1Y S5S Aot 422 Ha 71t
Fojsict. ool 2EE ZR == J|1E WISk HO[HE TONSHHLE SIHBHCE o] OF2 =¥ Ozt 254
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Cathexis Holdings LP

Data Size: 3.8Tb

Wayne County

[32! 4] Interlock 2HM%0] DLS

e SafePay
Xt 118 SZ$t SafePay 2M9o] 28

RZ5 LockBit AATEE J[HtOZ 3 HES Sdf 0|2, F=, FHLict,
TZEZE 0|86l LHE A|AH0
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e FunkSec

FunkSec #M0l= K|t 128 S& = DLSO| 8571 o|¥9| mg 7|HE SHoHH &SS =2ZeIMct et 0|S0]

Dot ol B YUSE OfF SMEMIF B SHOIN RBEH HOZ Holslol, DE L JIYPol MAZ WS ot
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Service) WAooz 2AE(H, MO 2o|= DDoS =+, HVNC ZZI0[¢E, A™ EF =7 59 4dd MHIAE
M=%t
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1. 72

Launch of the Linux version Linux version of Akira

! of Akira ransomware. ransomware (v2) !

The first ransomware targeting Akira's New Variant Ransomware Return to c++
Windows, developed in C++.

[22! 5] Akira 2HMe)lof Zist TpE

HEL 2RO, 3= SJHNQF 2Aglo] SAS $3stn ULt FE F0|°F |EQ 7|YE HEXNOE MOMH, DLS
AtO|E0l 37HE msh 7|2t 240 ol Fotch ¥4 = HISIH XM2|E AL oFx! SIHEX] 42 7|iE De{stH AA| I3l
n2EsE o 8 Ae=E FHEELCL
F all

leaks =

:z::act :

help =

clear =

[32 6] Akira A0 DLS
9
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Initial Access .
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VPN, AT|0jm|4l, RDP 3o},
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3. Akira #idHlo] EA
. T3 2XiE 237

b

[

X
of

Main &4HCH HA inittermO|A] SZ3}EICE initterm?| E||0|E0]
o SHEICE o] HIo|20ls =3t cha 2ERt, st FMe| cf

E
sosits S50 EaEo| ICh ZRIo| Ay

MO

Akira HHL0= ContioflA] AFSHE Zint SUS EXE F-E=st 2RSS AERCh ofd Aol RS
Aot YEiZ MEEH, Z2IHO|

=
o] g7t MBE0] Aen, o] P52 =XHF
3

olel 26 F=2, 22| ofY delol Eest EAES
20| TN EXNEE F205t0, SotEl 2AE2 22| MFECEL £, R EXE2 L=eIEX| &
HE2 EXfoiH, Bxo| St 2 glo| = m=22|0f SAFEIC

memset(vil, @, sizeoT(v11));
wstrcpy_ldﬂﬂBEE@@{:ll, L"Trend Micro", @xBulLL);
memset(vi?, @, sizeof(v1Z2});
wstrcpy 14003E600(v12, L"ProgramData", @xBulLL);
vi[e] = vh,
v1[1] = &vars@;
5ub_l4@@6FEEB[&exclude_dir, T H
“eh wector destructor iterator'(vZ, @x20ullL, @xBull, unknown_libname_4);
return atexit{sub_ 14@0CEBBCA);

(23 9] =3} £|X| b2 EXE 2E

do

T}
while [ *&v50[2 # v7] );
wstrcpy_14803E600(v71, vsd, vT);

r

va3[14] =

qmemcpy (vdd, "c@", 2);
vad[2] = 1;

vad4[3] = 48;

vd4[4] = 96;

va4[5] = 48;

vada[6] = 17;

memset (&va4[7], 48, 3);
for { m = BLL; m < @xA; ++n )

Adm] = (24 % (48 = v44[m]) % 127 + 127) % 127;
memset{v72, @, sizeof(v72)}); f/ <pvm

[22 10] ¥=3tEl 22X 529t

- 23 Th 4

Akira Hygllol= ¥ aEoM 23 MUS MYsks EF0| ATk O] M= o7t dFet AHE I, me

l_ﬂo |_

Qzet YT ol 5 MY B0 VISEls Fuh HEECH 20 nAe B0t AYE Soiol MNE, Gy HA

rirrlo

oz

HO on

o

“Log-%d-%m-%Y-%H-%M-%S.txt"O|C}.

GetSystemTimeAsFileTime_@(&Time, hPrevInstance, lpCmdLine, nShowCmd);
v4 = localtimegd (&Time);
stritime(Buffer, @x50QuLL, "Log-%d-%m-%Y-%H-%M-%S", vd);
v222 = @LL;
v223 = OLL;
v224 = BLL;
vs = —1LL;
do
++u5}
while { Buffer[vs] );
sub_14@@371E@(&v222, Buffer, vi);
sub_14004C6EB(vo, &v222);

[2& 1] 23 oA 4
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[2025-01-20 10:17:52.373] [file_logger] [info] Number of thread to folder parsers =1

[2025-01-20 10:17:52.373] [file_logger] [info] Number of thread to root folder parsers =1

[2025-01-20 10:17:52.373] [file_logger] [info] Number of threads to encrypt = 2

[2025-01-20 10:17:52.373] [file_logger] [error] File handle not found! (C:\BOOTSECT.BAK.MEOW)

[2025-01-20 10:17:52.373] [file_logger] [error] File handle not found! (C:\bootmgr)

[2025-01-20 10:17:53.107] [file_logger] [error] Get file size failed! (C:\123\Log-05-02-2025-09-24-27.1txt)
[2025-01-20 10:17:53.123] [file_logger] [error] File handle not found! (C:\Program Files\7-zip\7-zip.chm)
[2025-01-20 10:17:53.123] [file_logger] [error] File handle not found! (C:\Program Files\7-Zip\7z.sfx)

[0l 12] 20K L ofd s 7|2

T2 ASH QIX} mAl
T2 e A| MYE QIXIE midel E2fa ts dd™st7Lt st et FMS X|Fsic) QXK= & CHA 7Ho|H,
U=l Zlof| w2t Mg 2kAHOo| ofzlet 20| A EICt

-encryption_path, -p A=} CfA HE X|H
-share_file, -s EX HEQ3 E8to|E A3} X|F
-encryption_percent, -n o st Hig XA
-localonly 2Z c£2jo|E0 A3} 3
-exclude, -e A=3t o2l cHA X|IH
-l otsol E2to|lE MEE 2nilof 7|12

28 M2 SARE AH|
oS Aoelsty| Hof|, M= AlAE SFE Y| 2Bl 2F MER SAMES ANSICL gt ddEE AostE
OIS &&st7| 23l COM HHE MHdtn, BPES 7Yl 2A3IEUES AL

HHO7L HHE T, HLUO= OpenProcessE AEdH BHE 0| 2A=EH Cf7|SHH

powershell.exe -Command "Get-WmiObject Win32_Shadowcopy | Remove-WmiObject"

[Volume Shadow Copy AH| HZ0]]

gmemcpy(v6, "c:9{o!Zrcl", 10);

ve[1e] = 17;
v6[11] = 25;
v6[12] = 50;
for (1= 0LL; i < @x4C; ++i )
enc_stri]l = (42 * (50 - enc_str[i]) % 127 + 127) % 127;

hPowershell = RunPowershell_14007889@(enc_str);// Get-WmiObject Win32_Shadowcopy | Remove-WmiObject

if ( hPowershell )

{ // powershell.exe —-Command "Get-WmiObject Win32_Shadowcopy | Remove-WmiObject"
vZ = OpenProcess(0x100000u, @, hPowershell);
v3 = v2;

if (v2)

{

WaitForSingleObject(v2, @x3A98u);
CloseHandle(v3);

CoUninitialize();
[22 13] Powershell A3ZE Al
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Ty et
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Common File Big Size Database File

ORIGIN
Encrypted Area
ORIGIN
Encrypted Area
ORIGIN

size/2

Encrypted Area

Encrypted Area

Encrypted Area

ORIGIN
ORIGIN

RSA
(Symmetric Key)

RSA
(Symmetric Key)

RSA
(Symmetric Key)

[32 15] Y=stE oY x

HHLCE 4N

ATt etmEl ECols EE HEK HX| Qhlet HAE FiT

mishZtofiA e ArdE eIch

—_

TotEl #Y TE mfo| MYE|nf, 0| Sl

- EHMLE md . gkira_readme.txt

Hi friends,

whatever who you are and what your title is if you're reading this it means the internal infrastructure of your company is fully or
garﬂa'l'ly dead, all your backups - virtual, physical - everything that we managed to reach - are completely removed. Moreover, we
ave taken a great amount of your corporate data prior to encryption.

well, for now let's keep all the tears and resentment to ourselves and try to build a constructive dialogue. we're fully aware of
what damage we caused by locking your internal sources. At the moment, you have to know:

1. Dealing with us you will save A LOT due to we are not interested in ruining your financially. we will study in depth your
finance, bank & income statements, your savings, investments etc. and present our reasonable demand to ¥ou. If you have an active
gyg%' insgranse.{let us know and we will guide you how to properly use it. Also, dragging out the negotiation process will lead to
ailing of a deal.

2. Pa¥ ng us you save your TIME, MONEY, EFFORTS and be back on track within 24 hours approximately. our decryptor works properly on
any files or systems, So you will be able to check it by request'ing a test decryption service from the beginning of our
conversation. If you decide to recover on ¥our own, keep in mind that you can permanently lose access to Some files or accidently
corrupt them - in this case we won't be able to he"lp.

3. The security report or the exclusive first-hand information that you will receive upon reaching an agreement is of a great value,
since NO full audit of your network will show you the vulnerabilities that we've managed to detect and used in order to get into,
identify backup solutions and upload your data.

4. As for your data, if we fail to_agree, we will try to sell personal information/trade secrets/databases/source codes - genera'l’ly
speaking, everything that has a value on the darkmarket - to multiple threat actors at ones. Then all of this will be published in
our blog - https://akiralzizsa?«ra‘gdBawﬂs ub7xx2uep76idk3u2kol1pj5z3z636bad. onion.

51.= we're more than negotiable and will definitely find the way to settle this quickly and reach an agreement which will satisfy both
of us.

If you're indeed interested in our assistance and the services we provide you can reach out to us following simple instructions:
1. Install TOR_Browser to get access to our chat room - https://vwm.torpro‘siect.org/down‘load/.

2. Paste this link - https://akiralkzxzq2dsrzsrvbr2xgbbu2wgsmxryd4csgfameg52n7efvr2id. onion/d/0832201915-DMFCY

3. use this code - 6696-DY-OGIA-UXQX - to log into our chat.

Keep in mind that the faster you will get in touch, the less damage we cause.

[D2 16] Akira M LE
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Y o 2o 28

=2 X
tmp winnt Temp
thumb $Recycle.Bin SRECYCLE.BIN
System Volume Information Boot Windows
Trend Micro ProgramData
(=3t o2 20 FE]
exe DIl Ink
sys Msi
[2=3} ol mb =HEAH
.accdc .accdb Adl .4dd .accft .accdt .accdr
.accde .adp .adf .ade .adb .ask .alf
.ora .arc .cdb .cat .bdf .btr .dacpac
.cpd .cma .ckp .db .daschema | .dadiagrams .dad
.dbc .db3 .db-wal .db-shm .dbv .dbt .dbs
.dbf .dcx .dct .dcb .dbx .dqy .dp1
.dlis .ddl .dxl .dtsx .dsn .dsk .epim
.edb .ecx .eco fic fdb fed .exb
fol fmpsl fmp12 fmp fp7 fp5 fp4
fp3 .grdb .gdb frm fpt .ib .his
.hdb .gwWi Jitw .itdb .ihx .idb kexi
.kdb Jtx Jjet Jdwx gc kexis kexic
.mas .mar .maq .maf .mpd .mdf .mdb
.mav .myd .mwb .mud .mrg .ns2 .nrmlib
.nnt .ndf .nv .nsf .ns4 .ns3 .odb
.nyf .nwdb .nv2 .p96 .OWC .orx .oqy
.pdm .pdb .pan .p97 .rbf .qvd qry
.pnz .rpd .rodx .rod .rctd .sCcX .sbf
.sas7bdat .rsd .sis .sdf .sdc .sdb .sqlite3
.sqlite .sql .spq .tmd .temx te .sqlitedb
.udb Arm trc ps .vis V12 .usr
.udl .wmdb .wdb RN .vpd xmilff Xld
xdb .wrk .accdw .abx .abcddb -hjt .fm5
.db2 .adn Jut .kdb .icr .icg .mdt
.mdn .maw

[&=2} CHf CilOJE| H|o|A mpd
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5.1oCs

SHA256

Tbalccfacffbb6be9480380f5535a30d3eee1dd7787f3c649ebf8ea2aba5deb1
3720cafdd914d70d5fccf8d61593a66b5bdc400432e687¢c92e66eb3b5e8a9d9e
78d75669390e4177597faf9271ce3ad3a16a3652e145913dbfa9a5951972fchb0
ccda8247360a85b6c076527e438a995757b6cdf5530f386125915d31291c00d5
0c662d28268514fabc7129fd14d6e3e9d7df29261a861bcf8aab1f318bb8e7d0
f11b60b273e2606e91832edbb014ad229563f5¢537ddab11dba80018c11364dd
9f873c29a38dd265decb6517a2a1f3b5d4f90ccd42eb61039086ea0b5e74827¢
a5806174261004a0b8b5c0be808a77e5f25b867a4¢522813035¢2b0dc05d90a2
8c5412298e3c382alae3e84fd04ae62bc2d69703e9863ca5478cf3c513e6€232
58e685695afc3a85d2632777a2b54967dc53d6a6falb7e2¢c110b2023b561bfe9
120715377727531a56f32225e196b1536618d224662faOb3ba6c52dba80f3b29
43b0ac119ff957bb209d86ec206ealec3c51dd87bebf7b4a649c7e6¢c7f3756e7
e10cae894e8873c72ae9e5f3590e2f78f6cc2dcfe01e1a5039¢c8b6532bfab5f8
aaa7799edfd86b52438a9e0d71f8069¢cbcbe1988036b95888fcdc553e729b7b9
87b4020bcd3fad1f5711e6801ca269ef5852256eeaf 350f4dde2dc46¢576262d
442f5b7ae1a60d0cee31290b179b9201902e1f4875c606e6fe58b9ff4907¢c37e
d323d32cbd906c495a6e9fe7da01bf3e0ecad07609a2693¢c7246346687d59f50
88da2b1cee373d5f11949c1ade22af0badf16591a871978a9e02f70480e547b2
74fbb7885ee486028fe2723f95911474b771f361b2b40ddb77¢c46f252059¢c696
1ec34305e593¢27bb95d538d45b6a17433e71fa1c1877ce78bf2dbda6839f218
d07b379369e9faealfed406b9b37652b2fc6453044ab17¢c1e2189cf61640ab90
74fbb7885ee486028fe2723f95911474b771f361b2b40ddb77c46f252059¢c696
26d68214bf78c925b6fe6ab277589bc28c338e7253625925a674f380f3a52102
2d931f6867e7049b450c8ab36e1f8e6a51f0ee95fc2253d0759e3e3b118fe1d1
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@ =2HM90| Mitigations

1. Akira HE9I0] CHSEet H

Akira #A2I0ls TAT TS Q50| HBEX| Q42 VPN 3RS ofgsl £7| AEES +u3siH, A% 02 IHE I 27
e 917 Fo| ENE B LIS SHIBICE LIS AlA0| FotE|H Glo[E 2 = A 7|2 2 Al DLSO| 27siaE,
APE CiS0| Xolch olof izt 2 FA Hot x| M, VPNe CHE 15 M3t ZHE Hell =70 it X|&H
DLEY § MAEQl 2ot ZX|E Al>sHof BiC.
_______________________________________________________________________________ .
CVE-2020-3259 (Firepower Threat Defense 6.4.0~6.5.0) i
i
CVE-2023-20269 (Adaptive Security Appliance 6.2.3 ~9.19.1.18 ) i
i
CVE-2024-40711 (Backup & Replication 12.0.0.1420 ~12.2.0.334 ) i
CVE-2024-55956 (Harmony, VLTrader, LexiCom, < v5.8.0.24)

. ———

|
| |

| o Data®3 A 3 o I8 B AchChg SR M A o WO S AL AH|A HAS |
| o 20| ZUS SHAROIY o AAIZ B JIAISE SB #4 Y TS o HQEAS SB Y YA UY 4 |
| o DoisY, Mot A W2 o LIS AR 213t 0|4 9| HIA o 23} I3 WAE 93t AR 2 RUEY |
NG ESE TR EER LR EE @ 271 YS/Us B3 AS 2 CpLESEEHECES |
[zeEmams ) EEEEEET }
: ALl 1Y S 42 A GlOJE] Q| ot 3
| v 2o IM g £ Y o CofE WY =ot Y v EM YZBHEMDRM) N L -CLL i
| v WELdof AT AU v 20T MuA v PCHMARREYA) v DBYZSES 3
N [crer=zmuis ) |
: Aol A4sllol 33 &3 UHTO] ok &2 1
; ' Endpoint TS A2 v HERI Y2 SA(NAQ) v IO SR MElA /Mol Y i
| v OEIHU/OYAPTOIE HOHEH MHA v Top-CERTALD ZAPAHIA o/ CI3H 88 G2 MHlA
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2.SK €A MDR AMH|A

2BHM2ojofl M2HoZ CiEst7| Qs SK &A2| MDR(Managed Detection and Response) MH|ATE At23st= 20|
gatxol dioto] E £ QUCE 22 MO SAXSS KDt M2fap nEStE BX| Sjo| J[He=E Qs J|ESQ| o
HAZICZE= IH0M HoiLZ| o242 HZo|Ct. 0| sHZSH| fIs SK EbiA= HARRICE HERIE HLEESHD oY
HLE HXoin EoA| FZHHo=z i3 £ A= MDR MHIAE HISstn ACH AP SHS A ofdo| FALLCH JHE
SQSHX|T, syt WlMS AR METH ZXE Sl LSHE XAkt A £t 01 FQsiCh m2td ZIgeiMe TE
ETo| MA3ID Y AT ZAlRH BAS ECIZ YEY HOt STMS NITsts SK LA MDR MHIAS DRt 28
xHBICH
|
2MEHA i EXF
SK&I{A MDR Service 37}X| EXHA
MH| A LHE
01 EoR HE 7} 2% T m v EDRHE ZH Au|2
t.j - Ci== 0 24A MBI~ W2 5
M d T as g e - RS OIS YA 1 QM TS Jts
danage . Ol SK-Defi ool E
g loC X SK-Defined Rules HH0IE EDR M7t v A2 IEE SA
- EY 2% 9 ookl Y .
BH|MH = - SEE 29 MBI ASD OIS
OHIE 2N g Cfg XA
N v TOP-CERT & 75
02 SKEICIA AN 241 MH|2 h e e
CEDR/QHARE FE7} 2A A~ lﬁt - T ACH ALnEAS 9 AL OIS
Detection | ;= =& opsang =m xj2 v SKECA Hot HEJL MH|2 B8 7Hs
MHEME £8 WoH 12 HME7} MU A - 24 F2T AAl T2
o =) QEisiEl 4Bl =28 - O MR7L 24 AH|A (FHFELAMTL 1+ CERT)
- Y A AAH 2 =S M
03 Hot2 27 B )\ Huxseassew
No.1 - ARSI XRAF YL 2
« L F[CE AL 24 8 BAF Lok HE SO R 2N B ES
Response .z 25 na ua I Ay v AP BOIQIE 2T 23
« U H&X|H(loC) EDR 24 X2 B SEUS oo wor oMot HY A A K Ihs
TMDR AfH|A: AAIZE 9l ZX|Q THSS S8 Aol BHORSE XX Hste B2y Hot MH|x
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