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Keep up with Ransomware 
   

The appearance of a decryption tool that exploits 

BlackBasta’s loopholes 
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Argument Description 

-thread {int} 
Set the number of threads created when performing encryption (the 

default is 4) 

-nomutex Disable mutex17 creation 

-file {file_name} Encrypt only designated files 

-bomb Spread BlackBasta internally through AD18 

-disablewhitelist Disable encryption exceptions 

-forcepath {path} Encrypt only designated paths 

-nordp Disable the RDP19 registry setting function 

 

 



 

EQST insight | 15 

 



 

EQST insight | 16 

 

 

 

File size Full encryption size Partial encryption interval 

0 – 5KB All data 0B 

5KB – 5MB 5KB 640B 

5MB – 50MB 5KB 1.28KB 

50MB – 1GB 5KB 6.4KB 

1GB – 10GB 15KB 12.8KB 

10GB or larger 50KB 64KB 
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