
   

 

 Outline 

The number of ransomware damages, which had been continuously increasing over the years, is 

showing a slight slowdown this year. In April 2023, the number of ransomware damages was 353, 

down by about 100 from 464 of last March. In fact, the Clop ransomware group launched 104 attacks 

in March, while only two in April. However, as the Clop ransomware group has been attempting an 

attack utilizing the PaperCut vulnerabilities (CVE-2023-27350, CVE-2023-27351)1  that can be 

linked to a number of manufacturers and platforms since April 13, it should be kept in mind that 

large-scale attacks can resume at any time. On the other hand, the LockBit group launched 98 attacks 

last March, and resumed 107 attacks in April, continuously generating a large number of victims. It 

is becoming a big threat. 

Other existing ransomware groups also performed attacks exploiting vulnerabilities. 

Alphv, known as the BlackCat ransomware group, used the vulnerabilities (CVE-2021-27876, CVE-

2021-27877, and CVE-2021-27878)2 of the Veritas Backup Exec, a data and backup restoration 

solution, for the initial penetration of the ransomware attack. The vulnerabilities were known a long 

time ago, but it was confirmed that an attack was attempted against vulnerable software that had not 

yet been patched. 

The Nokoyawa ransomware group has been continuously attempting attacks using the CLFS 3 

(Common Log File System) vulnerability, which has been performed since June of last year, and is 

also carrying out ransomware attacks using the recently discovered CVE-2023-282524  privilege 

escalation Zero Day vulnerability. 

The Vice Society ransomware group made a change, i.e. leaking data by using a PowerShell script 

during an attack. The script identifies drives mounted on the system, searches each root directory 

recursively, and leaks data that meets specific Novem conditions through HTTP. In addition, the Vice 

Society group has been performing attacks using ransomware such as HelloKitty, FiveHands, and 

 
1 CVE-2023-27350, CVE-2023-27351: A remote code execution vulnerability and an authentication bypass vulnerability that occurred 

in PaperCut MF or NG, respectively 

2 CVE-2021-27876, CVE-2021-27877, CVE-2021-27878: An unauthorized access vulnerability, a privilege escalation vulnerability, 

and a random code execution vulnerability each of which exploited defects of the SHA authentication system 

3 CLFS: A technology designed to manage log files in Windows systems 

4 CVE-2023-28252: A privilege escalation vulnerability that occurred in Windows CLFS 
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Zeppelin sold in the dark web forum, but an attack using ransomware called PolyVice, which was 

through a ransomware builder developed by itself, was recently confirmed. 

A variant ransomware of the LockBit group that performs attacks on macOS was also found. The 

ransomware was a sample produced on November 11, 2022, but as normal execution was impossible 

due to an invalid signature, the infection case was not confirmed, and it was discovered later. 

Moreover, there are many bugs because the existing ransomware targeting Windows was simply 

changed to operate on macOS. In other words, considering that it is a version under development 

rather than an official version, it seems difficult to view it as a ransomware that can threaten MacOS 

yet. However, it is worth noting that LockBitSupp (LockBit's official Russian dark web forum activity 

account) announced that it is actively developing a macOS-based variant. In addition, a case in which 

the LockBit group stole data from a vulnerable server by exploiting the vulnerability of the Microsoft 

PaperCut server, a print management software compatible with major printer brands and platforms, 

was also confirmed. 

Last April, a number of new ransomware and activities of new groups were also discovered. 

HsHarada, Cooper, and Uniza are the newly discovered ransomware. The HsHarada ransomware is 

characterized by requesting a ransom in the virtual currency Monero, and the Cooper ransomware is 

characterized by changing the extension of an encrypted file to “.Cooper”. Unusually, the Uniza 

ransomware asks victims to contact attackers via TikTok. New ransomware groups, i.e. Akira, 

CryptNet, CrossLock, and Dunghill, were discovered. These groups are currently using a strategy of 

threatening by posting data on leaked sites. 

Above all, the Rorschach ransomware is the most talked-about ransomware last April. It is attracting 

attention because it has a speed that is about twice as fast as the encryption speed of LockBit, which 

is known to be the fastest. It is a ransomware that borrows the leaked Babuk source code, and is 

sometimes mistaken as a variant of DarkSide because it seems to integrate the characteristics of several 

ransomware. Its name was derived from the Rorschach test, which looks different for each person. 

Following last quarter, ransomware targeting the consistently vulnerable MS-SQL server also 

appeared. The Trigona ransomware, which was first discovered in October 2022, uses a dual 

exploitation strategy when ransom is requested, and uses the Monero cryptocurrency as the main 

transaction method. Recently, the distribution of Trigona has been confirmed in Korea as well. They 

are characterized by the fact that it first installs malware called CLR Shell5 that exploits the privilege 

escalation vulnerability before installing the ransomware so that Trigona can operate as a service. 

 
5 CLR Shell: It is possible to perform malicious actions such as stealing system information or remote control by receiving commands 

from attackers. 
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Also, the BlackBit ransomware disguised as svchost.exe has been steadily spreading in Korea since 

last September. This ransomware is obfuscated through .NET Reactor6 to interfere with analysis, and 

has characteristics similar to those of the LokiLocker ransomware discovered early last year. 

 

 

  

 
6 .NET Reactor: It is a tool for protection of the .NET assembly. It provides the code compression, obfuscation, security and license 

management. 
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 Ransomware news 
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 Ransomware threats 

 

 

New threats 

Fortunately, the number of damage cases decreased by more than 100 compared to the previous 

month. However, ransomware groups are still penetrating the system by exploiting various 

vulnerabilities and encrypting data through complex encryption algorithms. To prevent this, it is 

necessary to follow security measures and update the system to the latest version. 

Several variant ransomwares were also newly discovered this April. Typical variant ransomwares 

include the macOS variant of LockBit, the RTM Locker variant targeting the ESXi system, and the 

Nokoyawa ransomware variant that exploits the Windows privilege escalation Zero Day vulnerability. 

The macOS variant of LockBit is the first ransomware in large ransomware groups to target macOS. 

Config data is obfuscated for protection with XOR operation, and it is characterized by the fact that 

it supports the wipe option. It seems to be perform test build, i.e. changing existing Windows and 

Linux-based ransomware to the macOS version. Fortunately, this variant is not executed due to an 

invalid digital signature. So it is not a big threat so far. However, as LockBit has officially expressed 

its intention to develop macOS-based variant ransomware, we need to keep an eye on it a little longer. 
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RTM Locker's ESXi system variant was created based on the leaked Babuk source code, and is 

characterized by the fact that it statically implements the Curve25519 and ChaCha20 algorithm for 

data encryption, and adds the ".RTM" extension. After obtaining the initial access privilege through 

phishing, the Nokoyawa ransomware variant exploited CVE-2023-28252, a Windows privilege 

escalation vulnerability, to attack various industry groups such as distribution, energy, manufacturing, 

healthcare, and IT. 

 

The HsHarada ransomware, newly discovered in April, demands ransom in the virtual currency 

Monero, and the extension that changes after encryption is “.m9SRob”. The Cooper ransomware is 

characterized by the fact that it changes the extension of encrypted files to “.Cooper”. The Uniza 

ransomware uses the command prompt window to display a message instead of dropping the ransom 

note as a text file, and requests the victim to contact the attacker through TikTok, and demands a 

relatively low ransom of €20. 

The Akira, CryptNet, CrossLock, and Dunghill ransomware groups were newly discovered. Among 

them, Akira targeted nine companies as victims and carried out attacks in various fields such as law, 

manufacturing, finance, and education. The CrossLock group attacked a company providing financial 

services in Brazil and posted the leaked data on the dark website. Dunghill is a new leaked site 

operated by the DarkAngels ransomware group, which was known to be associated with the Babuk 

group in the past. 

 

* Source: Site image of each group 
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Top5 ransomware 

In April, ransomware excluding BianLian carried out intensive attacks against the manufacturing 

industry. By country, the most attacks were performed in the United States. Although the number of 

Clop ransomware attacks has decreased, and the overall number of damage cases has declined 

significantly, but if the attack cases exploiting the PaperCut vulnerability are posted, the number of 

damage cases will go up again. Also noteworthy is the movement of the BlackBasta ransomware 

group7, which has been inactive since January and resumed its activity last month. They were first 

discovered in February 2022 and are known to provide RaaS (Ransomware as a Service), use a dual 

exploitation strategy, and perform attacks using tools such as Qakbot8 and PrintNightmare9. The 

BlackCat ransomware recently made an initial penetration by using the vulnerability of Veritas Backup 

Exec. The LockBit ransomware is making moves to launch a variant targeting macOS. 

 

  

 
7 First found in February 2022, it is known to provide RaaS (Ransomware as a Service), use the dual exploitation strategy, and use tools 

like Qakbot and PrintNightmare to perform attacks 

8 Qakbot: Malware that has the RAT (Remote Access Trojans) function and information stealing 

9 PrintNightmare: A tool that can exploit the vulnerability of the Windows print spooler service to remotely execute codes 
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 Focus of ransomware 

Rorschach (BabLock) ransomware 

 

*Source: Rorschach test image 

 

The Rorschach (BabLock) ransomware is a hot topic recently. It was created in 2021, but the reason 

why it has not been known so far is that it did not receive attention because it did not operate a leak 

site and demanded a moderate level of ransom. However, it is classified as ransomware that requires 

attention due to its speed, which is about twice as fast as the encryption speed of LockBit, which is 

known to be the fastest. 

Rorschach has characteristics similar to those of the Babuk and LockBit ransomware, earning it the 

nickname BabLock. Also, as the ransom note is written in a form similar to the Yanluowang and 

DarkSide ransomware, some people mistake it for a variant of DarkSide. Because of these 

characteristics, it was named the Rorschach ransomware as it reminds us of the Rorschach test, a 

psychological test that looks different for each person. 
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Rorschach has several differentiated characteristics that are not commonly used in existing 

ransomware. 

During initial penetration, the DLL side loading10 technique is used to load the ransomware payload. 

It bypasses the defense mechanism by manipulating files using direct system calls. 

The encryption speed is fast through the hybrid encryption system that combines Curve25519, an 

elliptic curve cryptography algorithm11, and the HC-128 algorithm, a stream cipher algorithm12. In 

addition, since only part of the file is encrypted, the encryption process is faster. 

After encryption is complete, a different extension is assigned to each file. A random number between 

rhuknk00 and rhuknk99 is added. It also leaves a ransom note for each encrypted directory. 

If no parameter is delivered or an invalid parameter is delivered, it will not be executed. 

 

Rorschach has various variants, including variants capable of attacking Linux systems and ESXi 

systems, and variants targeting Windows systems. In an attack targeting a company in a certain 

industry in Europe, it obtained the initial access privilege using Zimbra Collaboration13 's RCE14 

(Remote Code Execution) vulnerability, CVE-2022-41352. 

  

 
10  DLL side loading: A technique that enables an attacker to execute a random code by loading a malicious DLL file in an unintended 

location. 

11 Elliptic curve cryptography algorithm: As a public key encryption technique, it is an algorithm that provides high security and speed by 

utilizing operation between points on an elliptic curve. In general, it is faster than the RSA algorithm. 

12 Stream cipher algorithm: As a symmetric key encryption technique, it encrypts and decrypts a series of continuous data in bits or bites. 

It is faster than the block cipher algorithm (typically AES). 

13 Zimbra Collaboration: Collaboration software that provides integrated functions such as e-mail, schedule, address book, etc. 

14 RCE: A security vulnerability that can control system as malicious codes are executed remotely 
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Rorschach (BabLock) ransomware strategy 

 

The Rorschach ransomware exploited the vulnerable Cortex XDR Dump Service Tool version 

7.3.0.16740 cy.exe for DLL side loading. The DLL used at this time is packed with custom UPX and 

VMProtect, and is used to load and decrypt the malicious config file. The config file serves as the 

encrypted payload. In other words, when cy.exe is executed, winutils.dll is side-loaded to decrypt 

and execute the malicious config file. In addition, Rorschach supports various parameters as shown 

in the table below. 

Parameter Description 

--run=<factor> Delivering a valid key value as a factor 

--nomutex=1 Mutex is not checked. 

--path=<path> Encryption of the specified path file 

--log=1 Creating a log file 

--pt=<path> The path of the executable file 

--cg=<path> The path of the encrypted payload 

--we=<path> The path of the DLL that implements side loading 
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Rorschach calls file manipulation functions by passing a hard-coded number as an argument to the 

syscall15 command to circumvent the security solution. Also, it is designed so that ransomware is not 

executed unless a valid key value is delivered to the run factor. 

In the encryption process, hybrid encryption is performed using the Curve25519 algorithm and the 

HC-128 algorithm. A 32-byte private key generated using the CryptGenRandom16 API and a hard-

coded public key within the ransomware are used to obtain a shared secret key through the 

Curve25519 algorithm. A hash is generated with the SHA-512 algorithm through this shared secret 

key. The first 32 bytes of the generated hash are used as the HC-128 key, and the next 32 bytes are 

used as the IV17 (Initialization Vector) to encrypt the file with the HC-128 algorithm. If the size of 

the file is smaller than 512 bytes, the entire file is encrypted, and if it is greater than 512 bytes, 

encryption is performed for the 4000 bytes with the first 256 bytes omitted. Through this process, the 

encryption speed is about twice as fast as LockBit, which boasted the fastest encryption speed. When 

it comes to the encryption routine, it is guessed that it has been borrowed from the leaked source code 

of the Babuk ransomware. After encryption is finished, a different random extension 

(rhuknk00~rhuknk99) is added to each file, and then a ransom note is created for each encrypted 

directory. 

After the encryption process is finished, an attempt is made to delete the event log and Volume Shadow 

Copy18, but the Volume Shadow Copy is not deleted due to the author's mistake. 

  

 
15 syscall: A command used for a system call, which is an interface that calls functions provided by the operating system 

16 CryptGenRandom: A function provided by the Windows system, which generates a cryptographically secure random number 

17 IV: A random value used as an initialization vector in encryption, which ensures that the ciphertext is generated differently each time 

even if the same key is used 

18 Volume Shadow Copy: A Windows system restoration function that restores the system to a point in the past when it was backed up 
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38C610102129BE21D8D99AC92F3369C6650767ED513E5744C0CDA54E68B33812 

DE5A53131225DD97040D48221D9AFD98760F7FF2F55613F0D08436891CA632B9 

E14B88795BDE45CF736C8363C71A77171AA710A4E7FA9CE38470082CB1BDADBB 

66BCAD0829A59C424D062B949C2A556B11C509B17515DFFECB9CBF65F13F3DC6 
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