
 

EQST insight | 1 

Keep up with Ransomware 
   

Play ransomware attack threats on the rise
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CVE Description Affected version Patch version 

CVE-2018-13379 

A file path exploration vulnerability that can 

download system files when using SSL VPN on 

Fortinet's secure OS FortiOS 

5.4.6 ~ 5.4.12 

5.6.3 ~ 5.6.7 

6.0.0 ~ 6.0.4 

5.6.8 or higher 

6.0.5 or higher 

CVE-2020-12812 

An inappropriate authentication vulnerability where 

two-factor authentication (2FA) is not performed 

properly when using SSL VPN on Fortinet's secure 

OS, FortiOS 

6.0.9 or lower 

6.2.0 ~ 6.2.3 

6.4.0 

6.0.10 or higher 

6.2.4 or higher 

6.4.1 or higher 

CVE-2022-41040 
A server-side request forgery (SSRF) attack 

vulnerability occurring in the MS Exchange Server 

Exchange Server 

2013, 2016, and 

2019 before the 

update 

KB5019758 

Update 

CVE-2022-41082 
A remote code execution vulnerability occurring in 

the MS Exchange Server 

Exchange Server 

2013, 2016, and 

2019 before the 

update 

KB5019758 

Update 

CVE-2024-1708 

A remote desktop solution ScreenConnect 

vulnerability. It is a path exploration vulnerability 

which allows path exploration to access random 

files or directories 

23.9.7 or lower 23.9.8 or higher 

CVE-2024-1709 

A remote desktop solution ScreenConnect 

vulnerability. It is an authentication bypass 

vulnerability that could allow a system 

administrator account to be created on a remote 

desktop 

23.9.7 or lower 23.9.8 or higher 
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5a0a4e5379e1f0bc9bdd42f5c638c601a0068da4b19b063e5276a01494ae116e 

2d01ddc075b48db3ba69b036f9f5977f3607edba5dec6799e4fae7ccd4f1ba75 

50d72707eb0a9b7f4ecaa8e0242675e3349b9d67901ac020635ae2ec0eb328e4 

64087027f0c727a807c8b6ccf602398adc9d346fe518cbd3b589348702dc39ed 

LkToXG.exe 

Thimble pulverization 

P137.exe 
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