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◼ Ransomware news 

➢ Attackers look for ESXi servers through information from public sources such as Shodan 

and Censys. 

➢ Early penetration using the OpenSLP 5  remote code execution vulnerability (CVE-2021-

21974) 

➢ It is estimated that more than 3,000 servers worldwide and at least 20 servers in Korea are 

infected. 

➢ The infection environment restoration tool was disclosed by US CISA, but it was modified 

to prevent restoration through an update. 

 

➢ Functions that support Linux were added, and it attacks VMware ESXi servers. 

➢ Execution options are provided, and the encryption process function is performed 

according to options. 

 

➢ In December, Russian and Chinese hackers and affiliate companies were recruited through 

2022 RAMP Forum. 

➢ Windows and Linux files were encrypted through the Salsa20 algorithm. 

➢ Execution options are provided, and malicious functions are performed according to 

options. 

 

➢ On December 26, 2022, the Clop ransomware targeting Linux OS were discovered. 

➢ Flaws were discovered in the process of protecting the keys used for file encryption. 

➢ SentinelLabs distributed a decryption tool free of charge. 
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➢ The Clop ransomware attacker claims to have stolen data from more than 130 

organizations with the RCE vulnerability (CVE-2023-0669) in the GoAnywhere MFT security 

file transfer tool. 

➢ The situation similar is similar to the stealing of data from about 100 companies through 

the Accellion FTA Zero-day vulnerability (CVE-2021-27101~27104) in December 2020. 
 

➢ Financial gains were obtained through the MortalKombat ransomware, a variant of the 

Xorist ransomware, and an information leaking malware Laplas Clipper. 

➢ It caused damage mostly in the US, and it was distributed through phishing mail. 

➢ As the main files of the system are included in encryption targets, the system may not 

operate normally. 

 

➢ Tonga's state-run telecommunications company, TCC, was attacked by the Medusa 

ransomware group, delaying its work process. 

➢ The Medusa group mainly penetrated through the RDP vulnerability. 
 

➢ US government agencies and National Intelligence Service published a joint report about 

North Korea’s ransomware attacks. 

➢ The CVE-2021-44228, CVE-2021-20038, CVE-2022-24990 vulnerability are used for the 

attack. 

➢ The Maui, H0lyGh0st ransomware is used. 
 

➢ A wide range of attacks were conducted against health services and hospitals in the US 

and UK, and the UK confirmed that these groups made a profit of £27 million, and carried 

out more than 149 attacks. 

➢ All the properties and funds of the members of 7 Russian organizations in the US and UK 

were frozen. 
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➢ Denis Mihaqlovic Dubnikov and 13 accomplices participated in Ryuk ransomware money 

laundering. 

➢ On April 11, 2023, the final verdict will be delivered, and if they are found guilty, they can 

face up to 20 years in prison, 3 years of supervised release and fines of up to $500,000 

➢ Attack framework demo video including various functions such as ransomware and data 

leakage was released. 

➢ As it uses the same C2 infrastructure as the domain fronting technology, used in Lockbit 

3.0, it is presumed to be a tool developed by an affiliate or member of Lockbit 3.0. 
 

➢ Bitdefender released a free decryption tool for the MortalKombat ransomware. 

➢ The Laplas clipboard hijacker needs to be removed manually. 
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◼ Ransomware news 
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◼ Focus of ransomware 

 

 

Heap overflow vulnerability in VMware ESXi OpenSLP

 Remote code execution vulnerability due to use-after-free in VMware ESXi OpenSLPA 
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◼ IoC 
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◼ Reference sites 


