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RCE vulnerability (CVE-2023-38860/CVE-2023-39659/CVE-2023-

39631) exploiting the defects of the LangChain package 

■ Outline of the vulnerability  
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■ Affected software versions 

CVE classification Vulnerable version 

CVE-2023-38860 LangChain <= 0.0.231 

CVE-2023-39659 LangChain* 

CVE-2023-39631 LangChain <= 0.0306, NumExpr == 2.8.4 

* As of now (October 5, 2023), LangChain v0.0.308version, the latest version, is still vulnerable. 
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■ Outline of the vulnerability 

 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.231 
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■ Vulnerability test 
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■ Detailed analysis of the vulnerability 
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■ Countermeasures 
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■ Outline of the vulnerability  

 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.297 

 

■ Vulnerability test 
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■ Detailed analysis of the vulnerability 

 

※ Because it is an updated version of PythonREPL of CVE-2023-38860, it is different from the PythonREPL execution code seen earlier. 
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■ Countermeasures 
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■ Outline of the vulnerability 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 

Python 3.11.3 

LangChain v0.0.292 

NumExpr v2.8.4 
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■ Vulnerability test 
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■ Detailed analysis of the vulnerability 
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■ Countermeasures 
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■ Conclusion 

 



 

EQST insight | 27 

■ Reference sites 
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