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Research & Technique 
    

 

Privilege escalation vulnerability (CVE-2023-4911) using 

the GNU Heap Buffer Overflow 
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S/W type Vulnerable versions 

Ubuntu 22.04, 23.04 

Debian 12, 13 

Fedora 37, 38 

gentoo < 2.37-r7 

Amazon Linux 2023 

※ This vulnerability may occur in operating systems that use the GNU C library in addition to these versions. 
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① The attacker explores the vulnerable versions of the server and accesses the system with a general user privilege. 

② The attacker uses the CVE-2023-4911 vulnerability to escalate the privilege to the top administrator privilege. 

③ The attacker takes over the system control privilege and steals important information 

④ The attacker attempts to mine cryptocurrencies by infecting the system with malware. 

 

Name Information 

Victim 
Ubuntu 22.04.2 LTS 

Ubuntu GLIBC 2.35-0ubuntu3.3 

 

  



 

EQST insight | 4 

command 

$ env -i "GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=A" "Z=`printf '%08192x' 1`" 

/usr/bin/su –help 
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environment variable 

GLIBC_TUNABLES=glibc.malloc.mxfast=glibc.malloc.mxfast=EQST 
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