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Research & Technique 
    

 

Apache Struts2 remote code execution vulnerability 

(CVE-2023-50164)

S/W type Vulnerable versions 

Apache Struts2 

Struts 2.0.0 - Struts 2.3.37 (EOL) 

Struts 2.5.0 - Struts 2.5.32 

Struts 6.0.0 - Struts 6.3.0.1 

※ EOL (End Of Life): It is the end of the product life cycle. It means that production and support for the product have ended. 
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① The attacker searches for a server vulnerable to CVE-2023-50164 with the file upload function implemented. 

② The attacker uses the file upload function of the target server to upload a malicious file. 

③ The attacker accesses the uploaded malicious file through path exploration to execute the web shell. 

④ The attacker executes remote commands through the web shell, distribute malware and steals key data from 

the servers. 

Name Information 

Victim 

(192.168.102.160) 

Ubuntu 22.04.3 

OpenJDK 17. 

Tomcat 9.0 

Apache struts 6.3.0.1 

Attacker 

(192.168.102.161) 

Kali Linux 2023.4 

Burp Suite 2023.10.3.5 
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$ git clone https://github.com/Trackflaw/CVE-2023-50164-ApacheStruts2-Docker.git 

$ cd CVE-2023-50164-ApacheStruts2-Docker 

$ docker build --ulimit nofile=122880:122880 -m 3G -t cve-2023-50164 . 

$ docker run -p 8080:8080 --ulimit nofile=122880:122880 -m 3G --rm -it --name cve-2023-50164 

cve-2023-50164
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Command python exploit.py --url http://[victimized PC]/upload.action 
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구분 내용 예시 

Condition 1 

Change the upload parameter to a 

value starting with a capital letter 

and add malicious file contents. 

name="Upload" 

[add the malicious file contents] 

Condition 2 

Add a parameter meaning the 

uploaded file and a file name 

specifying a random path. 

Content-Disposition: form-data; name="uploadFileName";  

[a random path for uploading the malicious file] 
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■ Countermeasure  

Classification Affected versions Patched versions 

Apache Struts2 

Struts 6.0.0 - Struts 6.3.0.1 6.3.0.2 

Struts 2.0.0 - Struts 2.3.37 (EOL) 

Struts 2.5.0 - Struts 2.5.32 
2.5.33 
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