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WinRAR Arbitrary Code Execution vulnerability (CVE-2023-38831) 

■ Outline of the vulnerability  
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■ Affected software versions 

S/W type Vulnerable versions 

WinRAR All versions below WinRAR 6.22 

 

■ Attack scenario 
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■ Test environment configuration information 

Name IP Information 

Victim 192.168.0.2 
Windows 10 Pro 22H2 

WinRAR 6.22 

Attacker 192.168.0.9 Windows 10 Pro 22H2 
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■ Vulnerability test 

Download Address 

https://www.win-rar.com/fileadmin/winrar-versions/winrar/winrar-x64-622.exe 
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Reverse Shell Script Address 

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Reverse%20 

Shell%20Cheatsheet.md#powershell 
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■ Detailed analysis of vulnerability 

  

 

 



 

EQST insight | 15 

 



 

EQST insight | 16 

 

Extension name 

.PIF .COM .EXE .BAT .CMD 
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■ Countermeasures 
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■ Reference sites 
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