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GitLab arbitrary file reading vulnerability (CVE-2023-2825) 

■ Overview of the vulnerability 
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■ Affected software version 

S/W classification Vulnerable version 

GitLab 
16.0.0 

CE(Community Edition)/EE(Enterprise Edition) 

※ In order for the vulnerability to work, there is a condition that at least five groups must exist. The condition can be 

checked through detailed vulnerability analysis below. 

 

■ Attack scenario 

 

① The attacker explores vulnerable GitLab web servers through the OSINT search engine. 

② The attacker uses the CVE-2023-2825 vulnerability to access the victim's server. 

③ Upon receiving the attacker’s request, the server returns key information (development source codes, server 

environment configuration information, etc.) to the attacker. 

④ The attacker sells the acquired key information to the dark web or other competitors. 
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■ Test environment configuration information 

Name Information 

Victim 

Ubuntu 20.04.5 LTS 

(192.168.100.162) 

GitLab 16.0.0  

Attacker 

Kali Linux 

6.1.0-kali5-amd64 

(192.168.100.152) 

 

  



 

EQST insight | 4 

■ Vulnerability test 

Command 

$ docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0 

-d option: An option for executing the docker as the background in the detach mode 

-p option: An option for designating the local port and the port to run in the docker 

 

 

Command 
Container access command : $ docker exec -it [container name or container ID] /bin/bash 

Password change command : # gitlab-rake "gitlab:password:reset[root]" 
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command $ git clone https://github.com/Occamsec/CVE-2023-2825.git 
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■ Detailed analysis of the vulnerability 
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■ Countermeasure  
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■ Reference sites 


