
 

EQST insight | 1 

Research & Technique 
    

 

Microsoft Outlook privilege elevation vulnerability 

(CVE-2023-23397) 

■ Overview of the vulnerability 

 

 

 

 

 

  



 

EQST insight | 2 

 

■ Affected software versions 

 

S/W classification Safe version 

Microsoft products 

Current Channel: Version 2302 (Build 16130.20306) 

Monthly Enterprise Channel: Version 2301 (Build 16026.20238) 

Monthly Enterprise Channel: Version 2212 (Build 15928.20298) 

Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306) 

Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578) 

Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944) 

Office 2021 Retail: Version 2301 (Build 16130.20306) 

Office 2019 Retail: Version 2302 (Build 16130.20306) 

Office 2016 Retail: Version 2302 (Build 16130.20306) 

Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481) 

Office 2019 Volume Licensed: Version 1808 (Build 10396.20023) 

※ Outlook (OWA) for Android, iOS, Mac and web, and other Microsoft 365 services are not affected. 

 

 
3  Common Vulnerability Scoring System is an indicator for assessing the severity and risk of computer system security 
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■ Glossary 

 

Term Definition 

UNC 

(Universal Naming 

Convention) 

You can access a shared file on the computer network through the UNC path as a 

way to check the file without specifying the device where the shared file in the 

computer is stored. The UNC path has a format like 

\\[servername]\[sharename]\[path]\[filenmae], and it can be used as 

\\192.168.102.65\smb\eqst.wav. 

MAPI 

(Messaging Application 

Program Interface) 

It is a Microsoft Windows program interface that allows you to send an e-mail from 

within a Windows application program or attach a document you are currently 

creating to the e-mail content. 

PlayReminderSound An API that supports reminders in Outlook. 

PidLidReminderFileParameter 
As part of the MAPI properties, it specifies the sound file that is played on the 

client side when the reminder for the entity expires. 

 PidLidReminderOverride 

As part of the MAPI properties, when this setting is set to True, you can trust the 

values of the PidLidReminderPlaySound property and the 

PidLidReminderFileParameter property, and enable reminder action by force. 

SecurityZone 

SecurityZone means an integer value corresponding to the security area used in 

the security policy, and the meaning of the integer value is as follows: 

-1: NoZone: It means there is no specified zone. 

0: MyComputer: It means the local computer zone. 

1: Intranet: It means the local intranet zone. 

2: Trusted: It means the site zone that can be trusted. (URL mapping is required) 

3: Internet: It means the Internet zone. 

4: Untrusted: It means the restricted site zone. 

 

file://///[servername]/%5bsharename%5d/%5bpath%5d/%5bfilenmae
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■ Attack scenario 

 

 

① The attacker sends a malicious invitation message to the victim. It triggers the CVE-2023-23397 vulnerability. 

② The victim receives the malicious invitation message sent by the attacker. 

③ The malicious invitation message received from the Outlook client activates the reminder, and the victim 

forcibly attempts NTLMv2 authentication against the SMB of the attacker server, and NTLMv2 is stolen. 

④ The attacker attempts authentication against the Admin Domain Controller with the stolen NTLMv2 

authentication information. 

⑤ The attacker accesses the Admin Domain Controller and takes over the victim's server. 

 

 

■ Test environment configuration information 

Name Information 

Victim 

Windows 10 Pro 22H2 (OS build 19045.2006) 

Microsoft Office Professional Plus 2016(15.0.4420.1017) 32 bit 

(192.168.102.79) 

Attacker 
Ubuntu 20.04.4 LTS (Focal Fossa) 

(192.168.102.65) 
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■ Vulnerability test 

Command 
The responder can be downloaded from https://github.com/SpiderLabs/Responder. 

$ sudo ./Responder.py responder -I eth0 -v 

 

 

 

 

 

 

 

https://github.com/SpiderLabs/Responder
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■ Analysis of vulnerability operation 
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■ Detour  
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Name Information 

AD server 

Windows Server 2016 Datacenter 

AD server (account information: ADserver/EQST12#$) 

DNS (eqstlab.com) 

(192.168.102.84) 

victim 

Windows 10 Pro 22H2(OS build 19045.2006) 

Microsoft Office Professional Plus 2016(16.0.16227.20202) 32 bit 

account information: eqst/eqst 

DNS (victim.eqstlab.com.) 

(192.168.102.79) 

attacker 

Ubuntu 20.04.4 LTS (Focal Fossa) 

Account information: kali/kali 

DNS (attacker.eqstlab.com) 

(192.168.102.65) 
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1. Update to the latest version of Outlook (partially vulnerable) 

2. Disable the reminder 

3. Apply packets, which go out to client services, such as SMB and WebDAV, to ACL as the outbound policy 

4. Apply the PowerShell script provided by Microsoft 

※ When running an Exchange Server, if you update it to the latest version of the Exchange server, it is safe because the 

PidLidReminderFileParameter message property is deleted when a new message is received and converted to a TNEF6 file. 
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Control panel -> System and security -> Windows Defender firewall -> Advanced settings -> Outbound rule -> 

New rule -> port -> Specific remote port (ex. SMB: 445, 135) -> Block connection -> Finish after setting the rule 

name -> Add a local port in the rule you created 

※ Depending on the configuration environment, when the outbound policy is limited, there is a possibility of 

failure. So good care must be taken. 

 

 

 

Script download address 

https://github.com/microsoft/CSS-Exchange/releases/latest/download/CVE-2023-23397.ps1 

 

 

- Audit mode: Providing a CSV file containing detailed information of the items full of properties 

- Cleanup mode: Performing cleanup on detected items by clearing properties or deleting items. When ClearItem 

is applied, the message is removed, and when ClearProperty is applied, problematic properties are removed from 

the message. 

 

 

https://microsoft.github.io/CSS-Exchange/Security/CVE-2023-23397/
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■ Reference sites 

 

https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer/platform-apis/dd759042(v=vs.85)
https://learn.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-developer/platform-apis/dd759042(v=vs.85)

